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Foreword

Welcome to the second edition of Ad Securitatem, a collection
of the best essays produced by students at the Baltic Defence
College during the 2015/16 academic year.

Academic writing continues to play a key part in the educational
process at the Baltic Defence College. Throughout the 2015/16
academic year, the students of the Joint Command and General
Staff Course (JCGSC) 2015/16 and the Higher Command
Studies Course (HCSC) 2016 have engaged in research and
writing in areas related to operations, leadership, political and
strategic studies, and beyond.

With the encouragement and support of Baltic Defence College
faculty acting as supervisors, students have produced
perceptive writings which demonstrate their determination and
inquisitiveness. As with the previous edition of Ad Securitatem
the booklet could easily have been double the length, such is
the quality of work produced by this year’s cadre. As such, I
hope the essays present provide at least an illustration of the
aptitude of the students of the 2015/16 JCGSC and 2016 HCSC
from their time at the Baltic Defence College.

Dr Ashley Roden-Bow
Lecturer, Critical Thinking and Communication

Acting Director, Department of Leadership



Joint Command and General Staff
Course (JCGSC)



How can NATO as a collective alliance effectively counter the threat

of Russia’s hybrid warfare?

MAJ Priit Heinloo

Introduction

Now we have reached the hour when we can no longer ignore this problem,
which, in the interest of national defense, we should face squarely (Douhet,
1921, p. 31).

Almost a century ago Giulio Douhet foresaw a dominant role of air power in
warfighting. Although a large part of his vision proved to be untrue, producing
opposite effects to what he imagined (most notoriously, carpet bombings in World
War Il), some of his ideas are still highly regarded — a sentence resembling his ‘To
conquer the command of the air means victory; to be beaten in the air means defeat
and acceptance of whatever terms the enemy may be pleased to impose’ (Douhet,
1921, p. 28) are probably voiced in most of modern military educational institutions.
Today, some have argued, we are facing a comparable change in the character of
warfighting — the emergence of hybrid warfare. This evolution has been rapid enough
to raise concerns about the security of even the strongest contemporary military
alliance, evoking questions of NATO’s ability to cope with the alleged transformation
(Berzins, 2014, pp. 8-9; Vandiver, 2014). Amongst myriads of articles published after
Russia’s surprising aggression in Crimea in 2014, that brought the term hybrid
warfare to widespread use, several publications mention specific NATO members as
the next possible targets of similar belligerent actions (Stoicescu, 2015; Colby and
Solomon, 2015, pp. 22-24). On the other hand, counterarguments rejecting any
relevance of ‘hybrid element of Russia’s operation in Ukraine’ to NATO (Charap,
2015, p. 52) have also been presented. This essay positions somewhere in-between
of these opposing opinions and argues that the hybrid warfare concept used by
Russia cannot be applied universally; therefore NATO can devise successful
preventive and counteractions by focusing its efforts to specific threatened regions.
To support this argument, firstly the theoretical background of Russia’s new

generation warfare concept and its practical application will shortly be presented.
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Secondly, the implications for NATO — the extent of the threat and the possibilities for

countering it — will be discussed.

Russia’s hybrid warfare in brief

First of all, one must consider, what is meant by hybrid warfare. The definition has
evolved since 2002, when it was first used (Racz, 2015, p. 28), denoting different
ways of waging war observed by researchers. Initially the term described the mixture
of regular and irregular tactics stemming from the combination of traditional social
structure and modern technology successfully employed by Chechens against
Russia (Nemeth, 2002, pp. 49-54; Racz, 2015, pp. 28-29). Israeli-Hezbollah war in
2006 was also described as a hybrid war incorporating ‘a full range of different
modes of warfare including conventional capabilities, irregular tactics and formations,
terrorist acts including indiscriminate violence and coercion, and criminal disorder’
(Hoffman, 2007, p. 8). These two conflicts can undoubtedly be classified as wars and
hence these two descriptions incorporate only the military domain — different tactics
and strategy used in warfare, from conventional to different kinds of irregular
methods. Considering that lately Russia has been accused of waging hybrid warfare
even against European Union (Holmes, 2015; The Baltic Times, 2016), it is clear that

to date this definition has evolved much further from the original.

What NATO calls hybrid warfare today is more accurately defined as a full spectrum
conflict, encompassing not only military, but also political, economic, technological,
informational and other domains. The conflict in Ukraine, to which NATO refers as
hybrid warfare, has arguably been based on a concept of new generation warfare
mostly attributed to general Gerasimov, the Chief of the General Staff of the Russian
Federation (Racz, 2015, p. 36). According to this concept, open warfare is rarely
thought (as events in Crimea proved) and non-military methods are preferred (Ibid.).
As the situation in Ukraine has proved to be difficult to be indisputably defined as a
war (at least formally and legally, which is exactly what Gerasimov’s theory foresees),
the term full-spectrum conflict proposed by Jonsson and Seely (2015, p. 2) could be
used to provide more clarity. In essence all of these terms encompass the same
comprehensive approach (understandably, because they are all used to describe the
same events), while the latter puts more emphasis on full-spectrum versus the
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emphasis on warfare in both the NATO’s and Russia’s definition. However, for the
purposes of achieving coherence between this essay and the references herein
used, only the definitions hybrid warfare and new generation warfare will be used (as

synonyms).

At first glance the new generation warfare concept is similar to NATO’s
comprehensive approach; however there are two fundamental differences between
these, which give the former an advantage over the latter. Both NATO’s and Russia’s
concepts highlight the importance of other sources of power besides military.
According to Allied Joint Doctrine (NSA, 2010, pp. 1-2-1-3) the essential instruments
of NATO'’s strategy are military, diplomatic, economic, and information instruments,
additionally it stresses the utility of states’ and non-governmental organisations’ civil
capabilities. Russia’s new generation warfare concept also lists almost identical
domains (diplomatic, economic, political, military) (Racz, 2015, p. 36). The first thing
that separates these concepts is their respective purpose. The concept of
comprehensive approach arose from the experiences in the Balkans and Afghanistan
and was therefore devised to contribute to the resolution of an already existing crisis
(Rotmann, 2010, p. 2). The new generation warfare concept however aims at
creating one, discussing the ways an aggressor could overcome its intended victim
(Chekinov and Bogdanov, 2013, p. 13). Therefore it also includes more aggressive
measures, some of which clearly cross the line between legal and illegal actions
(active use of asymmetric warfare, including committing terrorist acts and employing
mercenaries) (lbid., p. 20). The second major difference derives from the different
command and control structures, influencing the practical application of these
concepts. Due to a more streamlined and effective command and control structure of
Russia, all actions between command levels, state institutions, services and armed
forces’ components can be effectively synchronised. Lately this capability was further
enhanced by the establishment of Armed Forces Central Command Centre, which
enables to coordinate the activities of not only military forces, but also other security
institutions (Rogoway, 2015). NATO as a collective alliance in contrast, requires
agreed consensus, and relies on cooperating and coordinating with its members and
other agencies and organisations, which constrains the level of success (NSA, 2010,
pp. 1-2; Rotmann, 2010, pp. 3-4).



Based on theoretical foundations and observed actions in Ukraine, Russia’'s new
generation warfare can be divided into two prominent phases — preparations for and
attack. Referring to the work of Chekinov and Bogdanov, Janis Berzins (2014, p. 6)
divides new generation warfare into 8 phases starting with non-military asymmetric
warfare and concluding with the final elimination (mopping up) of any resisting armed
units. Observing the actual events during the conflict in Ukraine, Andreas Racz
however divides it to 9 sections, grouped to 3 main phases: preparation, attack and
stabilisation (2015, pp. 58-67). Comparing these two approaches by looking at the
actions taken in each phase (Berzins) or section (Racz), one can conclude that
despite the different naming and theoretical division Berzins’ phases largely coincide
with the preparation and attack phases of Racz. In fact, Chekinov and Bogdanov
acknowledge the need for preparations (creating favourable settings) but do not
clearly distinguish the line between these and the actual attack itself (2013, pp. 19-
23). The stabilisation phase however is altogether excluded in the work of Chekinov
and Bogdanov. Similarly, the latter will not be discussed in this essay, since it only
follows the successful completion of previous phases and therefore commences only
if countering hybrid warfare proves to be unsuccessful in the first place. The essence
of and possibilities of countering the preparation and attack phases of Russia’s

hybrid warfare will however be further explored.

The aim of the preparation phase is to identify the vulnerabilities of a possible target
country and to create conditions for effectively taking advantage of these later in the
attack phase. For the most part it includes using various economic, cultural,
diplomatic and informational measures that are common in international relations. But
it also encompasses establishing pro-Russian non-governmental organisations and
media channels that are then used to fuel dissatisfaction, and even bribing
politicians, government officials and armed forces’ commanders who would be used
to cripple the targets ability to resist from the inside. (Razc, 2015, pp. 58-59; Sherr,
2015, p. 26; Giles, 2015, p.42) Considering that according to the “new generation
warfare” concept the state of conflict is considered to be permanent, rather than
restricted in time (Berzins, 2014, p. 5), it is hardly surprising that these measures are
constantly used by Russia in relations with its neighbours. Moreover, detecting these
actions cannot provide the intended target definite warning about a planned hybrid

attack, because ‘traditional acts of Russian diplomacy may function as preparations
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for future hybrid warfare action, if the Kremlin decides so, while also serving their

conventional, everyday purpose’ (Razc, 2015, p. 58).

The main aim of the attack phase is to expel the central government from (at least)
part(s) of the target country and create alternative political power centres, while
denying Russia’s involvement in the conflict to avoid the intervention of international
community. The start of the attack phase is distinguished from the preparatory phase
by the appearance of organized, armed violence, although the direct involvement of
regular military units is avoided. Unmarked troops and (often armed) demonstrators
try to block security and police forces, take over administration buildings and key
media and civilian infrastructure. These actions are supported by massive information
campaign with the aim of portraying the attackers as local citizens and flooding the
local media with own propaganda to alienate the locals from central government. The
information campaign is also directed to the international media, where it is supported
by Russia’s top level politicians, denying any involvement. At the same time the
decision making cycle of central government and security forces is further disrupted
by sabotage, cyber-attacks, electronic warfare and activation of bribed officials.
Finally, if the central government has lost control over the territory, the so-called
separatists could hold referendums for independence. (Razc, 2015, pp. 60-64) To
avoid the escalation of the conflict into open conventional war, especially if an attack
against a NATO member is considered (i.e. evade the activation of article V of the
Atlantic Treaty), concealing Russia’s involvement during the attack phase is of
particular importance. This is well illustrated by the fact that president Putin himself
played an important part of the denial effort during the hybrid attack against Ukraine
(Shuster, 2015).

It is important to notice however, that for successful accomplishment of hybrid
warfare there must be several preconditions (vulnerable points to exploit) present in
the target country. First of all, there should be dissatisfaction with the central
government, which is persistent and preferably regionally concentrated. Secondly,
there is a need for Russian-speaking minority to justify Russia’s involvement in the
rising conflict and provide operational advantages. Additionally, the victim’s central
power and its security structures must be too weak to avoid or resolve the disorder
and chaos resulting from hostile demonstrations, subversions and information

10



warfare. (Racz, 2015, pp. 73-83) Unfortunately the presence of Russian-speaking
minority does not only serve as a quasi-legitimate reason for invading its neighbours
(as it was justified both in Georgia in 2008 and Crimea in 2014), but it also helps to
build discontent with the central government, provided that the latter represents (or is
perceived representing) different ethnic, religious or cultural group. Moreover,
according to Racz’s observations in Ukraine, in the absence of actual lasting
disagreements this minority can be used to portray (by information operations) an
internal confrontation that does not actually exist (Ibid.). One can conclude then, that
the target country must at very least have a Russian minority and vulnerable

governance and security structures to be vulnerable to a hybrid attack.

In addition to the vulnerabilities of the intended victim itself, there is also a need for
further preconditions that the attacker must ensure. Firstly, Russia needs to have
military superiority to deny the target’s ability to conduct effective armed resistance
(by concentrating regular troops near the border, thereby threatening to start also a
conventional attack) against irregular attacks. Moreover, there might be the need to
provide direct support to irregular fighters or even to escalate the conflict to full scale
(that is, reverting to open employment of conventional forces), if previous measures
proved to be unsuccessful. Secondly, there is a need for strong media presence both
in the target country and international media. This enables to generate and escalate
tensions between minorities and central government, as well as to provide an
alternative narrative about the events to the international media. And finally, to
conduct the attack phase of hybrid warfare, there must be sufficient logistical support
either from already existing stockpile or via adequate supply lines from Russia to
support the irregular fight. (Racz, 2015, pp. 73-83) Regarding the first two points,
Russia would probably not have major difficulties to establish versus most of the
countries it considers being in its sphere of influence. Ensuring logistical support
however is more difficult, since it requires either already existing resources (e.g.
permanent military bases) the ability to build these up during preparations (for
example, some form of covert pre-stocking) or favourable conditions for establishing

appropriate lines of communications (i.e. suitable geography) during the execution.
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How can NATO counter the hybrid warfare threat from Russia?

Considering the prerequisites of successful hybrid warfare discussed above, one can
identify that only certain NATO members — the three Baltic States — are prone to
Russia’s hybrid attack. First of all, only five NATO members (Norway, Estonia, Latvia,
Lithuania and Poland) are neighbours to Russia, which would enable Russia to
secure the necessary supply lines which are needed for the logistic support of the
hybrid warfare’s attack phase. Out of these five, the Baltic States are militarily the
weakest, not reaching the military capabilities of Poland or Norway (not to mention
Russia) even with their armed forces combined. Moreover, only the Baltic States
have a substantial Russian minority, which could be used to heighten domestic
tensions and justify Russia’s intervention. Therefore, NATO’s efforts to counter
Russia’s possibilities to employ its new generation warfare can be focused to a
specific region. As a consequence, this essay will further explore this issue solely
from the perspective of defending the Baltic States.

Resulting from the nature of hybrid warfare’s preconditions, some of them
(dissatisfaction with the central government, weak governance and Russian minority)
must be addressed by the threatened countries themselves. Resolving any domestic
dispute is clearly a national responsibility; interference with these matters falls not
only outside the provisions of the Atlantic Treaty, but also violates the sovereignty of
the respective nations. Similarly, strengthening governance and security institutions
is up to nations themselves, although NATO can assist by providing military
assistance. Nevertheless, this support is limited primarily to the military domain and
does not cover legislative, anti-corruption, policing, integration or other issues.
Finally, the presence of Russian minority is a fact that is not going to change in the
foreseeable timeframe. While there are ways to mitigate the possibility for them to be
used in a hybrid warfare campaign (for example, better integration to the local
society, economic and social development to minimize dissatisfaction with central

government), these measures are also up to the countries themselves to carry out.

Taking into account that the weak spots of NATO identified earlier are confined to a
specific region, some of the Russia’s hybrid warfare’s prerequisites — namely military
superiority and presence in international media — can and should be addressed by
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NATO. Although military power is difficult to measure accurately, there is no question
about the superiority of NATO’s combined military might over Russia’s (Bender,
2015; Karlin, 2015). Looking at the Baltic region however, the situation is radically
different with Russia’s unchallenged position of advantageous military presence. The
only way for this to change (without reducing Russia’s capabilities) would be to
enhance NATO forces’ presence or at least to develop the capability to increase this
presence rapidly once the situation requires it'. Similarly, the three Baltic states on
their own cannot afford to counter Russia’s capabilities in the international media.
Considering the massive and so far also largely successful efforts of Russia’s state-
run media apparatus (Jonsson and Seely, 2015, p. 12; Freedom House, 2016), it
would be a challenge even for larger states. Here the application of NATO’s
comprehensive approach, mobilising the full potential of its members’ information
operations capabilities, is needed to counter hostile messages and portray the

victim’s side of the story.

Considering the nature of Russia’s tools used in the preparatory phase of hybrid
warfare, the primary responsibility to counter these lies within national level. First of
all, the obvious reason for this is that the article 3 of the North Atlantic Treaty
explicitly requires nations to prepare for their own defence (NATO, 1949). Secondly,
given the fact that NATO is a military alliance, all its members are free to exercise
their independent economic, foreign and domestic policies. The latter includes also
the crucial subjects of integration, anti-corruption and internal security, which not only
fall out of the scope of NATO but are also considered strictly sovereign matters.
Although the concept of comprehensive approach also includes diplomatic,
economic, and information instruments, the coordinated employment of NATO
members’ respective instruments is only possible after a collective decision has been
reached (NSA, 2010, pp. 1-2). That implies that for such a decision sufficient threat
has to be recognised in the first place, both by the target nation itself and the other

allies. And even when this happens, any countermeasures implemented within the

1 That is, before the attack phase of hybrid warfare commences or at least in time to

prevent an intervention by regular troops.
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target country must be led by that nation’s government to avoid (actual or perceived)

violation of its sovereignty.

Looking at the attack phase of Russia’s hybrid warfare, especially its underpinning
conventional military threat, it is evident that the help of NATO allies is needed to
defend the Baltic countries. The Baltic countries could probably be able to deal with
the “local militia” and even a moderate number of special forces troops with the
employment of police and voluntary military organisations. The territorial defence
forces have similar roles in all of the three countries, encompassing also crisis
response and cooperation with other internal security forces (Szymanski, 2015). If
needed, even regular troops could be employed in a state of emergency. However,
once Russia’s conventional military is concentrated to the border areas, or in the
worst case used to intervene inside national borders of target countries as it was
done in Eastern Ukraine, the victims’ ability to resist will be severely restricted. In this
regard, the author of this essay agrees with Samuel Charap’s otherwise incomplete®
understanding of Russia’s hybrid warfare: ‘...it could not sustain such an operation
without employing its regular military...” (Charap, 2015, p. 55). Therefore, the primary
purpose of NATQO’s assistance would be to deny Russia’s ability to fix the defenders’
freedom of action by (threatening of) employing its regular troops. Arguably, even the
stationing of a small number of allied troops (as it is today) would effectively serve as
a tripwire, initiating allied response if these were to be attacked (Kacprzyk, 2014, p. 7;
Rogers and Martinescu, 2015, p. 19). Following the concept of new generation
warfare however, the first targets would be the governmental institutions and internal
security forces, while direct and overt fighting with regular units is avoided. Stepping

on the tripwire would most likely be avoided by refraining from kinetic attacks.

2 Charap (2015, pp. 54-55) considers only the employment of special forces,
“rebels”, propaganda, cyber warfare etc. as part of hybrid tactics, and detaches the
usage of conventional military capabilities from the concept. Although the theoretical
backgrounds used in this essay include the latter as well, the notion of the
significance of conventional military power is agreed on the both sides of this

argument.
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Therefore it can be stated that to diminish Russia’s ability to conduct hybrid warfare
in the Baltic countries, NATO needs to establish a (clever) balance of military power
in the region, thus removing a major precondition for successful new generation
warfare. Although it is not conceivable to match Russia’s military presence in the
Baltic region by sheer numbers of soldiers and major equipment, robust and modern
capabilities are needed to complement the Baltic militaries instead of tripwires. NATO
should consider providing prioritised critical capabilities (to minimise or protect
currently existing critical vulnerabilities) to enhance the capability to conduct joint and
combined operations against an aggressor. For example, the ability to achieve air
superiority and sea control (or even favourable air situation and sea denial) is lacking.
Some of these capabilities should be prepositioned to avoid the delay of their
deployment during an emerging crisis (i.e. heavy land units, medium- or long-range
air defence units, elements of command and control structure etc.), some could be
stationed elsewhere (navy and air force units, information operations capabilities,
etc.), provided that their deployment is assured to be timely. By selective
prepositioning a heavy military build-up and thus raising tensions could be avoided or
at least minimised. Alternately, providing assistance and modern equipment with
affordable prices to the Baltic States themselves would also raise their initial defence
capabilities, thus reducing the need for other allies to relocate their troops to the

area.

The main challenge for diminishing the possibility of the Baltic states being a victim to
Russia’s new generation warfare is finding the reasonable balance between
(combined) national capabilities, mere tripwires and more substantial (and costly)
military build-up, keeping in mind that future employment of hybrid warfare is likely to
be different from previous ones. As a starting point, the Baltic militaries need to work
more effectively together and create a common vision of their role in NATO’s
framework, followed by practical cooperation to enable this vision to realise. The
response to a possible conflict must be discussed and coordinated starting from the
political level to avoid creating confusion among the rest of the allies. Also, the vision
of NATO’s peacetime presence and employment during emerging crisis should be
uniformly understood, enabling fair share of the burdens resulting from growing host
nation responsibilities. Will the former be achieved at any satisfactory level or not,
there still remains the tortuous task to define and agree on the exact level of allied
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capabilities and mode of their employment required to ensure military balance in the
region. The latter presents a complex challenge, especially in the light of
McDermott’s (2014) assertion that Russia does not actually have a set of fixed rules
(that is, agreed and enforced doctrine) of new generation warfare, leaving ample

room for further refinement and development for future engagements.

Whatever the shape and size of allied contribution to the Baltic States might be, in
any case there is a need to conduct joint training and exercises between the host
nations, NATO’s readiness units and command structures. Since the territory of the
Baltics is small, giving little opportunity to trade space for time, NATO’s collective
response to one or more of the countries being attacked needs to be fast. This
means that the response must be planned and rehearsed, covering different
contingency plans. It also means that the Baltic militaries themselves should be ready
to integrate seamlessly to NATO command structure and be ready to cooperate in a
joint and multinational environment. Such cooperation needs to be thoroughly
rehearsed to work effectively, thus implying the need for regular exercises. Although
the major exercises conducted currently involve allied troops as well, these are
usually company (land forces) and squadron (air force) level, seldom involving bigger
units or higher headquarters. Even at today’s scale, allied troops training in the
Baltics is valuable, providing opportunities to study the terrain and local weather
conditions, demonstrate allied commitment, build personal relations and practice unit
deployment to the region. Still, as much as the Baltic military forces need the ability to
cooperate with other NATO allies on unit level (for example, with NATO air units to be
able to receive air support), they must also and foremost be able to work jointly on
operational and strategic levels (to help NATO to achieve air superiority in the first
place). On the other hand, NATO also needs to enhance its responsiveness and
agility in transitioning from crisis response to collective defence (Lindley-French,
2015, p. 3), in which multinational exercises including also the involvement of political

decision makers could prove to be a valuable tool.
Conclusion
The essence of hybrid warfare is that it uses the full spectrum of power instruments in

a coordinated manner, employing not only military, but also economic, diplomatic,
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informational and other tools. As a result, the preparation phase of it is hardly
distinguishable from regular Russian realpolitik, making early reaction difficult. The
attack phase however has not been always fully successful, highlighting the need for
specific preconditions to be established. While some of these preconditions (i.e.
existence of unsatisfied Russian-speaking minority, quality of governance) can and
should be addressed on national level and require long-term efforts, others (balance
of conventional military power, presence in international media) can be diminished by
collective efforts of NATO members. Moreover, a closer look at these preconditions
accentuates that out of the NATO members only the Baltic region is susceptible to
hybrid attacks. Following this conclusion NATO should not only continue its current
efforts of providing assurance measures to this region, but take it to the next level. A
more credible balance of military power should be established in the Baltics and its
near proximity, reducing the currently existing capability gaps and integrating the
national headquarters to common command and control structures. To realise this, it
is not enough to merely position the required capabilities to Estonia, Latvia or
Lithuania, in fact, some of the capabilities probably need not be constantly deployed;
of equal importance is regular training and exercises to enhance the cooperation of
host nations and allied troops not only on tactical level, but also the ability to fight
effectively and jointly also on the operational and strategic levels. And in the end,
however successful these efforts might be, one must still bear in mind the importance
of being alert and receptive in predicting the future, to avoid being surprised on yet

another occasion.
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What is the significance of the emergence of the Wider North to

Estonia?
MAJ Indrek Sarap

‘Like it or not, the Arctic is open for business ...’

Dr. Scott Borgerson, an Arctic expert (Borgerson, 2013, p. 78-79)

Introduction

The term ‘Arctic’ is derived from the Greek word arktos, which means ‘the bear’ and
refers to the northern constellation of the Bear (Dunbar, 2016). Today, there are a
number of ways and terms to describe the area that constitutes the Arctic. In the
most straightforward geographical manner, the term refers to the Arctic Ocean, which
is centred roughly at the North Pole and is the smallest of the world’s oceans
(Ostenso, 2016). It is often also defined as the Arctic Circle, a region that lies above
the 66° 32" north latitude and where are six month long winter and summer solstices
of long-lasting darkness and light (National Snow and Ice Data Centre, 2016); or the
area that lies north of the tree-line, where the landscape is frozen and features only
shrubs and lichens (National Snow and Ice Data Centre, 2016 and Dunbar, 2016). In
comparison with the previously mentioned definitions, the terms ‘High North’ and
‘Wider North’ are frequently used to describe the Arctic within the context of
geopolitics. High North refers to the limited space of European Arctic, which consists
of those parts of Nordic countries and Russia that are situated by the Norwegian Sea,
Barents Sea and the southern parts of the Polar Sea (The GeoPolitics in the High
North, n.d.). The Wider North, on the other hand, is a term that includes not only the
Arctic itself, but also the adjacent North-Atlantic, Northwest Pacific, Nordic and Baltic

regions (Rogers, 2012, p. 42).

Without any regard to linguistics and terminology, climate change is affecting the
Arctic more than any other region in the world. The sea ice and the permafrost of the
world’s most northern region are melting rapidly and the area is likely to become
unrecognisable in a few decades (Scudellari, 2013). What is more, changes in the

Arctic are expected to have a severe impact on the rest of the world. James Holmes,
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a professor at the United Sates Naval War College, has proposed that the opening of
the Arctic will entail the most significant transformation of geopolitics since the
opening of the Panama Canal and predicted the Arctic to become ‘the Mediterranean
of the 21 century’ (Holmes, 2012). This notion follows the logic that alterations in
transport routes have brought about shifts in the balance of economic and political
power (Blunden, 2012, p. 117). In addition, it creates a new dimension to a historical
confrontation — four out of five littoral states of the Arctic Ocean are NATO members
while the fifth is Russia (Tuohy ed, 2014, p. 2). Estonia is not an Arctic country with
its northernmost point, the Vaindloo Island, being about six degrees below the Arctic
Circle. Yet, the opening of the region will influence the small Baltic country both
directly and indirectly (Tuohy ed, 2014, p.45-53). Accordingly, this essay argues that
the Arctic will attain global and regional importance in the next decades, entailing
potential risks and opportunities for Estonia. It starts with a short overview of the
Arctic region, a summary of the implications of climate change and an outline of the
areas of regional cooperation and disagreement. The second section attempts to
look into the future of the region and sketches four possible future outlooks with
narratives of how the geopolitics of the Wider North might unfold. The third and the
final section provides insights to the risks and the opportunities that the opening of
the Arctic will have for Estonia.

Opening of the Arctic

The Arctic will attain global importance in the next decades due to melting sea ice. To
understand the reasons behind this conversion, the scene of the transformation must
be considered. The Arctic Circle entails more than 21 million square kilometres or
about 6 percent of the Earth’s surface, out of which merely a little more than 1/3 or 8
million square kilometres is onshore (United States Geological Survey, 2008, p. 1).
The countries surrounding this ocean can be divided into two. Firstly, there are the
littoral states Canada, Denmark (through Greenland), Norway, Russia and the United
States, which all have coastlines in the Arctic Ocean. Secondly, there are the non-
littoral Arctic states Finland, Sweden and Iceland, which do not have a coastline in
the Arctic Ocean, but which nevertheless have territories within the Arctic Circle.
During the last 100 years, the average temperature in the Arctic has raised more than
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twice the global average (Tuohy ed, 2014, p. 41), making it the scene for the most
rapid and severe climate change in the world (Bert, 2012, p. 6). A ground-breaking
study conducted by the United States National Aeronautics and Space Administration
(NASA) showed that since the late 1970s the Arctic has witnessed a roughly 1.2°C
increase in temperatures and an approximately 9 percent decrease of perennial ice
each decade (NASA, 2003). The melting of perennial ice deteriorates the existing
state of affairs even further, since the released water absorbs the sun and
accelerates the melting process (Bert, 2012, p. 6). As a consequence, it is possible
that the Arctic will be seasonally ice free by the 2030s (Bert, 2012, p. 6) and the
perennial ice will disappear completely during this century (NASA, 2003).

A positive outcome of climate change in the Arctic is that the region opens up for
exploitation. According to a survey conducted by the scientists of the United States
Geological Survey, the Arctic Circle may hold roughly 90 billion barrels of oil, 1,669
trillion cubic feet of natural gas and 44 billion barrels of natural gas liquid (United
States Geological Survey, 2008, p. 4), which is estimated to amount to 15 percent of
the world’s undiscovered oil reserves and 30 percent of natural gas reserves (Papp,
2012, p. 2). The region also holds vast amounts of minerals such as zinc, nickel,
palladium, platinum, cobalt, copper, iron ore and many others (Bert, 2012, p. 7 and
Tuohy ed, 2014, p. 30-31). Apart from the energy sources and minerals, the fisheries
of the Arctic Ocean are an often overlooked resource of the region (Tuohy ed, 2014,
p. 28). Today, the United States’ portion of the Arctic produces around 1.8 million
metric tonnes of seafood annually, worth more than US $1.3 billion (Papp, 2012);
while seafood counts for 85 percent of Greenland’s and 40 percent of Iceland’s total
exports (Tuohy ed, 2014, p. 32). However, the extracting of natural resources from
the Arctic is likely to remain an expensive venture and therefore the largest benefit of
the melting sea ice might be the opening of new shipping routes (Young, 2011, p.
187-188). The Northern Sea Route (NSR) (see figure 1) is a roughly 2,600 nautical
mile long corridor, which could shorten the route between East Asia and Western
Europe from 13,000 to 8,000 miles, cutting the travel time by 10-15 days® (Bert,

® In 2009, two ships traveling from Ulsan in South Korea to Rotterdam in the
Netherlands by NSR cut down the distance by 3,000 nautical miles and cost by US
$300,000 (Blunden, 2012, p. 118).
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2012, p. 8). Likewise, the Northwest Passage (NWP) will offer an alternative corridor

to traveling from East Asia to Northern America, shortening the distance by 7,000
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Figure 1. Northern Sea Route and the Northwest Passage compared with currently
used shipping routes.
Source: (Ahlenius, 2007).

nautical miles and travel time by 14 days in comparison with the route through the
Panama Canal (Robinson, 2015). Although the NSR is currently suitable for shipping
only around 50 days per year and the NWP was not used for commercial purposes
from 1969 to 2013, both routes are becoming more navigable every year with the
rising temperatures and melting ice (Tuohy ed, 2014, p. 33-34 and Nielsen, 2014).*

The Arctic has been occupied in peaceful cooperation so far. First of all, this
constructive cooperation has a solid foundation in the legal regime regulating the
region. Since the Arctic is essentially an ocean, its utilisation is regulated in the
United Nations Convention on the Law of Sea (UNCLOS),” several other treaties and
common maritime law. The littoral Arctic states have adopted the position that no

special rule system (like one for Antarctica) is required for the region since the

* In August 2008 both the NSR and the NWP were open for the first time in recorded
history (Young, 2011, p. 187-188).

> UNCLOS divides the Arctic Ocean into territorial sea, exclusive economic zones
and high sea (United Nations (UN), 1982).
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general regime for seas and oceans is sufficient. This position was put forward in
2008 in the llulissat Declaration by the foreign ministers of the five littoral states
(Osica, 2010, p. 13-14). Secondly, the Arctic has generated a number of regional
organisations and cooperation networks. The most prominent of them is the Arctic
Council, which was established in 1996 by the eight littoral and non-littoral Arctic
states. Today, the council has become the most important and visible international
organisation dealing with the Arctic. It mostly focuses on the issues of environment,
sustainable development, scientific research; but also maritime security and
preparedness for emergencies, while specifically excluding from its agenda hard
security matters such as border disputes and continental shelves claims. In addition
to the Arctic states, the United Kingdom, France, Germany, Netherlands, Poland,
Spain, Italy, China, India, Japan, South Korea and Singapore have joined the Arctic
Council as permanent observers. Furthermore, the European Union as an
intergovernmental organisation has also applied for permanent observer status, but
its admission is on hold for now due to opposition from Canada and Russia (Tuohy
ed, 2014, p. 20 and p. 25).

Nevertheless, there are some sources of tension which might lead to great power
competition and confrontation (Holmes, 2012). One of the issues dividing the Arctic
states is the dispute over the extended continental shelves. UNCLOS puts forward
the idea of a continental shelve (United Nations (UN), 1982), which can extend a
country’s control well beyond the standard 200 nautical miles limit (Tuohy ed, 2014,
p. 36). This is the case for the Lomonosov Ridge, which is a continental shelf that has
been claimed by numerous Arctic states (Tuohy ed, 2014, p. 37-38).° Another source
of tension is the question whether the NSR and NWP are territorial waters or
international straits.” The European Union, the United States, China and many others

®Parts of the Lomonosov Ridge have been claimed by Russia in 2001 (Oliphant,
2014), Canada in 2013 (Government of Canada, 2013) and Denmark in 2014, while
Norway is expected to submit a claim in the near future (Oliphant, 2014).

" According to the UNCLOS, all ships enjoy the right of transit passage through
straits which are used for international navigation even if it lies within the 12 nautical
mile limit of territorial seas (UN, 1982, pp. 36-37).
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consider the vessels traveling both routes to enjoy the right of transit passage, while
Russia and Canada consider parts of them as their territorial waters (Blunden, 2012,
p. 129).8 However, all the littoral Arctic states are foremost interested in protecting
the sovereignty of their already existing territories and thereafter engaged in
expanding their spheres of influence (Osica, 2010, p. 12). In fact, there has not been
a military build-up in the Arctic, although there have been some displays of
sovereignty through military presence and exercises (Bert, 2012, p. 11). For instance,
Russia activated a new Arctic Joint Strategic Command in late 2014 (Jones, 2014)
and conducted a relatively large exercise involving 38,000 troops, 110 aircraft, 41
ships, and 15 submarines soon after in early 2015 (McLaughlin, 2015). Yet, this
should not be seen as confrontation, but rather as a measure to defend its national
interests (Peters, 2015) in a region which is central to its economy (Ministry of
Defence UK, 2014, p. 159 and Osica, 2010, p. 22).

Future of the Arctic

Scholars and experts have been unable to agree on what the future will bring for the
Arctic. A recent study by the International Centre for Defence and Security (ICDS) in
Tallinn suggests that the conflicting interests in the Arctic region greatly outnumber
common interests (Tuohy ed, 2014, p. 28). In contrast to gloomy forecasts, the
United Kingdom Ministry of Defence considers a large scale confrontation in the
Arctic unlikely (Ministry of Defence UK, 2014, p. 155). Lack of consensus on the
future of the Arctic is not surprising, since accurate point prediction in international
relations is virtually impossible due to large number of different forces and variables
which all interact with each other in multiple and random ways. Consequently,
instead of predicting the exact future, many scholars recommend using forward
reasoning to develop multiple possible futures. Based on the assumption that
tomorrow is unpredictable, these outlooks map causes and trends, providing

alternative views on how the future might unfold and being thereby a foundation for

® Russia is already exercising de facto control over the NSR by demanding that all
ships navigating it seek permission from Russian authorities and also utilise

exclusively the Russian nuclear icebreaker services (Tuohy ed, 2014, p. 10).

27



policy- and decision-making (Bernstein, Lebow, Stein and Weber, 2000, pp. 48-70).
Named as scenario planning, this method was developed in the 1970s (Bradwell,
Johar, Maguire, and Miner, n.d., p. 14) and has been successfully used by
corporations such as Royal Dutch/Shell, Xerox and American Express to hame just a
few (Ogilvy, 2015).

The details of scenario planning vary among different authors (Ogilvy, 2015 and
Edwards, n.d., p. 2-6), but basic principles remain the same (Wilkinson and Kupers,
2013). Firstly, the focal issue that the outlooks need to address has to be defined
(Ogilvy, 2015). In this study, they have to describe the Arctic in a 20-30 year
perspective of long term planning, or up to the year 2045. Secondly, all the possible
trends have to be considered and ranked according to their importance and
uncertainty as driving forces (Edwards, n.d., p. 3-4). The most important trend for the
Arctic is climate change and the most uncertain trend is geopolitical stability.
Accordingly, these two driving forces can be depicted in a matrix (see figure 2) to
establish the foundation of the outlooks. Thirdly, the driving forces must be explored
and described, especially interaction between them and their likely resolution
(Edwards, n.d., p. 4-5). The most important trend for the future of the Arctic, climate
change, is difficult to predict. According to the Intergovernmental Panel on Climate
Change’s latest report, the Arctic ice will continue melting and it will become
seasonally ice free as early as 2037 or as late as 2100 (Kirtman et al, 2013, p.995).
The most uncertain trend, geopolitical stability, is even more difficult to predict. The
world economy is projected to double by 2037 and nearly triple by 2050 with China,
India and the United States becoming the undisputed economic giants
(PricewaterhouseCoopers International Limited, 2015, p. 1-5). In terms of stability in
the Arctic, Russia is likely to be both critical and a wild card (Kaljurand et al, 2012, p.
13 and Ministry of Defence UK, 2014, p. 159). With a rapidly decreasing population
(UN, 2015, p. 21) and an undiversified economy (PricewaterhouseCoopers
International Limited, 2015, p. 1), it is likely to find itself in a position of disadvantage
compared to her Asian and European neighbours (Gould-Davies, 2016, p.23-24).
Moreover, under the rule of President Vladimir Putin, Russia is increasingly
confrontational with the Western states (Forbrig, 2015, p.1), which in turn might lead

into a confrontation in the Arctic, where all other littoral states are members of either
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the European Union or NATO. Finally, after exploring the trends, four distinct outlook

stories describing the possible futures can be developed (Edwards, n.d., p. 5-6).
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FASTER CLIMATE

CHANGE

RUSSIA’s ARCTIC
The region opens up for transport, exploitation of natural
resources etc.
European intergation breaks down and its nation states are
weakened by economic, demographic and social problems
Russia overcomes its economic problems and becomes the
strongest power in the region
United States focuses on containing China and India
Russian extensive military buildup to protect its interests
Strong negative security impact and limited economic impact on
Estonia

GEOPOLITICAL
DISCONTINUITY

CLAIMED ARCTIC
Slowly receding ice and the need for investments limit the
attractiveness of the Arcticin the given timeframe
Europe and Russia weakened by political, economic and
demographic problems
United States struggles to maintain its position while China and
India become global powers and pursue their national interests
by taking advantage of the weak Arctic states
Extensive military buildup and a high possibility of conflict
between the Arctic states and new Asian great powers
Negative security impact and weak economic impact on Estonia

STATUS QUO ARCTIC
The region opens up for transport, exploitation of natural
resources etc.
Increasing European integration and strong transantlantic ties
Russia becomes an extended regional power
Extensive military buildup to protect national intrests
Very high possibility that a conflict between Western states and
Russia involves the Arctic
Limited regional cooperation
Negative security and positive economic impact on Estonia

GEOPOLITICAL
CONTINUITY

FROZEN ARCTIC
Slowly receding ice and the need for investments limit the
attractiveness of the Arcticin the given timeframe
Increasing European integration and strong transantlantic ties
Russia struggling with political, economic and demographic
problems but maintains its regional power status
China and India become global powers but are unable to challange
the positions of Arctic states
Limited military buildup and low possibility for conflict
Positive security impact and limited economic impact on Estonia

SLOWER CLIMATE
CHANGE

Figure 2. Possible future outlooks for the Arctic.

Source

Author’s own.
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Fast climate change can lead into two diverse outcomes. In the Status Quo Arctic
outlook, the rapidly melting sea ice allows the exploitation of the region’s massive
natural resources while the seasonally ice free Arctic Ocean enables the
establishment of new sea routes between Asia, Europe and Northern America. This
greatly benefits Russia, which uses energy revenues to diversify its economy and
capitalises on its relative political and military strengths to become an extended
regional power. However, it is unable to compete with the vastly greater economies
of China, India, United States and consolidated Europe. Realising that unity is crucial
for maintaining its relative position in the twenty-first century, Europe is able to
integrate into a unified entity which is further strengthened by strong transatlantic ties
with the United States and Canada. The Arctic plays a significant role in the Western-
Russian relations, with Russia seeing the region as its strategic resource base
constantly threatened by European and North American interests. This leads into a
military build-up and confrontation, while cooperation takes place only in insignificant
areas like maritime security and environmental protection; and important issues like
territorial disputes and control of transportation routes are solved within the

framework of overall Western-Russian relations.

Conversely, in the other outlook involving rapid climate change, Russia’s Arctic,
although the region opens up for exploitation similarly, the geopolitical dynamic is
different. European nation states are overwhelmed by economic, demographic and
social problems after contradicting interests and competition for leadership ends the
European integration project. The situation is further amplified by the loosening of
transatlantic ties, after the United States focuses on the Pacific to balance the
influence of China, India and Indonesia. Russia benefits from the disintegration of
Europe and the American pivot; and turns into by far the strongest power in the
Arctic. Due to its military and economic dominance in the region, all other Arctic

states avoid any kind of confrontation and follow a policy of appeasement.

On the other hand, the future of the Arctic might evolve completely differently if
climate change is less rapid. In the Frozen Arctic outlook, the sea ice continues to
melt in slower pace so that the ocean is ice free only occasionally in the 2030s and
2040s. As a result, the Arctic remains relatively unattractive due to the cost of
extracting resources and the need for extensive investments in infrastructure. This
amplifies Russian economic and social problems, which seem especially severe
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compared to the prosperity of the integrated Europe and Northern America. Territorial
disputes are solved within the framework of UNCLOS and cooperation in the region
includes fishing, tourism, environmental protection and research. Furthermore, in this
outlook, there is very limited military build-up mostly focused on providing search and
rescue capabilities. Finally, in the last outlook, Claimed Arctic, once again the region
opens up slowly. European states and Russia are weak and entwined in numerous
political, social and demographic problems. The United States loses its superpower
status and is struggling to maintain its relative position. This opens up a window of
opportunity for the new great powers China and India, which use their economic and
military power to gain a foothold in the Arctic. It begins with a political initiative to
create a special legal regime which allows non-Arctic states to benefit out of the vast
resources of the region similarly to the littoral Arctic states. However, it soon evolves
into an extensive military build-up which the feeble European states and Russia are
unable to match. After a few local clashes, both Russia and the European Arctic
states are forced to make concessions and allow additional states to benefit from the

riches of the Arctic.

Significance to Estonia

Like the states described in the previous outlooks, the Arctic holds both risks and
opportunities for Estonia as well. Estonians have been involved in the Arctic in
various ways for a long time. To start with, research activities began with Baltic
German explorers like Wrangell, Middendorf and Toll in the nineteenth century;
reached their peak during the Soviet rule and contribute significantly today (Vaikmae,
n.d.). Just recently, Estonian universities had up to 100 people directly involved in
Polar research; studying fundamentals and developing up-to-date and relevant
technology (Vaikmae, n.d.), such as a practical solution for accurate sea ice
forecasting (Delfi, 2016). Secondly, since 1930, Estonia is a signatory of the Svalbard
Treaty (Valisministeerium, 2015), which grants it the right to engage in economic
activities in the Norwegian archipelago in the Arctic Ocean (Tuohy ed, 2014, p.
39,45). Unfortunately, the only recent Estonian economic activity in the Arctic has
been ice-breaking (Kaukvere, 2014) and fishing, with mere four ships producing 6
percent of the national annual catch (Rand, 2011 and Tuohy ed, 2014, p. 47-48).
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Nevertheless, Estonians are aware of their past ties with the region and have started
to think systematically about strengthening the connection during the past decade. In
2012, a report by the ICDS mentioned the emergence of the High North as a trend
that affects both the global and the Baltic Sea security environment (Kaljurand et al,
2012, p. 12-13 and 64). In 2014, the same think-tank published a study focusing
exclusively on the Arctic and providing practical conclusions for Estonian decision-
makers (Tuohy ed, 2014, p. 2-3). Among other things, the researchers recommended
Estonia to develop a long-term Arctic strategy with the aim of furthering its interest in
the region (Tuohy ed, 2014, p. 54-56). To understand the underpinning of this
proposed strategy, it is appropriate to examine what might be the significance of the
Arctic to Estonia in the next decades.

The emergence of the Wider North entails severe security risks and some political
opportunities for Estonia. To start with, the security situation in the High North will
influence the state of affairs in the Baltic Sea region (Osica, 2010, p. 28). All outlooks
except Russia’s Arctic, foresee Russia using the Baltic Sea Region to achieve gains
in the Arctic and vice versa (see figure 3). This modus operandi was demonstrated
last autumn, when Russia’s direct involvement in the Syrian crisis served among
other things the purpose of drawing attention away from the Ukrainian crisis and
finding ways to relieve the Western imposed sanctions (Nye, 2016). Secondly, as
most outlooks show, a military build-up in the Arctic is likely to draw away Western
troops form the Baltic Sea Region, creating a security vacuum and leaving Russia
with more freedom for manoeuvre (Kaljurand et al, 2012, p. 13). Finally, as is the
case in the Status Quo outlook, a crisis in the Arctic could have a spill over effect in
the Baltics (Tuohy ed, 2014, p. 49). Obviously, a large scale confrontation between
Russia and NATO in the Arctic would quickly involve the latter's weakest link, the
Baltic countries (Forbrig, 2015, p. 6). On the other hand, political involvement in the
region entails several opportunities for Estonia. As its long time Foreign Minister,
Urmas Paet, put it recently, Estonia is the closest country to the Arctic that is not a
member of the Arctic Council (Kuul, 2015). Becoming actively engaged in the region
would potentially enhance the bi- and multilateral relationships with the United States,
the Nordic countries and maybe Russia; while supporting the European Union’s
aspirations towards the High North. Estonia’s current government has wisely agreed

to apply for the observer status in the Arctic Council during this year (Eesti
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Reformierakond, Sotsiaaldemokraatlik Erakond and Erakond Isamaa ja Res Publica
Liit, 2015, p. 12) and the intention has been welcomed by the High Representative of
the European Union for Foreign Affairs and Security Policy (Kuul, 2015). As the two
outlooks with strong European integration and transatlantic ties, Status Quo Arctic
and Frozen Arctic, demonstrate, advocating enhanced EU and NATO involvement in
the Wider North could further strengthen Estonia’s position in the region and help

support achieving its aims.
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RISKS AND OPPORTUNITIES FOR ESTONIA

OUTLOOKS

RUSSIA’s ARCTIC

STATUS QUO ARCTIC

CLAIMED ARCTIC FROZEN ARCTIC

Risk: Russia could use the Baltic

Sea Region to achieve gains in the Arctic and vice versa.

Risk: Russia could use its
military power to influence

Risk: A conflictin the Arctic

MILITARY | Estoniaor attackiit. could enlargen to include the No further risks or opportunities.
Baltic Sea Region as well.
Risk: Military buildup in the Arctic could draw away Western forces from the Baltic Sea Region. No further risks or opportunities.
Risk: Russia could use its
position of strength in the Opportunity: Supported by its scientific interests and competence, Estonia can become actively
Arctic to bargain for engaged in the region through different regional cooperation frameworks and obtain political credit.
concessions in the Baltic
Sea Region.
POLITICAL
Opportunity: Estonia could Opportunity: Estonia could
Risk: Russia could limit the | further its interests in the Arctic : further its interests in the Arctic
- _ : No further risks or )
participation of non-Arctic by/through advocating for ooportunities by/through advocating for
nations in the region. NATO and EU active PP . NATO and EU active
involvement in the region. involvement in the region.
Opportunity: Estonia could benefit from becoming a transit
corridor both for the resources obtained from the Arctic and No further risks or opportunities.
ECONOMIC transported through the Arctic.
Opportunity: Estonian enterprises could become engaged in the region. The most likely sectors include shipbuilding, fishing and
icebreaking; however, information technology, clean technologies and coal mining offer opportunities as well.
SCIENTIFIC Opportunity: Estonian Polar research community could increasingly participate in the Arctic research as the region opens up and

draws investments.

Figure 3. Risks and opportunities for Estonia.

Source

Author’s own and (Tuohy ed, 2014).
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Nevertheless, the most important opportunities presented by the emergence of the
Wider North are scientific and economic. Estonia’s small but experienced Arctic
research community consists of about 45 people and 11 institutions; and has know-
how comparable to the Nordic countries (Tuohy ed, 2014, p. 48). Upholding and
enhancing this competency serves the interests of science®, while helping to validate
Estonian involvement in the region. With regard to the economic dimension, the
potential gains are even more significant. Firstly, as shown in Russia’s Arctic and
Status Quo Arctic outlooks, as fast climate change makes the Arctic Ocean
navigable, a large portion of maritime shipping between Europe and Asia is expected
to switch to the NSR (Blunden, 2012, p.115). This presents a unique opportunity for
the Baltic Sea Region. Instead of sailing all the way around the Scandinavian
Peninsula, cargo could be unloaded in one of the Barents Sea ports and transported
to Europe either by rail or through the White Sea Canal (see figure 4). An example of
this is the Finnish led Arctic Corridor project (Tuohy ed, 2014, p. 50), which aims to
build a railway connection from the Norwegian port town of Kirkenes to the Finnish
town of Rovaniemi and further on to Central-Europe. The project would benefit the
whole region by connecting the Arctic Ocean with the Baltic Sea region and the rest
of the Europe (Arctic Corridor, n.d., p. 2-7) and turn Estonia into an important
transport hub. The impact of the project would be further magnified once Estonia and
Finland have been connected through a proposed tunnel running beneath the Gulf of
Finland (Karjus, 2015); and with Central and Western Europe by the Rail Baltic
railway connection (Ministry of Economic Affairs and Communications; and Technical
Regulatory Authority, 2015). Secondly, opening of the Arctic requires large
investments in infrastructure and services; which could be provided by Estonian
enterprises. Namely, there are currently three Estonian shipyards capable of
constructing vessels suitable for the Arctic Ocean (Tuohy ed, 2014, p. 46) and able to
produce to the Arctic market as successfully as their Finnish counterparts.®

® For more information on Estonian Polar Research see professor Rein Vaikmae’s

overview at EU-PolarNet (avaliable at http://www.eu-polarnet.eu/european-polar-

science/europe-and-the-polar-regions/estonian-polar-research.html).

1% Finnish shipbuilding industry has a long history of building vessels for the Arctic

(Blunden, 2012, p. 122). The latest proof of their competence is the construction of
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Figure 4. Possible future transportation routes connecting the Northern Sea Route
with Central Europe via the Baltic Sea Region.

Source: Map courtesy of Google Maps. Graphics Author’s own based on: (Northern
Sea Route Information Office, n.d.; Arctic Corridor, n.d., p. 2-7; Rogers, 2012; and
AECOM Limited, 2011).

Conclusion

The Arctic is witnessing the rise in temperatures twice the speed than most parts of
the globe and could become seasonally ice free as early as the 2030s. The receding
sea ice enables access to the vast deposits of oil, natural gas and minerals; not to

mention the large fisheries of the region. Another positive outcome of the climate

the world’s first icebreaker operating on liquefied natural gas and having almost a

zero emission (Arola, 2015).
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change is the opening of new shipping routes, namely the NSR and the NWP, which
are expected to considerably shorten the travelling distance and time between East
Asia and Western Europe, as well as between East Asia and Northern America.
Although a sound legal regime and regional initiatives have led to constructive
cooperation on the matters of environmental protection, sustainable development,
scientific research and maritime security; there are still a number of unsolved
disputes between the Arctic states with regards to the claims for extended continental
shelves and control of sea routes. Under these circumstances, it is not surprising,
that scholars and experts are unable to agree on the future of the region.
Nonetheless, instead of predicting the exact future, this essay uses forward
reasoning through scenario planning to shed light on the upcoming thirty years in the
Wider North. Exploring the trends of climate change and political stability, the future
outlooks Status Quo Arctic, Russia’s Arctic, Frozen Arctic and Claimed Arctic
describe distinct different dynamics that are likely to develop in the Arctic and their
impact on Estonia.

Security is Estonia’s most significant risk with regards to the opening of the Wider
North due to the fact that the security environments of the Arctic and the Baltic Sea
Region will be closely connected. It is likely that Russia will utilise the Baltics to
further its interests in the Arctic and the other way around. Moreover, a confrontation
in the Arctic is likely to have a spill over effect in the Baltic Sea Region. Still, there are
remarkable opportunities for Estonia as well. Scientific research in the Arctic would
contribute to the longstanding traditions of polar research and could be exploited for
the purpose of becoming more actively involved in the region. This in turn would
enhance Estonia’s political credit within EU and strengthen relations with a number of
Arctic and non-Arctic states. Furthermore, the opening of the Arctic also entails
significant economic opportunities. Estonian enterprises could potentially profit from
the investments made in the Arctic and regional infrastructure projects have the
potential to turn Estonia into an important transport hub between the Arctic Ocean
and Central Europe once the NSR has become regularly ice free. Nevertheless, at
the moment, all of the previously mentioned considerations are merely risks and
opportunities for Estonia. It will take a deliberate executive level decision to develop

and implement a long-term national policy for the Arctic, thereby enabling the
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mitigation of possible security risks and the transformation of different opportunities

into gains achieved.
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Given the strong Russian and Soviet heritage for use of air power in
directly subordinated support of land operations, how would a near-
future contest between NATO and Russian forces match this

against NATO'’s air doctrine of independent, deep air operations?

MAJ Steven Grimshaw

Russia’s and NATO’s use of air power in comparison: what is to be expected?

...doctrine is more than a theoretical luxury of value only in the classroom. It
must instead be the binder, the adhesive, justifying our future technological
research and development, rationalizing our planned acquisition strategy and
governing our present employment of forces.

Introduction

Many questions and doubts have arisen regarding the use of air power, ever since
aviation was first used in military conflicts. The reasoning behind this long-lasting
discussion can be found in five aspects of air power: Firstly, air power is relatively
new in armed conflicts in comparison to land and naval operations, as the first
powered flight of the famous Wright Brothers dates back to 1903. Secondly, air
power (comparable to naval power) is relatively expensive. Its full range of
capabilities is only reserved for wealthy nations such as members of the G7 and
Russia. Thirdly, due to its unique characteristics of speed, range and flexibility ,
projection of air power often has a decisive role in the outcome and the tendency
towards a more attrition-like form of warfare, as seen in the latest in the two Gulf
wars. Fourthly, and in close context to the latter, air power can achieve high
effectiveness, while simultaneously avoiding high risks and casualties, especially in
comparison to high intensity land warfare. Hence, air power is politically more
acceptable and the threshold for its application is lower. Fifthly, air power seems to
be a flexible contribution for solving regional conflicts such as Libya 2011 or the
current conflict in Syria, not only for western states, but also for Russia. At least

politically, the threshold of unleashing it is relatively low.
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During the discussion on how to apply air power best, two tendencies have emerged.
One is more in support of seeing air forces independently, directly conducting the
overall military objective through deep attacks. These supporters are principally
represented by major NATO members such as the United States (U.S.) or the United
Kingdom (U.K.). The other favours short-range massed aviation attacks in close
support to the ground forces, mainly represented by Russia. As both are very
different and imply not only advantages, when thinking of possible future scenarios,

the question is to be raised which “philosophy” will prevail.

Despite the recent developments and lessons learned in Russia’s air forces, also
taking western air power’s evolution into account, this essay will argue that Russia
cannot fully adapt to NATO’s approach in the near future due to historical, economic,
technological and geopolitical factors. This limits Russia to having a rather
unbalanced air force, incapable of applying the full potential of air power. Firstly, this
paper will analyse the origins of the current use of Russia’s air power, by taking the
mentioned factors into account. Secondly, it will discuss the Soviet heritage for use of
air power against the background of recent developments in Russia’s air forces.
Thirdly, western and NATO’s evolution of air power will be portrayed, before
describing the most recent approach. On the basis of that research, the paper will
describe further derivations and implications as to future developments and shed light
on the subject of possible conclusions. A near future contest serves as a purely
hypothetical assumption, which may or may not have been valid only in cold war

times.

During the examination, this essay will focus on historical, economic, technological
and geopolitical factors based on open sources. The analysis, the comparison and
the contest will be limited to the European theatre and will not analyse the application
of naval aviation or a potential clash between Russia and China. Ethical questions as
to the use of air power will also not be addressed.
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Development of Soviet air power prior and during World War Il (WWII)

In order to understand the Russian perspective, it is necessary to analyse the
historical developments of Russia’s Voyenno-Vozdushnye Sily [VVS — military air
forces] in combination with the exclusive impact on doctrine by specific Soviet
theorists. Prior to WWII, the Soviet chief aviation editor Lapchinskii described the
nature of military aviation missions as independent [nezavisimii], separate
[samostoiatelnii] and service [sluzhatelnii]. Air forces’ degree of independence was to
be based on size. Despite emphasising indirectly the independent role, Lapchinskii
recommended that whenever air forces were massed at a military front, they were
always to be subordinated to the responsible ground forces commander. Different to
the western way of thinking, total air superiority was not considered as achievable. In
the area of ground forces’ operations, air superiority was only to be seen as a
temporary and tactical condition. This mindset arguably indicates that air and ground
campaign were mostly to begin simultaneously. Additionally, the main tasks for the
VVS resulted in conducting Close Air Support (CAS), Air Interdiction (Al) and Counter
Air Operations (CAO) to a range of approximately 200 kilometres from the frontier .
During the Spanish civil war from 1936-1939, faith in long-range bombing had
increased, but still doubts in bombing cities or factories dominated. Soviet
commanders preferred to conduct attacks against nearby enemy air bases. But again
success on the ground emphasised air power’s supporting role in Soviet doctrines,
putting an end to tendencies towards a more independent VVS with more long-range
capabilities. Because theory, main tasks and events drive doctrine and allocation of
resources, this explains why a preference of subordinated tactical aviation over

independent long-range aviation has been so deeply ingrained.

After a disastrous start for the VVS in 1941, due to poor readiness and training, the
main ideas basically did not change. Communication and coordination problems were
solved through decentralising control to units away from the front. Not only did
management and logistics become more complicated, but also the ability to
centralise control and concentrate the effort of air power was given up. This did not
apply in total for the long-range aviation at strategic level. In order to gain the

necessary decentralisation of control, strategic aviation was directed by
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representatives of the Soviet High Command. Nonetheless, success of the VVS was
still measured through decisive ground battles such as Stalingrad or Kursk. Despite
the fact that strategic air superiority was achieved after these battles, the extent in
which air attacks were related to major ground attacks increased from 70-75% at
early stages to 90-95% in the Battle of Berlin. Partisan movements behind German
lines had supported this high proportion . Instead of conducting deep air operations,
long-range aviation flew approximately 71% of their sorties against troops, combat
equipment and railroad targets.. Even in 1945, as the Soviets clearly had the upper-
hand, CAS and Defensive Counter Air (DCA) remained the main objectives, not only
because of the Allies’ Strategic Attack (SA) campaigns. Again partisan’s
achievements covered the need for more Al-capabilities. During WWII, the
successfully implemented tactics had been massing of tactical aviation, surprise and
economy of force in support of ground forces’ hammer blows. Not only did the VVS
switch from centralised to decentralised control, but heavy investments in short-range
capabilities and numbers, rather than in long-range aviation airplanes followed.
Massed, but subordinated employment of air power in the main thrust of ground
forces became the staple for later post-war thinking. The Soviet application of air
power had developed in this direction because it was affordable and necessary, after
being attacked in June 1941.

Economic, technological and geopolitical factors relevant until today

Close cooperation of Russian aviation and ground forces is also based on influencing
factors. Since its early days, the Soviet aircraft industry was state-owned and divided
into rather independent but closely interrelated sectors. Especially after aircraft
became more advanced since the 1930’s, technological complexity enforced an
increasing specialisation on certain types of aircraft. Due to lack of competition, a
missing necessity to maximise profit and as a result of the Five-Year Plans, the
aircraft industry’s drivers were high production output and spare parts supply rather
than huge model variety or technological advantage . Besides operational
requirements mainly technological deficits, especially in engine design, led to further

specialisation on relatively simple short-range combat aircraft, such as the famous II-

48



2 Sturmovik.' In comparison to the U.S. and U.K., who had an advanced
technological knowledge and a higher industrial base, the Soviets could simply not
afford ingenious long-range aviation . The aftermath of this development lasts until

today and has a restrictive effect on the VVS’s reforms and modernisation.

Furthermore, the geopolitical situation still plays an important role. Unlike the U.S.
and U.K., the Russian Empire has always shared borders with potential enemies,
making the land domain its main concern. The outcome of war would always be
decided on the ground. This deeply different mindset contributed to a special
understanding concerning the VVS’s main tasks. Supporting in destroying the
adversary and achieving those tasks beyond ground forces’ capabilities, remained
the VVS’s main objective . Hence, their limitations in technology and economy forced
the Soviets into focussing on less expensive tactical aviation. Nonetheless, it was the
undoubted success of the VSS during WWII, and the Soviet perception of its
geopolitical situation that drove Soviet doctrines. Either in self-defence or in an act of
pre-emptive strike, the first and foremost task for the VVS remains ensuring the
triumph of their ground forces. A more independent role with special emphasis on
deep air operations was for the VVS never completely outside its specifications. For
example, medium and long-range bombers such the Myasishchev M-4 (1955) or the
Tupolev Tu-95 (1956) were introduced, which secondary tasks were strategic atomic
bombing. But based on perception and limitations, tactical aviation in a directly

subordinated role for reasons of efficiency has always been prioritised.

The Soviet heritage — how is Russian air power applied today?

Recent Soviet military participation in regional conflicts only changed the general
conceptions to a limited extent. During the Soviet-Afghan war from 1979-1989,
despite the major role of providing CAS, many VVS Staff Officers realised that the
more independent and centrally controlled air power could be executed, the more

could be achieved. But so ingrained were views that many of these opinions were

11 See annex B, figure 2.
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suppressed at that time . Nevertheless, the use of air power in Desert Storm in
1990/91 and NATO'’s intervention Deliberate Force in Bosnia in 1995 made the
Russian leadership rethink the VVS’s structure and role between the first and second
Chechen conflict. Forming four territorial air staffs and executing centralised control
by the various commands of the VVS became the new principle for solving conflicts.
This meant a more independent ‘spearhead-like’ approach prior to the use of ground
forces (Lefebvre, 2003, pp. 44-45; de Haas, 2004, pp. 117-122). Contributing to
solving regional conflicts were considered as future tasks, so modernisation of the
Dalnyaya Aviatsiya [DA — long-range strategic aviation] was again given the lowest
priority, behind the Frontavaya Aviatsiya [FA — tactical air force], the Aviatsiya
Sukhoputnykh Voysk [ASV — Army aviation] and even the Voyenno-Transportnaya
Aviatsiya [VTA — transport aviation forces] . As a constant perception, displaying
nuclear power was intended as the main task for the DA. This also explains, why the
DA’s 10 percent of the air forces’ budget could never receive the western-style
financial attention of 25-30 percent. Even though new western approaches were
witnessed, a radically new approach was not achieved. An integral aspect remained
the close allocation to ground forces’ operations and the uppermost importance of
tactical aviation for solving conflicts in Russia’s periphery. From Russia’s geopolitical
and economic point of view, especially when taking the “price tag” of its nuclear
deterrence program into account, prioritised distribution of resources to tactical

aviation seems the logical approach.

The newest developments in Russia’s air forces

After analysing developments mainly before the turn of the millennium, there is also
recent evidence which shows that Russian aviation has partially adapted. Similar to
the Chechen conflict, the war in Georgia in 2008 revealed significant deficiencies of
the VVS. According to researchers Pallin & Westerlund and Cohen & Hamilton ,
especially the much needed Suppression of Enemy Air Defences (SEAD) against a

limited enemy, the shortfalls in training, tactics and equipment and the inability to
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launch precision attacks from safe distances or under the cover of night are to be
mentioned. The inability to never completely establish air superiority speaks for itself.
Moreover, the war had showed an inability to support the ground forces with much
needed CAS. Lacking inter-service communication equipment made efficient
cooperation of army and VVS impossible (Pallin & Westerlund, 2009, p. 407; de
Haas, 2011, pp. 95-96). The shortcomings exposed in this conflict provided the basic
motivation for a wider reaching reform, involving a smaller, but more effective
performance-orientated army and a reduced, but better trained and equipped VVS.
Merging of VVS and Russia’s until then independent Voiska Protivivozdushnoi
Oborony [VPVO - Air Defence Forces], reduction of bases aiming for better
coordination accompanied by severe changes in personnel structure and training
were the results. Furthermore, as a recent development, naval aviation was sub-
ordinated to the VVS and the general organisation was changed from previous
divisional or regimental structure to an air base organisation — similar to western
countries. The idea behind this allocation across the military districts is that CAS and
air cover can be provided more efficiently in the army brigades’ most likely area of
operations (Baker, 2012, pp. 69-70; Forss, et al., 2013, pp. 67-78; Jarvenpaa, 2014,
pp. 2-6). But above all is a shift to a belief, that quality will prevail over quantity for
achieving air superiority and reaching strategic objectives .

Although the Russo-Georgian War has undoubtedly revealed the VVS’s deficits,
revolutionary changes in Russian doctrines have not yet taken place. What can be
witnessed, is that Russia is investing much in modern technologies such as
unmanned aerial vehicles (UAVs), stealth bombers and electronic warfare (EW)
capabilities (Baker, 2012; IISS, 2015, pp. 159-162; Tilghman, 2015). In particular, a
new strategic bomber (which is under development) could complement the
approximately 140 Soviet-era medium- and long-range bombers. The very capable
FA has approximately 580 aircraft at its disposal, from which 12 percent are
considered as state-of-the-art and 4-5 percent being modernised annually. By 2020,
Russia aims at having 1500 new or modernised aircraft, including 600 mainly tactical
fighters and bombers, 1000 helicopters and 200 new air defence systems.
Additionally, past command, control and communication (C3) deficits could be
overcome by introducing early warning and control aircraft comparable to NATO’s
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AWACS planes. In comparison to the Russo-Georgian War, all of these innovations
could improve the VVS'’s precision strike capability, the achievable sortie rate,
operational tempo and inter-service integration.. Some analysts therefore believe,
that all these reforms and investments, especially in drone and jamming capabilities,
could abandon an almost familiar assumption of air superiority. But technological
deficits, a decreasing and sanctioned economy, inter-service rivalries and a new
personnel structure are still hampering these plans (Baker, 2012, pp. 75-76; de Haas,
2011, pp. 97-100; Gratz, 2014). However, more remarkable is that Russia does not
seem to be able to detach itself from its old heritage of close support and
subordination to ground forces’ operations. Especially in the case of 2008, Russia’s
strategy was not to achieve decisive effects with air power, but to accomplish
overwhelming superiority with land forces, having navy and VVS only in a supporting
role (Pallin & Westerlund, 2009, p. 403-406; de Haas, 2011, p. 95). The VVS
focussed more on degrading military equipment than destroying critical infrastructure,
which led to having the DA mainly drop unguided bombs from safe altitudes rather
than conducting deep and precise attacks . Even in the current conflict of Syria, the
high rate of imprecise air attacks does not give evidence to an increase of Russia’s
precision-strike capabilities . Therefore, even though a huge modernisation and
reform program was launched, full doctrinal changes seem to lag behind with the
tendency of falling back to “classical habits” rather than looking ahead (Pallin &
Westerlund, 2009; Cohen & Hamilton, 2011, p. 63). Last but not least, it is often the
nature of conflicts that drives doctrines. Taking the past and current conflicts into

account, new revolutionary changes are not to be expected soon.

Evolution and revision of air power in NATO

NATO'’s unified and efficient application of air power has been relatively consistent
and successful, ever since military aviation has been utilised in major battles. Based
mainly on the approaches of the Royal Air Force (RAF) and the later United States
Air Force (USAF), three key principles are of utmost importance: centralised control,
decentralised execution and strategy-to-task (NATO, 2009, p. 1-4). Discussions on
how to employ air power best and the development of these principles go back to the
days prior to WWII. According to Mets the three main theorists that led the ‘early
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western’ mind set are: Giulio Douhet (1869-1930, Italy), Hugh Trenchard (1873-1956,
U.K.) and William Mitchell (1879-1936, USA). They all came from different
backgrounds, but all three supported that air power as an offensive tool would be the
decisive factor. Although the effectiveness of strategic bombing during WWII is still
heavily discussed, all underlined the importance of morale and the potential
intimidating effects achieved by aviation deep inside enemy territory (Hallion, 2011,
pp. 79-80; Mets, 1999, pp. 73-74). One of the main differences between the three is
that Trenchard and Mitchell ‘asserted the vulnerability of industrial and infrastructure
as well as their importance to civilian morale’. Douhet on the other hand, supported
more the possibility of bombing cities. All three classical theorists influenced the

development of air power in western states.

Meanwhile, the classical theories have been slightly revised. First of all, their way of
thinking emerged between the two Great Wars. Hence, they concentrated more on
total wars between major states with totalitarian leaders. According to Mets, only
Mitchell argued that even small actors could have so-called centres of gravity (COG),
from which source they receive their morale or physical strength, will to fight or their
freedom of action (Mets, 1999, p. 74; NATO, 2010, p. 2-C-3). Secondly, some
analysts such as Futrell and Hughes indirectly support Russia’s view by stressing the
importance of tactical air power over strategic attacks for the success of the Allies in
WWII. Thirdly, all three classical theorists could not provide sophisticated answers as
to the impact of future technologies such as long-range stealth bombers or precision-
guided munitions (PGM). Most of this could not be further investigated until Desert
Storm. Until that time, e.g. during the Korean war, Vietham or any of the wars in the
Middle East, strategic aviation had never been applied. Most of the new technologies
had neither been developed nor been utilised in mission before. Therefore, the
classical theories seem to be outdated or missing the maximum effectiveness and

efficiency needed in modern scenarios.

The newest approach of western air power and NATO
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At the dawn of Desert Storm, John Warden’s theory of air power updated the existing
theories. As in most of the classical theory, he assumes that gaining and maintaining
air superiority is of the uppermost importance accompanied by the importance of
degrading the enemies’ will to fight and favouring the offensive role of military
aviation. But in contrast to the classical theories he sees air forces capable of winning
certain campaigns independently of other services, not only against smaller actors
but also against states (Mets, 1999, pp. 59-62; Byman & Waxman, 2000, pp. 22-25).
Better intelligence, PGMs, undetectable stealth bombers, such as the B-2%*, and
highly efficient command networks and information systems have made it possible to
attack COGs in parallel and with greater precision. Warden’s core theory is that the
COGs can be arranged in five rings, with leadership targets in the middle, then
production facilities, critical infrastructure, population and ground forces to the
outside.” The key to success is generally targeting from the centre and then moving
to the outside, but targeting all the objectives in every ring in parallel rather than in
sequential order is even more decisive. His theory does not exclude the possibility to
prioritise CAS over SA or Al, because certain situations and a necessary direct
impact can create a state of emergency. But in general, long-range application of air
power is always preferable to CAS, ‘because it allows more targets to be killed at less
cost’. The success of the Gulf War’s air campaign does support Warden’s ideas,
despite the undeniable demand for boots on the ground, as seen in later allied

interventions.

Warden’s ideas were not totally new, but did revise the classical theories. His theory
adapted to new possibilities, but also to necessities resulting from new technologies
and the change in conflict. However, a general preference of an independent air
force has generally prevailed since WWII. The preference of long-range attacks over
close allocation and tasking to ground forces, controlled from a centralised command

have also dominated.

12 See annex B, figure 4.

13 See figure 1.
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Figure 1: Warden's Five Rings (own illustration).

This explains a different prioritisation of resources and the approaches towards long-
range aviation in the RAF and the USAF, but also in other NATO countries such as
Germany and France. The results of this process are well-balanced but rather
expensive air forces, capable of winning the contest for air superiority and precisely
striking deep inside enemy territory. Technological advance, unrestricted competition
and higher economical output have made this possible. These advantages have

formed the basis for the success of NATO and have been proven to be successful.

Further derivations and implications for today

Russia has no further necessity to change. From a historical perspective, their
strategy has always been successful. It has won the Great Patriotic War and
managed to contain every regional conflict such as Chechen or Georgia, with or
without the VVS. From a geopolitical point of view, Russia’s “sphere of influence”
may have declined in the past 10-15 years, but the strategic depth which needs to be
covered basically has not changed. High penetration capabilities of conventional
ground forces have always been the key to success, with the VVS in an important but
only supporting role. Reliance on consistently strong land forces and heavy nuclear
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capabilities, in terms of strategic missile and long-range aviation forces, have added
to this way of thinking. Besides, conflicts such as Syria cannot be taken into account
when comparing doctrinal changes, because an extensive use of ground forces has
never been on Russia’s agenda. In order to change an over 70-year-old heritage, a
mixture of intrinsic motivation and more external pressure might be necessary. In the
end, accepting that the VVS has not yet really fought a predominant opponent, could
contribute to a different mindset.

From NATO’s perspective, a necessity for change has not yet been identified. The
main idea of a very independent air component focussing on deep air operations has
not changed since NATO’s foundation. The fundamental assumption during the Cold
War has always been, that NATO would face difficulties holding off the first echelon
of attacking ground forces purely with air power, at least not without suffering a
decisive amount of losses. Besides triggering a nuclear response, the main task for
all across Germany dispersed ground units was to stop any further penetration. The
main effort for NATO’s air force was to achieve and maintain air superiority, which
inevitably requires deep air operations. In order to support the ground operations at
best, focussing in the following on the enemies COGs and denying him the ability to
introduce further echelons of attacks has always been the logical approach against
an enemy of great strategic depth. This rather offensive form of air war focusses not
on winning a single battle, but on achieving simultaneous, precise and lasting effects
with low own casualty rates. Furthermore, the capability to achieve deep effects adds
an important deterrence factor to NATO’s defensive posture (Futrell, 2002, pp. 445-
446; Mason, 2011, pp. 46-48). Abandoning this successful approach in the near
future, seems as unlikely as Russia fully adapting to it.

But this perception may change and is very reliant on NATO-Russian relations and
future missions. Indeed, since Desert Storm, the tasks of western air forces and
Russia’s VVS have been rather similar. Taking the recent conflicts into account,
solving regional conflicts has reached a high level also in NATO’s task list. From the
classical perception, a relatively new and uncharted terrain. Therefore, and especially
when expecting a continuing change in conflict and technology, it seems fair to
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assume that further alterations could be possible. However, in a near-future contest,
the Soviet heritage compared to NATO’s air doctrine will not make an initial
difference. As conflict develops, the analysis of this paper has shown that both sides
will fall back to their peculiar approaches. In that case, NATO’s well balanced but
expensive mix of application offers more flexibility and the full potential of air power.
Limitations of the Russian approach, would be brutally revealed against an opponent
with sophisticated long-range capabilities. In fact, the question is not whether NATO’s

approach is better, but what can both politically and monetarily afford in the future.

Conclusion

This essay compared the Russian way of using air power with NATO’s approach.
Russia’s “way” is based on special historical developments, but also from a
geopolitical perspective it is absolutely reasonable. Due to limitations in resources
and technology, it focussed more on what is required to support the ground forces.
NATO took a rather different approach in utilising air forces more independently.
From a generally defensive posture and for political reasons, it required to take the
necessary strategic depth, necessary deterrence factors and unacceptable high
losses more into consideration than Russia. In both cases, there is evidence for an
adaptation to new technologies or tasks. The VVS for example, is investing in rather
sophisticated technologies which will primarily increase its tactical precision strike
elements, besides improving air superiority capabilities within a limited operational
depth. Simultaneously, its strategic aviation will develop and may open new
possibilities in the future. In case the VVS is utilised, attacks on critical infrastructure,
mainly with the purpose to dismantle C3 and to deny or limit access, but also to
prepare ground operations can be expected. Despite the strategic depth, an
approach which is similar to NATO and feasible given the current capabilities. On the
other hand, NATO has developed technologies and tactics to dismantle an
opponent’s C3 ability and his moral even more efficiently. Given the desired effects, it
seems fair to argue that there is not so much of a difference anymore. Prioritisation
and the means may be different, based on strategic depths, capabilities and

doctrines, but both are very capable of reaching decisive effects in the air and on the
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ground in modern conflicts. Nevertheless, in the long run both have their own way of

applying air power, with NATO having an advantage over Russia.

NATO and Russia have not fought a direct confrontation in the past. Due to both
sides nuclear capabilities and the devastating consequences, this will continue to
apply in the near future. The described direct contest between both emerges from
revisionist tendencies and a recovering Russia in terms of economic and military
strength, yet does not recommend to fall back into outdated Cold War-thinking.
However, a detailed study of a future scenario could contribute to improving NATO’s
deterrence effect. Both sides’ capabilities and limitations should be analysed over
time and space. Apart from that, indirect confrontation as seen in the latest in Syria
will be likely. Therefore, further research underneath the level of direct confrontation
between NATO and Russian forces is required, where contributing to solving crisis is
considered as the major task. Additionally, this essay analysed on the basis of a
predominant NATO and did not analyse the use of tactical nuclear weapons. What if
this basic assumption changes or is influenced, how much are the two sides willing to
jettison their relatively old perceptions? Given the current scope of functions, both
sides have been relatively successful with their approach. The mentioned
adaptations make it even harder to clearly divide both. In the end, it might be only
size, readiness and technological advantage, not doctrine which matters — but all

mutually condition each other.

Annex A: List of abbreviations

Al Air interdiction

ASV Aviatsiya Sukhoputnykh Voysk [army aviation]
AWACS Airborne warning and control system

C3 Command, control and communication

CAO Counter air operations
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CAS Close air support

COG Centre(s) of gravity

DA Dalnyaya Aviatsiya [long-range strategic aviation]
DCA Defensive counter air

EW Electronic warfare

FA Frontavaya Aviatsiya [tactical air force]

NATO North Atlantic Treaty Organization

PAK FA Perspektivny  Aviatsionny Kompleks Frontovoy Auviatsii [literally

prospective airborne complex of front-line aviation]

PGM Precision-guided munitions

RAF Royal Air Force

SA Strategic attack

SEAD Suppression of enemy air defences

UAV Unmanned aerial vehicle

U.K. United Kingdom

U.S. United States

USAF U.S. Air Forces

VPVO Voiska Protivivozdushnoi Oborony [air defence forces]
VTA Voyenno-Transportnaya Aviatsiya [transport aviation forces]
VVS Voyenno-Vozdushnye Sily [military air forces]

WWII World War Il

ANNEX B: lllustrations
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The pictures are provided with the intention to create a better understanding of the
main topics and enhance the research in the main body of the essay.

Figure 2: Soviet llyushin II-2 Sturmovik in combat, the most produced aircraft in aviation history (Picture taken from
http://www.combatreform.org/mas.htm).

Image courtesy: Maxim Maksimov / russtanplanes net

Figure 3: Russian Sukhoi T-50 (PAK FA) state-of-the-art fifth generation tactical fighter, currently only 5 prototypes were
built, but introduction to service is expected for 2017 (Picture taken from http://www.airforce-technology.com/projects
/sukhoit50stealthfigh/sukhoit50stealthfigh2.html).

Figure 4: B-2 Spirit heavy penetration strategic bomber with stealth capabilities, one of the world's most expensive aircraft
to operate and only run in the USAF (Picture taken from http.//www.airpowerworld.info/bombers/northrop-b-2-spirit.htm).
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Does globalisation cause asymmetric conflicts? Is it part of the solution or

problem?

CPT Ale Prosic

Introduction

Globalisation as a fifth rider of apocalypse is a saviour for one part of the world but
damnation for another. There is no place on the Earth which is not influenced by this
process; negative influence has been seen especially in the Muslim's world, mainly in
the Middle East and North Africa, where ‘the majority of regimes, opposition
movements, and intellectuals in the region are consciously anti-globalization.
Moreover, there is no part of the world where violence is more often used in the anti-
globalization struggle, most notably by Osama bin Laden but generally by all radical
Islamist movements' (Rubin, 2003). A small group of fanatics targeting the biggest
symbol of capitalism and the globalized economic world, in the middle of the day,
flying through the well-defended airspace, changed the world security and sent a
strong message to creators of globalization. The aim of this paper is to research the
interaction of the two phenomena that shape world politics, economy, culture and
security of the modern world - globalization and asymmetric conflict. It also
researches the globalization effects on asymmetrical warfare and the way that
globalization has greatly increased the ability of terrorists using asymmetric means
and violence, in order to achieve a political, religious or ideological goal. This paper
argues that globalization has caused asymmetric conflicts. This problem raises
guestions about what are the effects that globalization has on the world? To provide
credible answer this essay will cover some of questions, e.g.. What is undesirable
and dark side of globalization? How the Middle East experience globalization? Does
globalization has overlapping ties with Westernisation or Americanisation, process
which causes conflict between western and eastern culture? Is globalization major
threat to Muslim tradition and religion? Does globalization causes and facilitate
terrorism? The term globalization is very broad term, however for the purpose of this
research it is viewed strictly in terms of relevant conflict generator. It focuses more
specifically on the dark side of globalization that cause conflicts, both externally and
internally. The thesis suggested here is that, globalization is a bleary process, as the

saviour for one part of the world but damnation for another, with its negative effects
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and one-way direction and global injustice, causes asymmetric conflicts, terrorism
and becomes problem for the global security. The paper is structured in three
sections. Firstly, it briefly defines the rather confusing and misleading concepts of
globalization and asymmetric conflict. Then, the second part shows an interaction
between globalisation, cultures and religion. Third part of the essay describes
asymmetric opposition of ‘weaker' toward ‘strong' in the modern form of ‘asymmetric

warfare', terrorism.

A ‘dark side’ of globalisation

Globalization is not only a process; it is series of uneven and contradictory processes
including political, economic, cultural and technological segment. It does not
advocate the only ideology of the free market it strives to change our lives, culture,
and tradition as well as local norms, making a global cosmopolitan society. Kirshner
argues that ‘the powerful and indefatigable economic, political, and cultural pressures
associated with globalization give rise to new conflicts between groups’ (Kirshner,
2006, 8). This process strikes social cohesion and political integration. It impacts
cultural barriers that divide people. Greed, lust for power, profit and control of the rest
of the world, western countries and big corporations are widening the gap between
rich and poor. Furthermore, this process also called a neoliberal ideology for
development, led by International Monetary Fund and World Bank, ‘deepens
inequality between nations on a global scale, resulting in increased global insecurity
through a growing sense of injustice and grievance that may lead to rebellion and
radicalisation' (Poku and Therkelsen, 2013, 231).

Defining globalisation is very challenging. This is as such notions as integration,
openness, transnational, interdependence, multilateralism, closeness,
interconnectedness and conflicts, and many others are echoing as globalization. So,
hundred different definitions are available from many experts depending on which
circumstance they were created. Academic thinkers are usually divided in the
approach of defining globalisation. Interconnection and interactive dimension of
inevitable and very helpful process ‘can thus be defined as the intensification of
worldwide social relations which link distant localities in such a way that local

happenings are shaped by events occurring many miles away and vice versa’
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(Giddens, 1990, 64). However, others (Lerche, 1998, Hoffman, 2002, Amin, 2003,
Hanafi, 2003, Jones, 2000 and Rubin, 2003) are very critique toward this process
stating that,

‘globalization has also been portrayed as having a very dark side...driven by
economic power, clearly promotes the hegemony of Western culture and
corporations; puts jobs and communities at risk in the rich countries and
exploits cheap labour in the poorer countries; increases threats to the
environment; and undermines the foundations of democracy and social
stability by subjecting national political institutions to forces of economic
change beyond their control’ (Lerche, 1998).

Furthermore, Hoffman argued that ‘globalization, far from spreading peace, thus
seems to foster conflicts and resentments’ (Hoffman, 2002). Another points of view
considers globalisation with its radical effects is ‘involving radical reorganizing and
reconfiguration of the relationship between individuals, groups and organisations, so
that regardless of whether or not individuals become more globally mobile, multiple
distant influences affect their lives' (Jones, 2000, p. 15). French-Egyptian economist
Amin describes new globalization led by the political system in the service of global
market disturbing the sense of the old process of globalization. Furthermore, he
advocates an alternative humanistic project of globalization with a socialist
perspective. He argued that ‘the erosion of the old system of globalization is not able
to prepare its own succession and can lead only to chaos' (Amin, 2003, p. 41). He
presents evidence of two periods of globalisation. The old one which was helping
undeveloped regions with a long-term of gain and the modern one, led by the World
Bank and International Monetary Fund, with the short-term of gain. As a
consequence, instead of creating ‘New World Order’, globalization process is
creating the new form of economic, political and cultural polarization leading the
World to new world disorder. This world polarization is especially expressed between
industrialized centres and non-industrialized part of the world, between the North and
the South.

Most of the Southern thinkers have opposing thoughts about globalization. One of
them is Hanafi, he argued that ‘globalization is one of the common forms of Western
hegemony, not only achieved through military action or the economy but also, the
market’ (Hanafi, 2003). Professor accused several western industrialized nations of

making the new age of slavery transforming the Third World into one big market
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using the process of globalization as ‘one of the forms of Western hegemony based
on the laws of the market and military power, a concept which goes back to former
imperialism.” Further on, the professor called it ‘Americanization, as the United State
is now the only existing block which challenges the rest of the world' (Hanafi, 2003).
Another Middle Eastern thinker Barry Rubin argued that ‘globalization refers to the
spread throughout the globe of ideas, customs, institutions, and attitudes originated
in one part of the world. At present these are usually Western in origin. Thus, it is
easy to see globalization as largely equivalent to Westernization' (Rubin, 2003). The
process of the world globalization is opposed to inexorably growing anti-globalization
movement. This movement does not reject globalization as such. It is against
weaknesses and current globalization process defects. Instead of well-being
economy or ‘Happiness' there is the process which is going toward economic profit
and clash of civilisations. Although, there were always struggles between individuals,
between small and big, rich and poor and strong and weak, globalisation made it
even worst in last few decades. It created bigger inequality between the North and
the South. Those differences are growing sources of tension between globalized and
non-globalized, strong and weak, therefore creating conditions for the conflicts. The
majority of mentioned conflict above are asymmetric in nature waged within the
borders of one country among dissatisfied and government, or on the international
arena among dissatisfied groups and big centres of power, conflicts between global

hegemons and local forces.

There are no equal powers in the world since the fall of the Iron Curtain. So, after it
fall symmetry of conflicts has lost its meaning. Rogue governments, nations and non-
state actors are more relying on asymmetrical means to attack its very superior
enemy. Symmetric old-fashioned warfare is replaced by ‘asymmetry in armed
conflict’, which ‘has been most often interpreted as a wide disparity between the
parties, primarily in military and economic power, potential and resources'
(Stepanova, 2008, p. 14). Most of the conflicts after the Cold War are seen as intra-
state conflicts. In last two decades usually coalition led by strong power is fighting
weaker within internal conflicts between states or government and non-state actors.
Stepanova gives reliable definition of asymmetric conflict explaining role of USA as
the great power in the world, where ‘the absolute military—technological superiority of

the USA over any other actual or potential opponent means that nearly every armed
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conflict in which the USA may be engaged is by definition asymmetrical' (Stepanova,
2008, p. 15). So, following that logic, the asymmetric way of fighting is the only choice
for an opponent to express their disagreement. It is not new and it has not been born
with globalization but it has been intensified by globalization after transnational
terrorist organisation Al Qaida attack on World Trade Centre and Pentagon in 2001.
This way of fighting has been in the past and will be the biggest challenge for the
countries in the future. Global battlefield, the wide spectre of weapon, unknown
adversary, non-tradition methods, new technology and borderless environment will

portray contemporary conflicts.

Globalization is reshaping the nature of conflict bringing it from local environment to
the global stage through economic, cultural and political pressure creating violence
and new vulnerabilities of global security. No doubt that globalization pressure
moving toward union or uniformity is creating demand for insulation and forcing
weaker for resistance. It is obvious that globalization is a destabilizing factor in
individual and groups relationship. Creating ‘new cultural world order’ global forces
are interfering into very sensitive cultural and religious domain, awakening neo-
fundamentalism as a product of globalization. However, ‘dark side’ of globalization is
driven by interaction between McWorld from one side and defenders of fundamental
cultural and religious values from another side. Instead to have a ‘new world order’
sufficient for all, globalization aroused the holy war from local to global stage as a

reaction against McDonaldization.

Globalisation, culture and religion values

The world will clash because of globalization. Huntington asserted that ‘the great
divisions among humankind and the dominating source of conflict will be cultural’
(Huntington, 1993). He claimed that the endeavour of the Western countries
promoting its democracy and liberalism as universal values, in order to maintain its
military preponderance and to advance its economic interests will cause violent
response from other cultures or civilizations. Globalized civilisations are promoting
modern way of life and democracy forcing other to accept it without their will makes
friction, even anger. Robert Wright argued that ‘the modern world—featuring alcohol,
satellite-beamed pornography, lapel-wearing alpha females—is an offense to

traditional Islamic values. And globalization sticks modernization in the face of
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Muslims, whether they like it or not’ (Wright, 2002). There are less and less ‘Third
World’s’ countries with whom West share cultural and moral, social and political, -
beliefs and aspirations. In essence, globalisation has made harmful consequences to
the different culture around the world, especially to the Muslims world. Modernisation,
integration, openness, transnational, interdependence, multilateralism, closeness,
interconnectedness and everything other describing globalization is going to be
against conservative culture and religion of the Muslim’s world. The Western
aspiration for financial interests and benefits are becoming bigger and bigger leading

Western policy to suffer disasters or encountered problems in the Muslims world.

The literature overview is showing that Globalization in a many ways helps people in
the Third World countries. If Globalization is taken as phenomena of inter-
dependents and interaction in the world it helps not only individuals or benevolent
organizations but fundamentalist and Islamic groups too. Griffel argued that ‘Islamic
fundamentalism has been, in fact, strengthened by globalization. In the Middle East,
it is one of its driving forces' (Griffel, 2003). The Middle Eastern fundamental groups
are benefiting from flow of information and spread of communication. It is clear that
Globalization has made a ‘global village’ of the world; however it is making Islamic
global village too. Modern technology and interconnectedness make it easy to spread
the message among fundamentalist and Islamic groups. So, it is unproblematic to
present the humiliation and killing Muslim’s youth in Palestine, western drones of
death bombing Syria’s and Iragi's towns, Islamic fundamentalist executing
westerners. There is no need for fundamentalist from all over the world, either Islamic
or Christian, to come to the Middle East to see it and start revenge in their
neighbourhood in France, US, Belgium or elsewhere in the world. However, western
support for Middle East governments in the process of Globalization fuelled conflicts
between those pro-western governments and Fundamentalist movement. Anti-
westernization idea is not tied only to the national state level or to the particular
territory, that idea is in ‘Ummabh’ (the unity of the Muslims) and it is spread all over the
world. So it wouldn’t be the mistake to name this conflict a ‘global jihad’ caused by
Globalization according to Griffel. Although Globalization helps fundamentalist and
other radical groups to spread its ideology, it encroaches into Islamic culture, religion

and other values too.
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Even if economical rapid growth, easy integration into the global market using
modern informational technologies helps Muslim’s countries, there is still the strong
impact of Globalization on Muslim culture. Globalization as a phenomenon is going
beyond informational technologies and liberal market as it involves culture, moral and
religion too. Many Arab thinkers share an opinion that globalisation is directed by the
West, e.g. there is ‘a general fear that globalization has brought an ‘invasion’ of
American culture to Muslim societies that will ‘hollow us out from the inside and
domesticate our [...] identity’ (LeVine, 2002). Globalization is understood as
development of forced difference which guides societies to deepen poverty and
inequality inside as well as between countries. The result is the same, continuation of
Western domination and its hegemony as it was a hundred years ago. Only
differences are that Western countries are using the new tool to overthrow present
Islamic cultural norms and establishing its cultural values. Globalization is the new
Western approach to realize imperialist aims in the Muslim world. Fighting against
capitalism and materialism over two centuries Muslim worlds is again at the edge of
the ending of its realm of quietude and immaterialism. Global ‘War on terror’ after
9/11 attack on the US made it even worse, Killing innocent civilians increases
terrorism. Radical Islamic movement uses it to mobilize young and unemployed
Muslims population against western globalization promoters and negative effects of

globalization.

Taking in a consideration Islam and its ‘Ummah’ in entire Islamic civilization, it is
obvious that many of countries and population are unable to accept global
transformation, especially those negative effects of globalization which confronts
tradition and religion. Rubin argues that globalization in the Muslim’s world is ‘seen
as a major threat to tradition. Where religion is far more traditional in its practice, the
defence of religion also conflicts with the acceptance of modernization’ (Rubin 2003).
The Islamic religion is based on holy Quran and the Hadith'®. If modernisation
means replacing seven centuries old tradition by a new Western tradition it will not be

possible because the Quran is not subject to be changed. In the same article, Rubin

* Hadith, Arabic Hadith (“News” or “Story”), also spelled Hadit, record of the traditions or
sayings of the Prophet Muhammad, revered and received as a major source of
religious law and moral guidance, second only to the authority of the Qur’an, the holy book

of Islam. (http://www.britannica.com/topic/Hadith )
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is convinced that ‘the very size and cohesion of an Islamic community builds a
religious, and hence cultural, wall against many aspects of globalization’ (Rubin,
2003). Islam is the religion with its own Sharia®® law based on the Quran and
Hadith and ensures the proper orders to its society, so elements of globalization will
be in conflict with Islamic belief. However, as a result, western product, globalization
is seen as a devil's work in the many Islamic countries and as such in the future will

be seen as hostile.

It is obvious that Globalization is leading the world to chaos. Lynch argued that ‘the
Arab Middle East stands at the centre of the conflicts and the fear associated with the
backlash against the globalisation and Americanisation of the culture’ (Lynch, 2006,
p. 172).Globalization process is unifying radical Islamic movement in the Muslim’s
world. Easy and fast spreading anti-globalization Islamists messages letting it be
clearly understood and hugely supported among fundamentalist creating anti-western
vision justifying a reason for jihad. Muslims anti-globalization movements should not
be underestimated. Learning about Islamic culture and its religion, understanding and
respecting its ‘right to be different’ could be the way to mitigate effects made by a
ruthless process. -Otherwise, the world is going to face brutal violence between
civilisations, manifested through the only possible way, asymmetric warfare well-

known as terrorism.

Globalization and terrorism

Terrorism existed even before globalisation process has started. It has been seen as
the weapon of the weak in the conflict between states or parties within one state. The
phenomenon as an old terrorism form appears in the first century in Palestine, up to
new one, global, modern or jihadist terrorism seen today. It is hard to draw the line
between those two eras of terrorism, but it is sure that attacks on US embassies and
military installations followed by the attack on Twin Towers and Pentagon on
September 11, 2001, have changed the world. Well-known terroristic organisation Al
Qaeda made the deadly plan somewhere in Tora Bora mountains and exploited it

few thousand miles away, in the heart of superpower. It could be evidence that

'* Sharia, also spelled Shari‘ah the fundamental religious concept of Islam, namely its Islamic law.

(http://'www.britannica.com/topic/Hadith)
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‘Islamic terrorism, for example, is not only based on support for the Palestinian
struggle and opposition to an invasive American presence. It is also fuelled by a
resistance to “unjust” economic globalization and to a Western culture deemed
threatening to local religions and cultures’ (Hoffman, 2002). Other thinkers are
sharing the same claim, for example, Lafraie argues that ‘formation of Al Qaeda itself
can be seen as a manifestation of globalization. It advocates causes directly or
indirectly linked to the globalization process, and its establishment was facilitated by
globalisation’ (Lafraie, 2014, p.115). The main players in September 11 attack;
members of ‘the Hamburg Cell’ were the product of globalisation process in their
countries Egypt, Yemen, Saudi Arabia, Morocco, United Arab Emirates and Lebanon.
As a group of young, unemployed people with different education level and religious,
disappointed by the West role in their countries were the easy target of terrorist
recruiters. Group indoctrinated by anti-globalist, used all benefits of globalisation to
travel around and conducted training, easily received money from their founders,
were covered by millions of migrants in the USA caused by globalisation and at the
end, they used globalisation means, passenger planes, to attack the heart of

globalisation.

Terrorism is growing up in both domestic and international arena, especially after the
end of Cold War. Modern terrorism is acting violently trying to influence international
system. According to Coker, ‘the information technologies of the 1980s facilitate
international crime and assist terrorism’ (Coker, 2002). Tools of globalization to
develop societies as ‘the engines of globalization — the information revolution, cheap
and open intercontinental transportation, global 24-hour media, electronic finance
infrastructure, increasing participation in international organizations, and liberalized
trade and investment’ (Pollard, 2002), now being used by terrorist to weaken or even
to destroy those societies. Globalisation provides power and any other means to
those non-states actors or terrorist needed to project its power and methods of
violence from one to another part of the world. It was not the case of the old or
ordinary terrorism seen at local level sponsored by the state. Modern terrorist groups
are acting out of national borders, they are acting at international stages using
globalization’s tools simultaneously attacking the most valuable means of
globalisation and power canters of globalisation holders. That is exactly what Al-
Qaida is doing at international level. Those terrorist organisations are disrupting
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integration of the political, economic and cultural activities and with its violent acts
nationally separate peoples. Al Qaida identified globalization as the process of
Americanization, that explains why they have chosen globalization holders, World
Trade Centre towers, and US military power centre, Pentagon, as their targets and
changed the security future of the world. It showed that terrorists do not distinguish

civil form military targets in the way of achieving their objectives.

Globalization has changed the nature of terrorism especially after the end of Cold
War. Many of civilians were Killed in last two decades by terrorists because ‘the main
reason people are targeted is that terrorists no longer distinguish between limited and
restricted uses of violence’ (Coker, 2002). According to Coker terrorism is ‘the dark
side of the global village — the ability of that village’s alienated minorities to hit out at
their perceived oppressors over huge distances’ (Coker, 2004, p. 40). Coker argued
that how radical terrorist do not reject the means of globalization but they fight
against its message only. They use the common language of globalization, internet,
cell phone network what is an authentic product of globalized world even if they are
fundamentally against it or in conflict with. They have one in common with forces of
globalization and both sides use it to control other or to influence each other.
However, the influence of global terrorism as a tool of asymmetric anti-globalization
war will increase with the development of modern technology. Modern technology will
be equally helpful and in the same time dangerous for modern societies. There will
always be some groups or societies not able to become a part of the global world and
they will always be anti-global. These societies or anti-global groups have been the
dark and dangerous side of globalization process. Globalization through information
infrastructure will be giving them more ability to wage anti-globalization war in the

future.

Cyber warfare presents an imminent threat to highly globalized countries.
Considering cyber threat in the context of globalization, there is no state which can
claim that a good capability of understanding of its vulnerability within its information
infrastructure and its networks. Moreover,

‘national borders are becoming irrelevant in the global and information

environment and globalization and ICT remove the differentiation between
international and domestic threats. The rapidly changing nature of the threats
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enabled by globalized ICT infrastructure makes vulnerabilities difficult to
understand and to identify’ (Phahlamohlaka, 2008, p. 104).

Terrorists, spies, hackers and other non-state actors can, relatively easy, access and
offensively use Internet Communicational Technology to support their causes and
acts and on that way easily pose as threats to national security of any state. Internet
networks and the computers democratize access to information and knowledge.
‘Malicious hackers, virus and worm writers, identity thieves, terrorists, and
transnational criminal organizations reach easily across state borders to threaten
individual citizens, economic infrastructure, firms, and government operations
themselves’ (Herrera, 2006, p. 78) has become tools of asymmetric war.
Contemporary terrorists are not depending on their headquarters. It is not important
of how far away is the terrorist head; it is easy to act if they know their final goals,
their common enemy. Tactics, training and procedures are available with one click on
Internet. In the globalized world, even big and powerful states do not guaranty
invulnerability because becoming a part of global network states become more

vulnerable than before.

The population of the big cities, strategically important energy resources,
informational systems that support the life of a modern state, the transportation
means, tourist and banking infrastructures of the worldwide countries are only a part
of the target list of attacks that have already happened and may happen in the future
again. Al Qaeda and organisations, which shares the same ideology, are
conducting attacks on the global level by unprofessional combatants led by an
ideological and religious view, acting as individuals or groups, attacking civilians and
businesses. ‘War on terror’, in Afghanistan and Iraq did not stop the terrorists,
instead, it helped them. It inflamed ‘Third world’ society’s passion and increased
terrorist moral, recruiting power, support and ability to act within the international

arena.

Conclusion

Globalization as one of the most important processes of the world development is
seen as integration of the world’s economies. It tends to promote western common
values, economy, democracy, culture and better way of life. Nevertheless, this paper

shows its dark side as a conflict generator in the world. This process strives to
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change lives, culture, and tradition by shaping the word toward ‘the global village’.
Even though, this process is not welcomed by others, by the rest of the world by
those who see globalization as Americanisation or Westernisation. As the
destabilizing factor of global security, globalization encroaches into very sensitive
cultural and religious domain, awakening Islamic neo-fundamentalism and terrorism.
An ideological tool of world’s industrialized power centres; globalization is imposing
global hegemony over non globalized world. Instead to be welcomed it is rather seen
as a return of western neocolonialism and hegemony in the Middle East and North

African countries.

Crossing the lines which divide the civilisations and different cultures were always
challenging, causing failure to respect the right to be different. Globalization is
provoking more and more conflicts among global actors. Especially represents
impact on the culture and religion among civilisations arousing conflicts and
decreasing international security. It is clear that the bleary process gives the large
share in the global insecurity and causes asymmetric conflicts. Globalization became
the large part of the problem for global security. This unstoppable process leads the
world to new merciless conflicts. In countering global conflicts in the future the
biggest challenge will be to provide that ordinary lives continue and after all,

protection of ordinary people lives in this ruthless process.
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Is network theory the most suitable for understanding terrorist

radicalisation?

MAJ Mari Cecilie Tolfsen Reinskou

Introduction

Is network theory the most suitable for understanding terrorist radicalisation?
Terrorist radicalisation has been broadly discussed in different research
environments, and there are many different opinions about reasons why some
people resort to such extreme acts of terrorism. In January 2015 the Kouachi
brothers went into the satire company of Charlie Hebdo in France and killed 12
people, and in November the same year a group of terrorists killed 139 people in
different attacks in Paris. There have been many terrorist attacks not only in
European countries, but also around the world in general. It is not something new,
but the globalisation and closeness to the media makes us more aware of the terror
than earlier. Video transmission of terror attacks, photos of victims and terrorists are
being showed almost daily in the media. A question to ask is why or how did these
perpetrators turn into violent terrorists? It is not an easy answer or a clear

understanding of why some people become terrorists, and some of them do not.

The purpose of this essay is to argue, by using different theories within the terrorism
studies, that network theory is not the most suitable way to understand terrorist
radicalisation, but that different theories in general supplement each. The way they
supplement each other is because the researchers explore different aspects of
radicalisation, use different methods, and the objects they study are also different.
Some researchers focus more or less on different levels, such as individual level,
group or state level. In the beginning | will clarify some terminology, introduce
network theory, compare theories on the basis of different factors like understanding
terrorist’'s background, and look at both internal and external factors that influence
individuals. Further on | will compare the different theories on how well they explain
the root causes for violent actions, and finally make a conclusion in order to answer
the main question; Is network theory the most suitable for understanding terrorist

radicalisation?
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Terminology and structure

The word terrorism is not clarified properly within the area of research, and there
does not exist a universally acceptable definition of the term. Because of that it is
also challenging to agree on a unified terrorist profile, what kind of traits or
characteristics are special for terrorists. One scholar, Walter Laqueur expresses in
Kleinmann’s book his understanding of the term terrorism as follows: ‘many
terrorisms exist, and their character changes over time and from country to country.
The endeavour to find a generic theory of terrorism, one overall explanation of its
roots, is a futile and misguided enterprise’(Kleinmann, 2012, p. 280). As Laqueur
explains, there is not only one clear definition of the term terrorism. In one way we
can look at terrorism as activities, asymmetric attacks from violent radical groups or
individuals in order to accomplish a goal. In some discussions one can say that it is a
poor man’s weapon. One person alone, or together with others can cause huge
disasters without a lot of resources. Terrorism is inexpensive and considered to be a
simple method. One goal of terrorism is to change the environment, and terrorism
uses means like deterrence and destruction in order to accomplish that. The sadness
is that in many ways deterrence is working. An example is the polarisation and

protectionism happening in Europe and other countries.

In this essay | will use sources and theories based on studies of global Salafi Jihad,
other social movements and use findings that focus more into the psychological
aspects. Salafi Jihad is considered to be Islamic extremism associated with
Wahhabism and Salafism, but the latter two directions do not support terrorism
(McCauley and Moskalenko, 2011, p.5). The Jihadists use violent actions in order to
spread and turn the environment back to what the persons think is true Islam. The
consequence of their beliefs is that everyone else, having another opinion or belief is
regarded as enemies. The challenge is that the movement is global, and as
mentioned earlier violent attacks can happen all around the world. The essence in
the social movement is that some people sacrifice themselves for a greater good, in a

belief that is more important than the person him/herself.

In order to study terrorism one need to look at the process of becoming a terrorist.
Radicalisation can be seen as a process, where a person or a group is becoming

convinced that their belief and values are the superior one, and that they have to
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change the status quo in order to a achieve this new status or environment. It is
useful to make some distinctions between radicals; those people holding radical
ideas, and violent radicals, those holding radical ideas and turn their beliefs into
violent actions. Some even have the opinion to see radicalisation as the pathway to
terror. In this essay radicalisation will be understood as violent activities, such as
terrorism. In Scott Kleinmann’s book, terrorism expert Peter Neumann expresses
violent radicalisation as; ‘changes in attitude that lead towards sanctioning and,
ultimately, the involvement in use of violence for a political aim’ (Kleinmann, 2012, p.
282).

Network theory

The network theory approach is mainly a study of social networks, which provides a
distinctive focus on social relations such as patterns of relationships. It can be
studied how these patterns of network ties can be linked to other patterns of network,
and can be analysed to find patterns of how decision-making is happening within a
group or network (Kilduff and Tsai, 2003, p.19). The approach includes studies of the
connections and influences within different structures like terrorist networks, such as
researcher Marc Sageman’s studies. Some researchers criticises network theory for
being a collection of methods and that it contains or borrows other theories such as
statistical comparison theories and psychological theories (Kilduff and Tsai, 2003,
p.37). Network theory has been shifting the level of analysis from the established
hierarchical group to horizontal networks. The study concentrates more on horizontal
rather than hierarchical ties (Pedahzur and Perlinger, 2006, p.1989). Traditional
hierarchies are based on a top-down management, while networks are decentralized
with decision-making and action dispersed among multiple actors. These actors may
hold a high degree of local autonomy. Although hierarchy in a traditional sense is
absent from the network, the boundaries between networks and hierarchies are not
always clear-cut. ‘Networks are never managed by a single central authority’
(Eilstrup-Sangiovanni and Calvert, 2008, p.12). Another criticism is from Anja
Dalgaard-Nielsen. She states that the scholars of network theory or social networks
lack real explanations, because they do not gain access to individuals personally
involved in radical groups. Her opinion is that the network researchers rely on
interview objects like community leaders and outcome from other person’s interviews,
like social workers in the field (Dalgaard-Nielsen, 2010).
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Terrorist’s background

Looking into the substance and explanations of understanding violence, it is true that
the explanations concerning why some people uses violence has become a
controversial topic, particularly among researchers in the area. Many researchers
have various theories as to why some people resort to violent activity, such as
terrorism. The root causes to become violent have been discussed for years, from
earlier to include explanations like poverty, trauma, ignorance and madness, the
understanding that only mad people are capable of taking another person’s life
(Sageman, 2004, p. 80). Network theory and the study of social networks offer an
important insight into understanding the radicalisation and recruitment process in
general, and especially how young Muslims around the world join these networks.
The theory has a focus on who you know, and underline the importance of group
processes and socialisation. Sageman and another scholar Wiktorowicz advocate
that the social networks are the ones that transmit radical ideas, and that violent
radicalisation takes place within smaller groups, where bonding, peer pressure, and
indoctrination gradually change the individual’s view of the worlds (Dalgaard-Nielsen,
2010, p. 801). Marc Sageman provides a good overview of the different terrorist
networks around the world, and explains the power and compulsion that exist within a
group. On the other hand the theory is limited in explaining why they use violence in
order to accomplish their goal.

Looking especially at the work of Sageman, we discover that among a study of 132
terrorists, over 60% had some kind of college education and the leadership which is
represented by 80%, 20% of the leaders have doctorate degrees (Sageman, 2004, p.
75). It actually shows that these terrorists are more educated than average people
worldwide, and that they often come from completely average family relationships,
standards and economic security. Sageman also concludes that terrorists are
surprisingly normal in terms of mental health (Sageman, 2004, p. 83). This research
by Sageman surpasses the former explanations that some people become terrorists
because of poverty and madness. Another researcher, Jitka MaleCkova also give the
same explanation as Sageman when it comes to the statement that terrorists do not
necessary come from a poor background. MaleCkova states that; ‘One of the major
criticisms of the inference that poverty is not a root cause of terrorism because
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terrorists are less likely to come from impoverished background than their non-
terrorist countrymen is that terrorists may act out of concern for their poor
countrymen or other disadvantaged groups of population, not out of their own
personal desperation’ (Bjagrgo, 2005, p. 36). This statement can be understood that
there is not anything wrong with their mental health, but can immediate show that
they can have the ability to care for their own countrymen, those who believe in the
same understanding of how the world should be like.

Even though here are still some scholars who explain that lack of opportunities and
poverty still has a place among the potential causes of terrorist activities. In
MaleCkova’s conclusions she says that; ‘research suggest that neither the
participants nor the adherents of militant activities in the Middle East are recruited
predominantly from the poor’ (Bjergo, 2005, p. 41). Further on she also states that
there is no evidence from her group’s research on both individual and national level
that there is any direct linkage between poverty and terrorism (Bjgrgo, 2005, p. 41).
Her statements also add up and support Sageman’s findings. A distinction between
MaleCkova and Sageman is that Sageman lack the explanations in regards to

different levels, while MaleCkova express the levels better in her studies.

The results from these arguments give us a picture that there has been a change of
understanding when it comes to discussing the background of terrorists, their level of
education, also mental health, that they do not act only because of poverty or
madness. They can also act violently because they care for others who have the
same belief and common understanding of what is important. On one hand the study
of terrorist networks give us an understanding of the terrorist’s background, that they
come from educated societies, and that poverty in itself does not represent a main
reason. Marc Sageman also explains how the group members share common social
background, common psychological make-up, and a particular situation at the time of
recruitment (Sageman, 2004, p. 69). The network theory is providing a good overview
of statistical information, but on the other hand it is limited in seeing how some of the
statistical information can give answers and it is useful to understand the

radicalisation process.
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Internal and external aspects

There are different ways to understand how individuals and groups become
radicalised. Within the area of research there can be both internal psychological
aspects within a person, but there can also be external factors like compulsion from
outside, the society, other individuals or groups. Both scholars Sageman and
Wiktorowicz focus on the power of small communicative communities to create
shared worlds of meaning that shape identity, perceptions, and preferences.
Wiktorowicz also explains the framing theory, which forms the individuals into
collectivity. Network theory is more of a sociological theory and explains that
radicalisation is a group process where extremist individuals radicalise other people
within their social networks (Kleinmann, 2012, p. 280). According to the researcher
Scott Kleinmann the network theory is only a part of understanding radicalisation
process, and that there are other theories that can complement the overall
understanding. Kleinmann refers to other theories like national cultural theory, which
make a distinction between the individualists, who are more likely to attack their own
people, and the collectivists who are more likely to attack outsiders to defend the in-
group. Another direction, which he mentions, is; ‘that people who live in violent
regions and who witness terrorism regularly may seek to imitate terrorists or learn
from a culture that glorifies terrorists’ (Kleinmann, 2012, p. 280). One of the main
arguments within network theory is the compulsion and power that happens within
the terrorist network groups, the social bonding and the influence between the group
members are external factors that influence each member over time. Network theory
explains that the decisions to act violently lie within the group, as group decisions, not
as single member’s decisions. Another theory, the I13M by Kirkpatrick and Schneider
provides a more generic theory, which can be used on all different actors. It makes a
framework, which contains both external and internal factors. The I3M model’s main
factor is mobilisation, which means how a person or a group act and support the
social movement. For a person to be become mobilized there are three main
facilitators; (1) Identification with the group, (2) indoctrination, how individuals get
influenced to join the group and the last one is (3) interest, which is the curiosity for
the movement. Underneath there are three incentives that trigger the person on
physical, emotional and ideological ways through the facilitators (Kirkpatrick and
Schneider, 2013, p. 24). This model provides a good overview and includes several
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factors, both internal and external factors that provide a more complete picture when
analysing. Network theory has a lot of its focus on external factors, especially group
compulsion in order to explain the radicalisation and decision-making process, but it
immediately seems to lack the individual internal aspects, like motivation and

incentives.

Scott Kleinmann determines the understanding of radicalisation into three levels. The
first one is the; (1) individual-level, those that address internal forces which only
directly affect the person who is radicalising; (2) group-level, which include top-down
social movement and horizontal social-network recruitment; and (3) mass-level,
which argue that societal forces or strains that affect large populations are
radicalising mechanisms. Kleinmann’s understanding is that by; ‘categorising
radicalisation theories in this manner allows for comparison within and across
disciplines’ (Kleinmann, 2012, p. 280). Other theorists that search for answers about
the radicalisation process are McCauley and Moskalenko. They explain different root
causes to violence, both at individual, group and mass level. In their studies one of
their findings is that sometimes the decision to act violently appears to be a personal
one, often triggered by an individual crisis in that person’s life. It can be based on
personal psychological aspects, such as grievances, insults, being an out-sider in the
society, not being understood, or not being loved (McCauley and Moskalenko, 2011).
This theory goes more into explaining the depth of what happens on the individual
level, and it shows that it can come from inside of a person, not necessarily from
outside compulsion. To sum up the last examples from other theorists the network
theory focuses more on external factors rather than inherent psychological
characteristics or socioeconomic deprivation to understand violent radicalisation. The
empirical background conclusions on network studies can be understood as limited,
since they do not contain comparisons between different motivations and incentives
at the individual level, nor make a distinction between radicalisation processes
happening on different levels. In order to get a better understanding of terrorist
radicalisation it is important to see the process that happens on different levels of the
society. Individual aspects to act violently are something McCauley and Moskalenko
have a better overview of in their studies, especially talking about the example

concerning individual crisis as a trigger. Kleinmann’s understanding of three levels of
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radicalisation, I3M model with its different factors, hereby both external and internal

factors can complement network theory.

Root causes and identity

Among scholars there seems to be a common opinion that there is no single root
cause of terrorism. Even though there can be many different causes, it is not a
reason for stop searching for different explanations. As mentioned, McCauley and
Moskalenko’s research provides good explanations about individual, group and mass
radicalisation. One of their main factors is grievance, which you can find on all three
levels. Another researcher and film producer, Deeyah Khan has studied Brits who
become religious fighters, but later on were rebuilt; they left the status of being
jihadists and later started to prevent others from joining the terrorist networks. One
female tells her story about when she was raped in Britain. She went to the police,
but the case lacked evidences and was closed down. She was not supported, the
perpetrator was not prosecuted and she did not get any form of reconciliation. The
woman became angry, especially towards the government. She searched for support
and solutions, and wanted the perpetrator to be punished. As a part of that rejection
she was not heard, neither understood and became radicalised. She said that in that
new society perpetrators were punished within the system (Khan, 2015). Another
example of grievance is also underpinned by the actions taken by the Black widows
of Chechnya. Their way of sealing revenge for their own experience of rape, but also
deaths of husbands, brothers, sons at Russians hands (McCauley and Moskalenko,
2011, p.16). The reaction for revenge or justice can be against an individual or
against a whole group. From these examples one of the triggers to become violent
can be the anger that appears of not being heard or understood, when a terrible
crisis appears. McCauley and Moskalenko explain it as follows; ‘harm to self or loved
ones can move individuals to hostility and violence towards perpetrators’ (McCauley
and Moskalenko, 2011, p. 13). Another scholar who studied Islamic radicalisation in
Western Europe, Syed Mansoob Murshed identifies that also group grievance can be
turned into individual grievance. He argues that; ‘low social standing may encourage
individuals to abandon their primary identity in favour of other, less frowned upon,

identities (Murshed, 2011, p. 265). Murshed in his conclusions explains that; ‘political
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and economic inequalities suffered by Muslims, both worldwide and within Europe,
are central to the formation of their collective grievances. Evidence from the country-
based profiles further shows that discrimination against Muslims is rife, leading to
conditions that are ripe for political mobilisation’ (Mansoob Murshed, 2011, p. 275).
The same aspects here mentioned is also represented in Khans documentary where
young Muslims in Britain get angry at the government and the society because they
feel constantly watched, accused, suspected, feel as outsiders, and are not able to
find their identity. In Scott Kleinmann’s work you find the same arguments; ‘joining a
terrorist movement offers an identity stabilizer for people with low self-esteem or for
those who, as excluded minorities, are searching for belonging as a way to
consolidate and defend their identity’ (Kleinmann, 2008, p. 280).

Not all persons who become terrorists are connected to a network; an example is the
white male Anders Behring Breivik who killed 69 persons in Norway because he had
a different view on how the environment should look like. It is though stated that he is
not mentally ill, and therefor he got convicted. He might share same opinions as
others, or other groups, but there were not any clear linking that he was integrated in
a network. Another discussions in this case is how you categorize and see his
actions, are they an act of terrorism or as a mass murderer? Since there is no clear
common definition of terrorism it can be difficult to distinguish and categorize the

activity.

Looking at the root causes and to understand violent radicalisation there are theories
that revolve around case-study approaches that a more nuanced view of the different
motivations and trigger factors that can lie within different individuals. In these studies
there are researchers who look at cases across Europe, like Petter Nesser. He
explains and shows that the socioeconomic profiles of individual members vary
widely. Besides this he also discovers and identifies a limited number of personality
types or roles within terrorist groups. These personalities have different roles and
play different parts also in the recruitment process and decision-making process
(Dalgaard-Nielsen, 2010). On the one hand network theory provide many factors to
how people join the terrorist networks, but somehow lack further explanations as root
causes to violent actions. On the other hand theories presented give more
knowledge about root causes such as grievances on individual, group and mass
level, individual crisis as a trigger, feeling as an out-sider of the society and not able
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to find an identity. As already mentioned, not all terrorists are necessary connected to

a network either, and these individual terrorists also need to be studied.

Conclusion

Is network theory the most suitable for understanding terrorist radicalisation? In
general the answer is no. The network theory itself does not give a clear answer to
why some people turn into violent actions, especially on the individual level. Though
the theory is providing a good overview of statistical information, such as the network
itself, the connections between different individuals, terrorist's background such as
their level of education. It gives a good overview of the relations between the
individuals and explains the group compulsion and the recruitment process. On the
other hand it is limited in how to identify the root causes in order to understand the

radicalisation process.

Also the empiric background conclusions on network studies can be understood as
limited, since they do not contain comparisons between different motivations and
incentives at the individual level, nor does the theory distinguish the different levels
within the radicalisation process. As mentioned network theory does not explore the
root causes or triggers of violent actions thoroughly, or make a clear distinction
between into internal and external aspects that influence a person. Elements about
individual aspects to act violently are something McCauley and Moskalenko have a
better overview of in their studies, especially the example about how an individual
crisis can be a trigger for violence, and also their explanations of grievances on
different levels. Kleinmann’s three levels of radicalisation and the 13M model’s can
complement the network theory in offering a more structured analysis. The I3M
model gives a good overview, because it provides different facilitators and incentives,
which can be used on both individuals and groups. The model also includes triggers
that can develop from both internal and external factors. The physiological incentives

can be related to individuals, and manipulation as facilitator can be related to group.

As final comments, all the different theories available use different sources, studies
different levels and areas of why some people become violent terrorists. It is rather
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difficult to provide only one theory that provides all the correct answers. Looking at all
these different theories it seems like they need to be studied individually, but also be
compared to each other. The final argument is that the theories need to be looked
upon as complementary to each other, as they concentrate on different levels of
analysis. Even though network theory does not fulfil the main explanation of terrorist
radicalisation, it is useful in a broad context, especially to drive mapping of terrorist
networks in general. The analysis can locate both informal and formal leaders, who
are essential for the networks survival and decision-making process. The information
drawn from the network analysis can provide results, which are essential for counter
terrorism. Further research and theories on terrorism might give or draw better links
between the already mentioned theories. The findings from research will change,

because the environment change, terrorism change and so do the terrorists.
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The Russian A2/AD capabilities in Baltic Sea region: are they
existential threat to the defence of Baltic countries, or another

buzzword?

MAJ Klaus-Jurgen Kaivo

‘The success of any major operation or campaign depends on the free movement
of one’s forces in the theatre. Without the ability to conduct large-scale movements
on land, at sea, and in the air, operational warfare is essentially an empty concept.'

-Dr. Milan Vego

Introduction

Recent statements in media and also in official meetings from NATO top generals
and politicians concerning Russia’s emerging Anti Access and Area Denial (A2/AD)
capabilities in Baltic Sea, Black sea and Syria have highlighted the importance of the
issue to NATO and especially to three Baltic States. In interview to Defence News

NATO Deputy Secretary General Alexander "Sandy" Vershbow stated

The things that worry us the most are their anti-access/area-denial [A2/AD]
capacity — the Bastion defence system capability that they are building up in
the high north in Murmansk, the Kola Peninsula, in Kaliningrad and in the
Black Sea, and potentially now in the eastern Mediterranean — as potentially
impeding and complicating NATO reinforcements and other NATO operations.

Same message was reinforced by US Air Force (USAF) General Frank Gorenc, the
commander of US Air Forces in Europe and Africa, who stated in Air Force
Association's annual symposium last year that he is particularly concerned about two

A2/AD zones - Crimea on the Black Sea and Kaliningrad on the Baltic Sea

This essay will argue that Russia has strong A2/AD capabilities around Estonia,
Latvia and Lithuania and these capabilities can strongly hinder NATO operations in

Baltic Sea area. In other hand, NATO has robust counter- A2/AD capabilities and can
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probably mitigate and overcome A2/AD threat from Russia. In the end the essay will
answer to the main question- Are the Russian A2/AD capabilities existential threat to
the defence of three Baltic countries.

The main body of essay consist of 3 parts. The 1st paragraph describes theoretical
and historical background of the Anti-Access and Area Denial concept. The 2nd part
deals with Russian armed forces A2/AD capabilities. Third part focuses on NATO
counter-A2/AD capabilities. In the last part the essay will argue whether NATO is able
to defend Baltic countries in Russian robust Anti-Access/Area Denial environment or

no.

Theoretical and historical background of the Anti-Access and Area Denial

concept.

Throughout the history of warfare, enemies have regularly attempted to deny one
another freedom of movement on the battlefield. Past forms of anti-access served to
both protect friendly forces and prevent enemies from gaining positions of
advantage.. Well known historical examples of systems built to deny adversaries
freedom of movement on the battlefield are the Great Wall of China and the Maginot
Line in France. As technologies emerged, the domains to deny opponent also

increased, to include combination of information, space, sea, and air denial.

When the German navy attempted to use U-boat attacks to interdict American ships
in the North Atlantic during World War Il, they were executing an anti-access
strategy. During the Vietham War, U.S. attempts to interdict the Ho Chi Minh trail,
although equally unsuccessful, were an effort to deny the North Viethamese access
to the battlefields of South Vietnam. During the Cold War Soviet Union developed
navy and capabilities to stand against US supremacy in aircraft carriers and force-
projection capabilities they provided. Soviet navy was sea-denial organization, meant
to destroy US carrier groups, but not for control of sea regions beyond immediate
areas close to land (the Barents sea, the White Sea, the Black sea and the Sea of
Othotsk).

After the 1991 Gulf War and US superiority in every aspect of battle space, big
countries, like China and Russia started to think how to counter the technological
superiority of US. China developed a counter-intervention strategy and associated
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reconnaissance-strike complexes aimed not at controlling the airspace, waters and
electromagnetic spectrum in areas surrounding China but, rather, at denying the use
of those domains to opposing forces. Most known capacities from this strategy are
anti-satellite warfare and development and deployment of hypersonic long range DF-
21 anti-ship ballistic missile..Due the economic reasons Russia was unable to
significantly research and field new A2/AD equipment until Mr Putin’s coming to
power and deep funding increase to armed forces budget.

To counter Chinas new and powerful A2/AD capabilities, USA military developed the
concept of Air-Sea Battle, designed to assure access to parts of the ‘global
commons’ — those areas of the air, sea, cyberspace and space that no one ‘owns;,’
but which we all depend on — such as the sea lines of communication in contested
situation where adversary has military capabilities include new generations of cruise,
ballistic, air-to-air, and surface-to-air missiles with improved range, accuracy, and
lethality, quiet modern submarines and stealthy fighter aircraft compliment new naval
mines equipped with mobility, discrimination and autonomy. Both space and
cyberspace are becoming increasingly important and contested. In year 2015 the
framework of Air-Sea Battle was re-conceptualized as Joint Operational Access

Concept, to emphasis need for joint approach versus only air and sea.

During research the author was unable to find meaningful information about Russia’s
overall Anti-Access/Area Denial doctrine or concept. This does not mean that such a
concept does not exist, as Russia is employing or exporting Anti-Access/Area Denial
capabilities all around the world, Crimea and Syria the latest example. According to
Alcazar It is not known if Russia’s doctrine is explicitly built on A2/AD, but indications
in recent years suggest it has a good grasp of A2/AD (Alcazar, 2012) According to
Moscow’s new Maritime Doctrine to 2020, published year 2015, Russian Navy will
adopt of “asymmetric means of warfighting” and the “art of sea denial’, what
translates into the build-up of an “arc of steel” between the Arctic and the
Mediterranean, via the Baltic and Black Seas, resembling China’s Anti-Access/Area
Denial (A2/AD)4 approach to the South China Sea .

Research and discussion from Europe is limited and mostly focuses on reiterating the
thinking and concepts from USA armed forces, stipulating the importance of power
projection and expeditionary operations to NATO as a whole .
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Anti-Access (A2) is defined by Centre for Strategic and Budgetary Assessment as
adversary capabilities, actions which impede (preclude, prevent, mitigate) the
movement of US forces to their desired locations (war-fighting positions, staging
locations, etc.) Area Denial (AD) is adversary capabilities which impeded the free
movement of US forces within the employment envelopes of maximum effectiveness,
efficiency, or advantage to US forces . This definition is of course USA centric, but
can be modified to .meet NATO needs. Simply put anti-access (A2) strategies aim to
prevent NATO and its allies forces entry into a theatre of operations, area-denial (AD)
operations aim to prevent their freedom of action in the narrow confines of the area
under an enemy’s direct control. Another definition is provided by former US Navy

officer and author Sam J Tangredi

the objective of an anti-access or area denial strategy is to prevent the
attacker from bringing its operationally superior forces into the contested
region or to prevent the attacker from freely operating within the region and

maximizing its combat power .

If one considers Estonia, then Anti-Access activity from Russian Federation side is to
deny through Integrated Air Defence Systems the deployment of airborne troops from
Very High Readiness Joint Task Force to Amari or Tallinn airport. Area Denial
activities would be actions like cyber-attacks against command and control system
and cruise missile attack against in staging areas inside Estonia. The line between
Anti-Access and Area Denial is not set into stone, and usually the weapon systems
and platforms are same. Usually two terms are mixed together in one term, written as
follows: Anti-Access/Area Denial (A2/AD). Some authors argue, that Anti-
Access/Area Denial is nothing new, it's been around hundreds of years and is not
worth separate term and A2/AD warfare is simply warfare . Modern A2/AD differs
from historical iterations of anti-access due to the combination of increased range,
accuracy and lethality of adversaries advanced, networked weapons systems.

Russian armed forces A2/AD capabilities in Baltic Sea region.

During the last ten years Russia military-industrial complex has heavily invested
money and time to develop and field long-range Anti-Access/Area Denial capabilities.

Nowadays, according to majority of experts, Russia is no longer a weak power in
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terms of deployment of advanced long range Anti-Access/Area Denial capabilities in
Kaliningrad or near Baltic states eastern borders, having the potential to neutralize
NATOQO’s defence in-depth posture by keeping at bay its reinforcements or cutting the
access to the Baltic Sea, thus generating a huge deterrence and freedom of

movement problem for NATO .

In this paragraph | cover the main long-range Anti-Access/Area Denial capabilities
owned by Russian Federation armed forces. Some of the capabilities are dual use,
some like modern air defence systems Redut and Vitjaz are still in development. In
other hand, in short to medium timeframe these systems will be fielded and deployed

to ships in Baltic Fleet and air defence units in western military district.

Firstly, the main threat to NATO air forces are Integrated Air Defence Systems in
Kaliningrad region, Baltic Fleet and units belonging to Russian-Belarussian joint
regional air defence system near Estonian, Latvian and Lithuanian eastern border.
With range up to 400 kilometres, S-400 SA-21 “Growler” air defence system can
close the whole airspace Estonia, with the batteries physically locating still in Russian
side of river Narva. From western side of operations area batteries in Kaliningrad can
kinetically influence airplanes as far as Poznan. Complimented by older and lesser
range S-300 SA-10 Grumble and newest Pantsyr-S1 (SA-22 Greyhound) the
Integrated Air Defence Systems could close Baltic Sea until Bornholm and Gulf of
Finland fully, pending the Baltic Fleet modernization effort. Supported by modern
Krashuka-class jammers used against NATO Intelligence, Surveillance, Target
Acquisition and Reconnaissance assets and Airborne Warning and Control System
aircrafts and, simply speaking, leaving NATO combat airpower into informational
darkness. If needed, anti- satellite capabilities are available to neutralize NATO
surveillance, detection and reconnaissance capabilities, in the same time utilising
own space assets together with robust and effective cyber warfare capabilities
Supporting all these capabilities are land forces short and medium range mobile
organic air defence assets, to engage all threats that penetrated higher level air

defence systems.

Secondly, the capabilities threatening the NATO fleet operating in Baltic Sea. Newest
anti-ship missile K-300P Bastion-P, with range up to 300 km, is the most formidable

asset in Russian coastal defence forces inventory. If Russia is to occupy islands of
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Bornholm and Gotland, the K-300P could close the Danish Straits to NATO or US
Navy ships, denying access and reinforcement to Baltic States . Baltic Fleet with is
modern Steregushchy-class corvettes and diesel submarines is not as formidable as
Northern or Pacific fleets, but still foe to acknowledge. Supported by Kaliningrad
based fighters, bombers and rotary wing assets the fleets main mission is coastal
defence and has capabilities to deny smaller nations shipping and naval activities.
Due the shallow depth of the Baltic Sea naval operations by large vessels groupings,

particularly a U.S. navy carrier task force, are also limited.

Thirdly, the capabilities threatening NATO reinforcements to Baltic States through
Suwalki Gap, the only land link between Estonia, Latvia, Lithuania, and the other
NATO countries. This 60 miles long small piece of land between Kaliningrad and
Belorussia can be denied by 3 brigades (some sources state that there is only two
brigades) plus supporting arms units from Kaliningrad side and supporting attack
from Belorussian side, factually stopping all land traffic and cutting Baltic states off
from access to Europe . This force can be reinforced by Air Bridge from the mainland
Russia in 24 to 48 hours, delivering approximately 10000 lightly armed troops with
supporting light artillery to Kaliningrad airfields. Supported by heavy artillery and air
strikes, and if needed, by precision strikes by Tochka-U tactical ballistic missile
against high value targets. Together with naval and air defence activities Russia has
capability to deny reinforcements, air support and heavy forces deployment from
Germany or Poland to help Baltic States delay and stop Russian Federation attack

from east, so fulfilling the Anti-Access/Area Denial operation.

Fourthly, the ballistic missile and cruise missiles strike capability against medium and
long range targets. Iskander-M has a range of 400 kilometres and is nuclear-capable.
Used to strike high value targets with conventional or special warhead, the platform
serves also as deterrence and anti-escalatory capability. If armed with nuclear
warhead, it should prevent NATO to overrun units engaged in Suwalki Gap, as there
is no political will from NATO political side to escalate conflict to nuclear exchange
between adversaries. Some analysts argue, that A2/AD is only applicable to a limited
conflict, because the risk of escalation (particularly nuclear) would make any cost-
benefit analysis useless . Complementing this capability is Iskander-K cruise missile
with range about 1000 kilometres and Kalibr multipurpose cruise missile with range

up to 2500km. Naval version of Kalibr to Baltic fleet is planned in medium term .
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Together with air launched cruise missiles from Russian Aerospace Forces Long
Range Aviation aircraft , namely Tu-160, Tu-95 and Tu-22M3, this capability gives
Russia armed forces possibility to strike targets deep inside Western-Europe and
Scandinavia from different directions and different altitudes, making defence against

attacks complicated.
NATO Counter-A2/AD capabilities in Baltic Sea region.

The analysis of the threat from Russia’s Anti-Access/Area Denial capabilities and
NATO possible response can be put into several perspectives, like strategic
perspective, operational perspective, military and industrial perspective, bureaucratic
perspective and political perspective . Due the limited amount of space, the author
will cover operational perspective, and only from Baltic Sea region standpoint.

One of the main concerns for NATO in Baltic States is hybrid warfare type of
scenario, where the actions of Russian forces are below Article 5 activation
threshold. If Russia can enter to one or multiple Baltic States without provoking
alliances prompt response and the same time activating all Anti-Access/Area Denial
capabilities in region, NATO is unable to react fast enough, and faces a fait accompli
as the territorial integrity of member or members of alliance is violated and territory
occupied. To prevent this to happen, different measures must implemented by
SACEUR. First, better intelligence sharing between nations, NATO structures and
other partners, including internal, is a must. To have correct indicators and warnings
for detecting and assessing possible hostilities from east more comprehensive
approach into intelligence data, sensor images and also to products is needed.
Without correct intelligence sharing is almost impossible to figure out reasons and

intentions behind another 100 000 plus “snap exercise” near Baltic States borders.

Since the NATO Summit in Wales some NATO members have sent their troops to
Baltic States bolstering NATO forward presence to ensure that any Russian attack
will be met with resistance by troops of all 28 NATO nations, so increasing the
political cost of any such attack to an unaffordable political level. NATO troops would
be a “tripwire”, ensuring adequate response from all alliance members. So far this
plan has not been fully implemented, as some nations are hesitant to anger Russia

more than absolutely needed.
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Plans to deploy US armour and heavy equipment back to Central and Eastern
Europe is also a strong signal to Mr. Putin. According to Military Times, the European
Reassurance Initiative budget for year 2017 is $3.4 billion, or $ 2.6 billion more than
this year, and will incorporate brigade size unit with pre-positioned war stocks and
modern, well-maintained combat vehicles and other gear prepared for full-scale
operations . This is start, but only for a year, and pending the political situation in US
could easily be reversed. Together with Baltic national and other deployed NATO
forces this initiative is probably minimal to deal with hybrid, or “little green man” type
of scenario. On the other hand, one of the biggest mistakes from military history is to
prepare for old type of conflict and not look into possible new scenarios, so for
example saturation attacks by cruise missiles or defence from Chemical, Biological,

Radiological or Nuclear agents should be considered,

To counter Russia’s hybrid and conventional Anti-Access/Area Denial capabilities in
short, medium and long term perspective, NATO has to focus on taking all the
necessary measures to promote, develop, deliver and implement interoperable
military capabilities and in the same time NATO nations to acknowledge that the
Alliance’s superiority in a number of domains could be challenged. Air superiority is
one key example. Also are mobility and rapid deployment of troops and equipment
across the Alliance . Operation Unified Protector showed clearly that NATO as
alliance relies too heavily onto US to provide critical counter-Anti-Access/Area Denial
mission capabilities, like Suppression of Enemy Air Defence, Electronic Attack and
Air-to Air Refueling . There is a inherent risk that if US is involved in conflict with
some other global power, like China , other NATO members are unable or unwilling
to destroy the Russian advanced Anti-Access/Area Denial capabilities in Baltic Sea
region. Even when US is fully involved and will bring to the table stealth planes F-22
and B-2 with precsion or standoff munitions, it takes time to clear the way for airborne
reinforcments needed to stop possible attack from the east. Other capability lost to
NATO in case of Anti-Access/Area Denial operation with Russia is the use of non-
stealthy cruise missiles like US Navy’s Tomahawk, widely used in conflicts before,
because S-400 SA-21 is believed to have credible capability against them. In this
contest is really worrisome that to deploy VJTF alone and by air to one of the Baltic
Countries airbase would require 450 flights by C-17 heavy strategic transport aircraft .
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One of the least talked topics in Anti-Access/Area Denial situation in Baltic Sea
region is nuclear issue. Russian Nuclear Deterrence Policy states concept of nuclear
de-escalation. According to research made by University of Copenhagen 'nuclear de-
escalation means the use of tactical (sub-strategic) nuclear weapons should a local
war escalate into a regional war' . What is the NATO nuclear-capable nations position
on use of the nuclear weapons, are they willing to deploy the tactical nuclear
weapons closer to the Baltic states as detrrent against the Russia and are we, Baltic
states, willing to take responsibilty for nuclear exchange in our countres, even if this
gives us back our freedom. This question has to be debated in highest levels of
NATO, and if consensus is reached, communicated to all parties. It's all about
NATOs credibility- are we willing to make tough decisions to deter Russia, and do we
have capabilities to fulfil the decision made.

Last part of this paragraph is going to shortly investigate the usefulness of Baltic
States national regular and National Guard /Home Guard units as counter- Anti-
Access/Area Denial capability. Firstly we can perceive them as deterrent force, and
with sufficient training, communications and weaponry they are able to fulfil this task.
Of course, if we take to account budgets of our countries and size of population, they
can be deterrent only together with NATO deployed forces and other enablers.
Second and maybe more easily reached capability is to use them as counter-Special
Forces (SPETSNAZ) units. As natives, who have good understanding of local
geography and also can freely communicate with local population, they are able
quickly and efficiently deny Russian Special Forces deep access to our respectful
countries . Third area of interest should be defensive and offensive cyber warfare
capabilities to counter Russian possible cyber-attacks and also target and inflict most
damage to his capabilities. NATO is officially defensive organization, so the offensive
capabilities development is great way to try Baltic cooperation in bi- or trilateral

configuration.

Conclusion

The aim of this paper was to analyse Russian Armed Forces Anti-Access/Area Denial
capabilities in Baltic Sea Region and compare them with NATO counter- Anti-
Access/Area Denial capabilities, in order to determine impact to the defence of Baltic

nations against possible Russian attack.

99



Russia has developed robust and comprehensive Anti-Access/Area Denial
capabilities package inside Russian mainland and also in Kaliningrad area.
Encompassing all domains (air, sea land, space and cyber) the threat from Anti-
Access/Area Denial capabilities to NATO operations are big. Especially when NATO
has to deploy forces to Baltic states after the first hostilities are commenced and all
Access/Area Denial capabilities are fully deployed, activated and in full battle mode.
From technological and sophisticated weaponry standpoint the most difficult
capabilities to overcome are Integrated Air Defence Systems, anti-ship supersonic
missiles and tactical ballistic missiles. Complementing these capabilities are powerful
Electronic Warfare assets to blind and neutralize ISTAR and C2 aircraft, denying
NATO the situational understanding in area of operations. The threat of nuclear
escalation is also a big issue here, possibly making nations less decisive for directly

countering Russia and its military forces.

From NATO side the counter- Anti-Access/Area Denial capabilities are available to
nations, but the technological edge is lessening fast. This means that the effort and
capabilities to overcome operational level problem will take more time, assets, troops,
training, money and political will then before. For example, stealth-technology is
available for only some of nations, in the same time Russia top end air defence
systems are effective against non-stealth aircraft, making the Suppression of Enemy
Air Defence campaign really complicated. Same can be said to naval deployment of
NATO task groups into Baltic Sea. Due the relative shallowness of Baltic Sea and the
chokepoint of the Danish Straits big naval movements are restricted or even

prohibitively risky.

The only way to overcome these problems is to demonstrate to Russia the credibility
of NATO to stand united and in accordance with spirit of the Treaty. Sizable rotational
or standing forces together with all enablers give NATO this credibility. Rigorous
planning and training effort from NATO command structure to prepare for all known
and jet unknown scenarios is important too. If the deterrence fails and Russia
attacks, the national forces together with NATO forces must be able to stand against
firs wave of attack and give NATO forces in Europe time to crack the Kaliningrad
fortress, so that reinforcements can be deployed. These counter-Russian A2/AD
capabilities are existential to the defence of three Baltic countries and alone or with

only token force from NATO, Baltic States are unable to defend against conventional
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attack from Russia, making the Russian A2/AD capabilities existential threat to

survival of Baltic States.
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Was Stuxnet an Act of War?

MAJ Janis Jansons
Introduction

Modern society is living in complex and fragile information environment in which data
processing and exchange are growing exponentially. Already, different digital
computerized systems are supporting most of key infrastructures like financial
systems, power and water supplies, air traffic management, public and military
communications. To increase accessibility to those systems in the information
domain requires interoperability and interconnectivity which makes them complex to
maintain and vulnerable to cyber-attacks/intrusions. Furthermore, this new reality of
information exchange shows that the societies are deeply dependent on information
and communication technologies which are interconnected in one global network
named Internet. This addiction to the Internet is a major source of vulnerability and
full control over the information domain in these conditions is next to impossible. So,
somebody could use those vulnerabilities to breach national security from afar and

influence economic, political and social situation in other countries.

The Internet is an ownerless, ubiquitous and open for all information exchange
domain which can shape the international relations through the cyber field. The
Internet is a computer network that uses standardized protocols to interconnect
states, organizations and individuals worldwide. Neither states nor organizations, nor
single persons are the owners of the Internet. While there is one non-profit
organization which simply manages Internet protocol numbers and Domain Name
System root, the others are providing a piece of infrastructure just to be part of the
Internet. There is no one international entity that can control and affect the data flow.
Each country has its own legislation to react and influence local users throughout
Internet service providers. Only close cooperation among the states can help to
identify and prevent illegal activities against other states as well as support foreign
countries during investigations. So, the states’ political willingness to cooperate in the
cyberspace shapes dialogues internationally. However, there are vague
circumstances where some cyber activities original from one state against another

state critical infrastructure could be interpreted as an act of war or a covert action.
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This essay will uncover how cyber weapon was used to influence state struggling
becoming a nuclear power. Was the use of cyber weapon an act of war? This essay
will claim that Stuxnet was not an act of war, but rather a covert action with possible
future consequences. To argue this statement, this essay is divided into two parts
where the first will explain the essence of two terms - act of war and cyberspace to
understand the environment where Stuxnet was applied. The second part will focus

more on impact and reaction to Stuxnet.
Act of war and cyberspace

The phrase ‘Act of war’ is characterised as a political term than a military or legal one
(Nakashima, 2012). This term is used in an international environment by politicians in
situations where it was a violent and non-violent act. The terrorist attacks (Cella,
2015), key leader killings (Strange, 2013), shooting down airplane during peace time
(Vinogradov, 2015), blockade of sea lines of communication (Global Research,
2015.), imposing economic sanctions (Saundersaug, 2014), cyber-attack (Gorman
and Barnes, 2011) etc., have motivated politicians to use the phrase ‘act of war’. This
term does not have a united definition worldwide and its application for cyber
incidence seems to be questionable. However, there is a country which defines ‘act
of war’. The United States (U.S.) to prevent possible cyber ‘Pearl Harbor’ (Stiennon,
2015) has come to the conclusion that cyber-attacks originating from another country
can be interpreted as an ‘act of war’ to counter using all kinds of military force
(Gorman and Barnes, 2011). While the international law avoids the term ‘act of war’
in favour of other phrases like ‘illegal intervention’, ‘use of force’, ‘armed attack’, or
‘act of aggression’. For example, the act of aggression includes more serious uses of
force and armed attack, whereas all uses of force are not only armed attacks, but
could also be illegal interventions (Fidler, 2011). Despite those definitions, legal
experts Charles Dunlap, a retired Air Force Major General and professor at Duke
University law school, or retired Gen. James Cartwright, former vice chairman of the
Joint Chiefs of Staff have said that only the president and Congress in the U.S. could
decide that the social or financial impairment is sufficient to consider a cyber-attack
as an act of war (Nakashima, 2011). So, the use of this term is depending on the
targeting country’s leadership who would decide whether to respond with military
force to cyber-attacks. As a result the phrase ‘act of war’ becomes more political. If it
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is so, then what could be the trigger for politicians in cyberspace to respond militarily?

For this reason, it is important to understand the cyberspace as such.

The cyberspace like the term ‘act of war’ has no a single internationally recognised
definition. The cyberspace is a revolutionary human-made ubiquitous, networked,
and virtual environment which seems to be driven by swift electronic communication
and information technologies progress. This is a possible way how to explain
cyberspace in own words. In spite of this innovative sketch, the overall definitions of
cyberspace are disputable (Ottis and Lorents, 2010). Therefore, trying to find the
exact perfectly expressed definition of cyberspace seems to be a wicked problem. It
is therefore more prudent to stick to one definition and to analyse step-by-step what

these separate components are.

Firstly, it is important to examine some historical background of wording, which could
be the main milestone of further definitions. The term cyber appears to stem from the
Greek word kybernetes which means steersman or the governor. So, in 1948, to
appreciate Maxwell control loop feedback mechanism, the famous mathematician
and philosopher N. Wiener (1985) introduces the first application of cyber as
‘cybernetic... the entire field of control and communication theory, whether in the
machine or in the animal’. In the initial stages of a technology's development the
term cyber relates originally to data processing and intercommunication activities or
name it ‘Wiener component’ of cyberspace definition. However, in later years, the
word cyber has been used so to emphasize another environment in networks and

computers rather than physical appearance.

Secondly, the prefix cyber is basically exploited as the part of a composite word, then
it is used as a single term. The compound word, for instance, cyberspace could be
considered in order to obtain a metaphysical or certain meaningful definition. Without
knowing about computers and the Internet, speculative fiction novelist and essayist
W.Gibson (1984) in his novel ‘Neuromancer’ introduced first time the word
cyberspace as ‘a consensual hallucination’ on the computerized network. That
means its appearance provides any kind of physical medium. This could lead to the
feeling of outside of physical reality, which is more related to ‘Gibson’s component’ of
cyberspace definition. Seamlessly using advantage of new technologies, human

beings tend to believe in the existence of such an environment. This stimulates the
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search for comprehensive and coherent definition, where actors are the key element

to interact in this environment.

The lack of security in cyberspace offers an opportunity for a wide range of actors like
in social -physical space, where persons have various reasons and capabilities to
challenge law enforcement. The unauthorized actors originally in cyberspace were
cyber criminals, whose strong intent was to gain financial benefits, blackmailers, who
used evidence to intimate key leaders, or simply hackers, who wanted to prove their
brain potential. Moreover, the national government and non-government actors like
private institutions, crime and extremist groups, subsidised agents are capable of
demonstrating cyber-attacks in more sophisticated way. In the targeted states those
groups of attackers might undermine the finance system, and disrupt the critical
infrastructures (Omand, 2013). The actors are divided into two main groups as

insiders and outsiders.

The insiders are the most harmful to an organization, which they work for. Insiders
are trusted parties such as current and former employees, service providers, and
business partners, who have the knowledge about the insides and security measures
of organization and access to organization network or even sensitive information.
Two examples of insiders who caused serious damage to government organization
are former soldier of the U.S. B.E. Manning and former Central Intelligence Agency
employee E.J. Snowden. B.E. Manning was convicted after disclosing to WikiLeaks
sensitive military and diplomatic documents, which he as an intelligence analyst
elicited from classified databases. The second famous insider, E.J. Snowden, was
able to copy information from the U.S. National Security Agency (NSA) and after then
publicly released the sensitive information about numerous global surveillance
programs. Both cases carried out by insiders have weakened the national security of
the country and relations with various international partners (Sovereign Intelligence,
2014).

The outsiders are a defined group of attackers, who are possible to split into three
main groups such as individuals, non-government organizations and government

organizations (Geest, 2015).

Individuals as potential cyber attackers could be divided into three main subgroups:
amateurs, hackers and hacktivists. The amateurs or beginners can easily learn the
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first steps for hacking on the internet by doing a certain category of attacks. However,
hackers are more capable to threaten any computerized system. This preconception
is not always truthful characterization of hackers due to their different attitudes.
Hackers are noticeably divided like white (blue), grey and black hat (Kovacs, N.,
2015). White and grey hat hackers break the security for testing vulnerabilities to
improve computerizes systems. The only difference is that grey hat hacker’s
experiment the targeted system without the owner’s authorization or awareness.
They inform the system administrator about the discoveries and sometimes ask for a
fee to correct the security problems. Although, this attitude of hacker appears to be
ethical, the unauthorised access is illegal. The black hat hacker is cybercriminal, who
use its abilities only for malicious or unlawful purposes to gain financial profit
(Graves, 2010).

Non-government cyber organizations are mostly cybercriminal and ideological groups
like anonymous cyber protesters. Hacktivist or anonymous cyber protester is
predominantly driven by a political reason rather than financial benefits. They are
able to build the virtual groups, which conduct an amount of cyberattacks to fight the
state’s powers and large industries when they step over the “red” line. In 2014 before
the release the comedy The Interview on the fictional assassination of North Korea's
leader an allegedly hacktivist group attacked Sony Pictures Entertainment leaking
company’s classified information. The U.S. government, however suspects that North
Korea government sponsored hacker group is behind these attacks and as a
consequence, this issue escalated into a diplomatic crisis between two countries
(Grisham, L., 2015). So, those cyber incidences possible being maintained by
hacktivists were able to raise a public attention and diplomatic consequence without
gaining any financial benefit. While organized criminal groups make profits and
disappear before law enforcement identifies them (Broadhurst, et al., 2014). The
global cybercriminal organizations exist and have structures similar to the Mafia
(Peachey, 2014), some of them are protected by weak and corrupted governments
(Rifkind, 2011). The criminal organizations are mostly profiting by buying and selling
stolen individual's bank credit cards information and company’s intellectual
properties. Conversely, the ideological groups have more extensive goals, which
occasionally are politically motivated and supported by government organizations to
keep within an international law (Garcia, 2010).
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Government organizations or nation-states have the largest capabilities and they can
target a wide-array of institutions and individuals from private and government
research and development institutions to defence, finance and public sector
organizations. Government-organized attacks could range from dissemination of
propaganda to intelligence gathering to multiform operations on critical infrastructures
for example Russian online “troll” (lasiello, 2015), operation ‘Titan Rain’, and

Operation ‘Olympic Games’ (Stiennon, 2015. p.125).

The main effort of cyber-attacks is to gain economic benefits rather political or military
dominance. Organized cyber-attacks disrupt actively the information and
communication systems of the financial institutions, cause serious reputation and
economic damage. Reputation damage is more related to the company, trust and
ability to safeguard costumers’ and own money. In order to reduce probable direct
financial loss and to recover expenditures from cyber-attacks, companies and
governmental institutions need to provide the additional cost of securing networks.
Global cyber activities profit yearly up to US$1 trillion, which are comparatively more
than global drug trafficking and piracy together (McAfee, 2013). That means overall
cyber activities are more oriented to finance sector rather to overcome the security
systems of well protected governmental information and communication system.
Moreover, compare these numbers what should be official salary to attract well
skilled hackers who will be ready to serve in a country reaching political aims by
targeting key infrastructure of opponent site. This request respective resources and
organize structure which is capable to produce sophisticated cyber tools to penetrate

in the well protected system or even standalone systems.

Cyber-attacks are a major influence tool during or before major political and military
conflicts. The traditional dominant cyber actors in the international arena are the U.S.,
Russia and China, all of which have huge capabilities and resources to support cyber
offensive operations (Lewis, 2013). For example, Russia is dominating over the
neighbouring countries in the cyber space. In 2007 the Estonia government had
decided to relocate the Soviet time memorial from centre of capital city to a military
cemetery. Putin’s supported regime shamed Estonians and reacted to the relocation
with the cyber power. Estonia suffered widespread politically motivated cyber-attacks
that have been first brute-force denial of service attacks from Russia site. This cyber
incident lasted several days by paralysing information domain of Estonia, electronic
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banking system and affecting the daily life of Estonian citizens (Traynor, 2007).
However, this cyber-attack was not declared as an act of war. So, in 2007 Estonia did
not use NATO Article 5. However, during Georgia War in 2008 and Ukraine crises in
2013 was disclosed real Russian tactics using cyber tools in tandem with a
conventional military campaign. In Georgian War Russian state operated companies
like Rostelecom and Comstar and volunteer cyber warriors were blocking the internet
traffic in Georgia. Moreover, in 2014 attackers from Russia targeted computerized
election system in Ukraine to disrupt president election’s results from around the
country. Before this cyber-attack the government officials and security units of
Ukrainian battling pro-Russian rebels were targeted to cripple intelligence-gathering
and decision-making (Coker and Sonne, 2015). In those cases there was not proved
evidence that Russia as a state was certainly behind the attacks (Kirchner, 2009).
These facts indicate that government sponsored and covert cyber-attack tend to be

more sophisticate and capable of obtaining political and military goals.
Stuxnet worm

The Operation ‘Olympic Games’ was a secret campaign under which Stuxnet worm
seems to be formed (Stiennon, 2015). Some provided thoughts that Stuxnet could be
starting point in a new era of cyber war. Some higher education institutions define
that the cyber war is the highest level of cyber conflict between or among states in
which actors who is acting on behalf of a governmental body carry out cyber-attacks
as part of military operations (Godwin, et al., 2014.). Based on the empirical definition
war is possible between states if the conflict involves at least 1,000 battle-related
deaths per year (Harrison, et al., 2015). Rid convincingly argued that Stuxnet was not
connected to a conventional military operation and did not kill any military person
(Rid, 2013). Some argued that the Stuxnet was a first demonstration of cyber
offensive capability which is able to carry out physical destruction of strategic targets
in military style (Broad, et al., 2011). Fidler was also not sure to define the Stuxnet’s
release as an act of war (Fidler, 2011). Former head of the NSA and CIA director
retired general Hayden fully rejected that Stuxnet was an act of war (CBSNews,
2012). However, it is clear that the Operation Olympic Game is still officially not
acknowledged military campaign. For that reason, there are so many denials, many

rumours and uncertainty around the Stuxnet. To prove Hayden and reject Fidler
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argument there is need to understand what the Stuxnet were and what was its impact

on target, and what were reactions to this cyber incident.

The goal of Stuxnet was to destroy or significantly delay Iran’s potential nuclear
weapon production capability. The main focus was Natanz uranium enrichment plant
where was thousands centrifuges used to enrich the uranium gas. The worm was
able to shut down and caused damage to 984 centrifuges that spin uranium gas
material (Albright, et al., 2010). After this attack Iran has interrupted work at its
nuclear facilities without explanation to international community (Katz, 2010). It is

unclear that the worm was the reason to do so.

Stuxnet has more technical sophistication and precisely targeted malware than a
normal computer worm. Worm is a code which is capable to run without host
program, self-reproduce and propagate to other computer systems through
downloaded files or network. The worm can spread using one or more methods like
email, instant messaging and file-sharing programs, social networking sites, network
shares, removable drives with Autorun enabled, and software vulnerabilities
(Microsoft, 2015). In 2010 Stuxnet was discovered in the databanks of critical
infrastructures like power plants, traffic control systems, and different factories
around the world (Keizer, 2010), but Iran was the most targeted country about 60% of
all infection (Halliday, 2010). Stuxnet was able to manipulate the speed of centrifuges
and damage the uranium enrichment process. At the same time this worm was
changing Siemens SCADA control software parameters in such way that system’s
indicators show normal working condition (Langner, 2013). Unlike most worms
Stuxnet does not exploit the usual forged digital certificates that help to intrude into
computer systems. It actually used real stolen Realtek Semiconductor and JMicron
Technology Corporations, global microchip producers in Taiwan, digital certificates
which allow intruders signing fake software drivers for Windows operating systems
(Zetter, 2011). Stuxnet exploited security holes in the systems. Those gaps that
system's creators are unaware of are known as zero-day vulnerabilities. The details
of zero-day vulnerabilities are extremely valuable and can be sold on the black
market for five to several hundred thousand dollars U.S. dollars each (Zetter, 2014).
The most successful malwares are exploiting them and Stuxnet was not exceptional.
Actually Stuxnet used 20 zero-day vulnerabilities (Rapoza, 2012) to penetrate in a
computer system. When it accesses the system, this worm does not always activate.
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In Stuxnet codes was defined specific Siemens settings of programmable logic
controllers (PLC) that control and monitor the speed of the centrifuges (McMillan,
2010). It was searching for this specific target without that target worm remains
hidden (McMillan, 2010).

It is unclear if Stuxnet was effective to reach political goals, but it was the motivation
for Iran to develop cyber capabilities. Iran increased its cyberwarfare capabilities with
different organizations like High Council of Cyberspace, Cyber Defence Command,
loyal, high skilled hacker group named Iranian Cyber Army, which has links with the
Revolutionary Guard and the Asiana hacker forum (Wheeler, 2013). The Iranian
Cyber Army was behind a wave of cyberattacks on the U.S. banking systems, and
they hacked into Israeli computers to steal information from government officials in
2011 (Baker, 2015). So, it looks like that Iranians seem to have or try to find evidence

which countries were involved to build and release of Stuxnet.

Only a state or group of states seems to be willing and capable to build and use such
cyber weapon like Stuxnet. The major issue for the United Nations (UN) was to
prevent Iran getting the nuclear bomb. In 2006 the UN Security Council's (UNSC) five
permanent members; namely China, France, Russia, the United Kingdom (UK), and
the U.S.; plus Germany were struggling with diplomatic efforts to stop the Iranian
nuclear program without success (Kintzel, 2015). Moreover, in 2008 UNSC adopted
new Resolution 1803 to enforce all steps from the previous resolution. In 2009 the
U.S. started shaping world community attention against Iran, and Israel threatened
with possible nuclear action (Lyons, 2015). There was also questioned, if the U.S.
decided to launch conventional attack would it set the Iranian nuclear program back.
Beside that it could induce Middle East in another war and the Americans would not
be ready for uninterrupted military actions and possible growing oil price (Blas, 2012).
It looks like that the U.S. and Israel were searching for desired outcome with minimal
effort and maximum gains. There are no sufficient and conclusive evidences beyond
rumours, which country could have the potential to develop such cyber weapon and
willing in 2010 to attack Iran. However, only an economically developed country can
afford at least 400$ million to develop a Stuxnet worm (Langner, 2010), because
according previous argument the individuals or organized criminals are more
interested to gain money than to spend it. Due to this fact, some have it that the U.S.
was involved in the testing and development of expensive cyber weapons. Others
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believe that Israel is responsible for the attack, because the worm code has the
biblical reference (Timmerman, 2010). Iran's officials have accused Siemens Mobile
Company, which software was used to prepare the ground for the Stuxnet worm (The
Telegraph, 2011). There is some evidence, but not a real investigation and lack of
state cooperation to find out who was behind Stuxnet could raise the questions. If
there is no clear proof about state and conventional military troop’s involvement,

there is no reason to define Stuxnet as an act of war.

Stuxnet does not have a warlike nature to influence political and military condition of
another state. According Clausewitzian concept of war as a continuation of politics by
other means Rid argued that any act of war related to cyber incidents has to be
lethal, has to have clear means and ends, and has to be politically motivated or the
state should be behind them (Rid, 2013.). Stuxnet worm had clear means and ends
to significant impact Iranian nuclear program, as well as multiple anonymous sources
have indicated that at least two states were involved to launch the operation. Despite
of those facts Stuxnet did not result any battle deaths of military personnel. Although,
it seems to be a new form of war, which skips the battlefield, by definition any war
should be violent. That means this cyberattack has not warlike nature, but it could be

a kind of hidden action performed by state to influence opponent state.

Stuxnet worm is most likely a covert action supported by the U.S. Government. After
release of Mr. Sanger's book in 2012 brought a fast request from an American
Republican party to investigate by the FBI the leaks of information about a U.S.
covert cyber operation to shut down lIran’s nuclear enrichment facilities with a
computer worm named Stuxnet (Scarborough, 2013). According to Mr. Sanger

information ““Should we shut this thing down?” Mr. Obama asked, according to
members of the president’s national security team who were in the room” it seems to
be secretly ordered by the U.S. president to use Stuxnet in order to delay the Iranian
nuclear program. The president based on the domestic legal framework has two
possibilities to authorize a cyber-attack against another state. So, the Olympic Game
operation should rely on military or intelligence legal authority. Under military domain,
it could be difficult to carry out cyber-attacks without triggering solid diplomatic and
security troubles for the U.S., but the intelligence domain has more flexibility to
maintain hidden cyberattacks (Brecher, 2012). According to National Security Act
Sec. 503 (e) the U.S. Intelligence community has the possibility to clandestinely
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prepare personnel, who is not uniformed military personnel to attack an enemy. The
U.S. policymaker defined this activity as a covert action “to influence political,
economic, or military conditions abroad, where it is intended that the role of the
United States Government will not be apparent or acknowledged publicly” (Peritz and
Rosenbach, 2009). Moreover, during interview about the Stuxnet former head of the
National Security and CIA director Michael Hayden formulated that this cyber-attack
was not a warlike activity because the opposite site did not respond as if it was an act
of war. He is sure that this cyber incident was a thing between peace and war so
called covert action (CBSNews, 2012). So, it could be the reason why there are only

rumours and no investigation to find out which country is behind Stuxnet worm.
Conclusion

To conclude the findings of this essay, the phrase ‘act of war’ has more political term
than a legal one because the international law use different term and country which
defined it need to have its political leadership decision to respond with military force
to the attacks in cyberspace. The cyberspace is complex and dynamic environment
which is characterised by two components - physical (Wiener) and non-physical
(Gibson), where actors are the part of physical element. The lack of security in
cyberspace offers an opportunity for a wide range of actors who have a various
reasons and capabilities to challenge law enforcement. The predominance of cyber-
attacks effort seeks to gain economic benefits. To penetrate into the well protected
system or even standalone systems cyber attackers exploit vulnerabilities of the
information systems and personal information. Therefore, social media is one of the
sources where cyber actor like governmental organizations can use to collate
information, and use it in future to break security walls of the system targeting
opponent and, for example, its critical infrastructure. For example, the cyber-attacks
possibly maintained by the Russian regime against opponent's critical infrastructure
are a major influence tool during or before major diplomatic and political trouble or
even military conflicts. Russia as a state did not disclose their involvement in those
attacks. Due to complexity of cyberspace and lack of willingness and cooperation to
investigate the cyber incident, it is not easy to prove that state actor was behind

cyber-attack.
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The Operation Olympic Games under which Stuxnet worm was possibly formed
seems to be another good example of state sponsored secret campaign in the
cyberspace. Stuxnet opened a new era of cyber reality by showing more technically
sophisticated and precise approach to destroy or significantly delay Iran’s potential
nuclear weapon production capability. Since 2006 only some UNSC permanent
members like China, France, the United Kingdom (UK), and the U.S. had been
struggling with diplomatic efforts to stop the Iranian nuclear program without success.
Therefore, there are many rumours that the U.S. was involved in the testing and
development of expensive first cyber weapon like Stuxnet. Due to lack of clear
evidence about state and conventional military troop’s involvement, there is no
reason to define Stuxnet as an act of war. Beside that Stuxnet does not have a
warlike nature because of no battle deaths of military personnel and targeting state
no willingness to respond. To summarise, Stuxnet worm is most likely a covert action
supported by the state which has offensive cyber capabilities to maintain so
expensive campaign to prevent possible conventional military attack. Nevertheless,
Iranians seem to try to find evidence which countries were behind Stuxnet and they

seek to retaliate.

Cyber environment is a unique opportunity for the cyber powers to shape
international relations. Stuxnet has shown a new cyber reality which warned of an
impending cyber ‘Pearl Harbor'. Therefore, based on those findings in this essay, the
future political leaders should be aware the potential of cyber powers, but military
leaders should be ready to operate in complex and fragile information environment in

the similar way as it requires in other domains.
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The Implications of Russian Federation Security Strategy for the

Baltic States’ military security.

MAJ Andrius Jagminas

‘In the Soviet days we scared the world. (...) But ten years ago we decided for some
reason that everyone heartily loves us. (...) We must get rid of imperial ambitions on
the one hand, and on the other clearly understand where our national interests are,

to spell them out, and fight for them’.
Vladimir Putin (as quoted in Donaldson and Nogee, 2002, p. 341)

In the light of Crimea annexation and ongoing Ukrainian crisis ‘Russian Federation
(RF) president Vladimir Putin delivered a speech at Valdai International Discussion
Club in 2014. He emphasized that the crisis in Ukraine is a result of U.S. and
European partners hasty backstage decisions disrespecting Russian national
interests (Putin, 2014). He stressed that ‘since he have come to where he is today
and to this office he holds, he considers it his duty to do all he can for Russia’s
prosperity, development and to protect its interests’ (Putin, 2014). Since fundamental
RF national interests are defined in ‘Russian National Security Strategy to 2020
(RNSS), it deserves closer attention as it provides insight into the RF strategic
national priorities and prescribes measures to ensure RF security and development.
The analysis of the RNSS could suggest on how Moscow plans to address its

security concerns and what three ‘Baltic States (3Bs)’ could face in the future.

This essay aims to analyse what threats constitutes RNSS towards 3Bs and how
respective States’ defence concepts are addressing the issues in military domain?
Research question is - What are the implications of RNSS for the Baltic States’
military security? Thus, it can be said that in the meantime RF claims to have a
peaceful agenda and is not a threat to Baltic States. Despite this widespread
Kremlin’s view the paper will argue that RNSS constitutes wide spectrum of internal
and external threats towards 3Bs. These threats implies that national military defence
concepts primarily should focus on initial independent territorial defence capability as

precondition for NATO collective defence. Due to the essay constrains it is narrowed
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to military domain only although it cannot ensure comprehensive state defence alone
and requires employment of all national instruments of power'®. For this reason firstly
the paper will analyse the main threats arising from RNSS towards 3Bs. Secondly it
will evaluate actual Lithuanian, Estonian and Latvian defence concepts feasibility to
counter threats emerging from RNSS and implications for the Baltic States’ military

security.
1. Main threats emerging from RNSS towards the 3Bs

The realisation of RNSS is ensured by consolidation of all national instruments of
power to defend Russia's national interests and to pre-empt internal and external
threats which comprises wide range of threats towards 3Bs. Senior Military Analyst of
Virginian National Institute for Public Policy Ciziunas argues that ‘since 1991 Russia
has been attempting to outline its identity where it has seen itself as a great power in
a shifting international security environment while three Baltic countries were seen as
a buffer zone against West’ (Ciziunas, 2008, p. 287). This faith is reflected through
Russia’s attempts to influence the 3Bs policies which are considered as part of
Russia’s sphere of interests and influence (Ciziunas, 2008, p. 287). Additionally
Ciziunas argue that to ensure its national interests Russia has tried to influence Baltic
States through a number of political and economic pressure, propaganda, economic
leverage and energy controls, exploiting ethnic and social discontent as well
discrediting governments via political influence (Ciziunas, 2008, p. 287). Later in
2009 RNSS outlined strategic objectives, national interests and ways to achieve them
which has been replaced in 2015 by adopting new ‘Russia’s National Security
Strategy (NSS)’. According to the New York University professor Galeotti the new RF
NSS’s tone reflects ‘Russia’s new antagonism with the West’, but fundamentally
strategy remained unchanged (Galeotti, 2016). Further he contemplates that the
Russia’s drive for the success in future security is based on the protection of its own
interests and territorial integrity by non-military methods and if it fails by use of

military means including nuclear weapons against existential threat (Galeotti, 2016).

16 Military, Political, Economic, Civil.
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Additionally BALDEFCOL faculty member Romanovs shares similar point of view that
RF transformation into the of world leaders'’ causes ultimate changes in Europe as
illustrated in ongoing Russian aggression in Ukraine (Romanovs, 2015, p. 44).
However, Galeotti suggests that NSS like RNSS is considerably dedicated to issues
such as financial stability, health, economic, education and so on, because Moscow
is fully aware that these concerns influence security domain (Galeotti, 2016). For
example declining demographic and poor health weakens RF conscript pool and
reserve of human resources, economic decline reduce defence budgets and social
expenditure which produces public unrest. Indeed Galeotti claims that in several
ways Moscow demonstrates its conceptual advance in realising that security and
governance are basically inseparable therefore ‘Russia’s hybrid warfare is a rational
reflection of that understanding’ (Galeotti, 2016). This understanding of the
contemporary full spectrum ‘political-informational-economic battlespace’ is still
unappreciated by their Western counterparts is ‘not necessary a military threat to
West’ (Galeotti, 2016).

This view is mirrored in the RF Military Doctrine para 5 which explicitly mentions that
RF is committed to implement military measures to protect its national interests only
after political, diplomatic, legal, economic, informational and other non-violent
instruments have been exhausted (RF, 2014). This approach exemplified by
aggression against Ukraine has increased concerns in Estonia, Latvia and Lithuania.
The 3Bs are EU and NATO members therefore enjoy protection by NATO collective
defence and the EU ‘Common Foreign and Security Policy (CFSP) and ‘Common
Security and Defence Policy (CSDP). Nevertheless, 3Bs are smallest and
geographically most vulnerable their members. This fact has led to increase interests
not only in Russia’s traditional military threats but also in other forms of threats
against the 3Bs which could be found in both security strategies as pretext for the
aggression. Further analysis of RNSS and NSS revealed RF fundamental coercion
areas towards Baltic States which are considered as threats to Russian national
interests and consequently could be best exemplified by 2008 Georgian war, 2013

annexation of Crimea and ongoing Ukrainian crisis. They are as follow:

17 RNSS 81.
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1. Expansion of NATO, its infrastructure, increasing military activities close to
Russian borders are unacceptable and constitute direct military threat
especially towards Kaliningrad area’®.

2. Effective defence of the rights and lawful interests of Russian citizens abroad™®
poses direct threat towards Latvia (24%) and Estonia (27%) because of large
numbers of Russians compared to Lithuania (6%) (Central Statistical Bureau
of Latvia, 2011, Statistics Estonia, 2012 and Statistics Lithuania, 2011).

3. Attempts to revise Russia’s role and place in world history®® including different
views and interpretation of Molotov-Ribbentrop pact (1939) which enslaved
Eastern Europe and led to the Second World War.

4. Finally both Russian strategies includes consolidation of political, military,
diplomatic, economic, information and other means, directed towards the

defence of Moscow's national interests?.

In fact Lithuanian foreign minister Linkevicius caught the essence of the 3Bs threats
saying that ‘the Ukrainian conflict is a major breach of rules by Russia not just a
simple deviation of views, “but grabbing pieces of land and keeping them not to be
confused with peacekeeping” (Linkevicius, 2014). According to him Russian realized
its aggression by fully utilizing of political, military, economic and energy means,
including ruthless info-warfare, encouraging of separatism and terrorism and
supplying them with weapons (Linkevicius, 2014). It reflects new Russian nonlinear
approach to conflict so called Gerasimov doctrine. RF Chief of the General Staff
General Gerasimov claims that rules of war are changed and most important fact is
that in many cases ‘non-military means exceeds the power of military force in their
effectiveness in reaching political and strategic goals’ as exemplified in annexation of
Crimea (Gerasimov, 2013). This appreciation that all conflicts are only means to the

political ends leads to the conclusion that actual use of force is irrelevant if non-

18 RNSS 8§17 and NSS 8§16, §17, §106.
19 RNSS 8§38 and NSS §44.
20 RNSS §81 and NSS §79.

21 RN'SS §98 and NSS §30, §31, §36.
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military means can reach the goal more effectively. Therefore Russia must
increasingly ‘look for non-military instruments such as the wide use of political,
economic, informational, humanitarian and other non-military means in conjunction
with coordinated protest potential of the population’ (Gerasimov, 2013). Furthermore
Gerasimov emphasises the use of concealed character of supplementing military
means, including information operations and use of Special Force while open use of
force is expected just under the auspice of peacekeeping in crisis regulation
(Gerasimov, 2013). However peace is restored only to a particular stage to achieve
ultimate goals and success in the conflict (Gerasimov, 2013). This approach is not
really new as exemplified in long standing and current Russian peacekeeping
operations in Transnistria (Moldova), South Ossetia and Abkhazia (Georgia) and

ongoing implementation of Minsk agreement in eastern Ukraine.

Now then the concept of Russian aggression is defined it is right time to summarize
the actual situation in 3Bs and highlight potential threats. First, the 3Bs are member
of former Soviet Union therefore fall under the Russia’s national interest which could
be protected by all means necessary. Second, Latvia and Estonia have large number
of Russian citizens/compatriots, while Lithuania stands in the way to Kaliningrad
District, so Russia could decide to protect its citizens abroad. Third, 3Bs have small
armed forces and see themselves vulnerable despite being NATO and EU members
(see Annex 1). For that reason if Russian could launch an aggression against 3Bs it
is likely to take non-linear form according the Gerasimov doctrine to avoid triggering
NATO Atrticle V. Fourth, Russian economic sanctions against one or all Baltic States
has become rather regular especially in energy, transportation and trade fields which
were used to promote Russia’s agenda. Fifth, Russian companies are increasingly
trying to dominate media industry in 3Bs and support Russian agenda. In that context
very sensitive topic is concerning the opposing views on the Soviet Union occupation
of the Baltic States in 1940 as exemplified in the dispute over the Bronze Statue in
Tallinn in 2007’ (Winnerstig, 2014, p. 19). And finally, what worries, is expressed by
security services about Russian efforts to ‘influence policymaking in Baltic States’
(Winnerstig, 2014, p. 19). The whole picture indicates that Baltic States are now in
the transition from the first hidden/unnoticed, emerging phase to the second
sharpening phase in interstate conflict resolution where according to the Gerasimov

doctrine military acts only as deterrence element (see Figure 1).
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2. Lithuanian, Latvian and Estonian defence concepts.

Lithuania, Latvia and Estonia rely on both EU and NATO which provide security and
defence framework in case of crisis or war. Under the 2009 Lisbon Treaty EU
adopted a CFSP to generate a military and defence framework for the EU policy
which is aiming to establish a common European defence capability and conflict
prevention (EU, 2016). Furthermore according to the 1949 North Atlantic Treaty,
NATO is aiming to defend the freedom and security of its members through political
and military means (NATO, 2015). Therefore Baltic States defence should be viewed
within the context of EU and NATO membership.

2.1.Lithuanian defence concept

Lithuanian deterrence strategy is rather declarative, because national means
available are inconsistent with its aims in conventional terms to convince an
aggressor that any military actions against Lithuania will fail resulting in unacceptable
losses. According to the LTU ‘Ministry of Defence (MoD)' Lithuanian defence is
based on the concept of total, unconditional, individual and collective defence with
EU and NATO allies as core of the deterrence strategy (LTU MoD, 2012). This
concept involves three main components: deterrence, ensuring national security in
peace time and finally individual and collective defence in a war time (LTU MoD,
2012). However, deterrence requires: well-trained, well-armed and capable forces to
defend Lithuania against potential aggression (LTU MoD, 2012). Furthermore, as
there are no permanently stationed Allied forces on the Lithuania territory it requires
well developed ‘Host Nation Support (HNS) system which enables deployment of
Allied forces and preparing citizens for total armed defence and unarmed civil
resistance (LTU MoD, 2012). According to the official Lithuanian MoD information
‘Lithuanian Armed Force (LAF) in 2015 constituted two brigade size units and small
‘Territorial Defence Units (TDF) (LTU MoD, 2015). In contrast Russian Western
Military District constitutes 36 brigade size units from Central Command, 6™ and 20™
Armies (Hedenskog and Pallin, 2013, p. 58). Furthermore Russian owns extensive
conventional offensive and defensive capabilities in contrast with ill equipped LAF
(see Annex 1). Finally Lithuanian Defence Budget for 2015 constituted ‘1.43% (555m
€) of GDP’ (LTU MoD, 2015). While Russian expenditures constituted ‘4.4% of GDP
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(6425b €) for national defence’ (Hedenskog and Pallin, 2013, p. 103-106). It seems
illogical that the hundredfold smaller army could be able to deter Russia on its own.

So, according to the defence concept national defence is ‘balanced between
territorial and collective defence’, that implies respond to aggression by conventional
and non-conventional means (LTU MoD, 2012). One of the decisive factors to deter
potential aggression is attributed to prepare citizens for the total armed defence and
‘unarmed civil resistance (UCR). UCR falls under the responsibility of Lithuanian
government and directly depends on population’s will to resist in coordinated manner
and allocated resources to fulfil it. Last time successful UCR in Lithuania was
observed in 1991 when Moscow has tried to crackdown on Lithuanian’s aspiration for
independence (BBC, 1991). Subsequently, effective deterrence depends not on LAF
capabilities alone or defence concept itself but rather on government’s and
population’s will to resist, on EU and NATO allies’ actions, and how potential
aggressor perceives this deterrence. Therefore, TDF which are composed of
volunteers and perceived as both military and civilians at once would form base for
local military resistance which is likely to be decisive in case of crisis as exemplified
in 1939 Russian winter war against Finland (Howard, 2016). In addition due to the
changing character of threats LAF together with supporting institutions shall respond
to non-military and military threats occurring in the peacetime and provide military
assistance to civilian authority (LTU MoD, 2012). According to legislation,
employment of LAF in peace time is legal only on request of civilian authority to
assist and manage extraordinary situations within Lithuanian territory in supporting
role® (LTU Parliament, 2011).

However Ukrainian example revealed a need to deploy armed forces in very quick
and firm manner against hybrid warfare threats in peace time. Regulations on how to
deal in such situations were implemented in 2014 and exercised in 2015 during an
exercise Lightning Strike 2015 (LTU JHQ, 2015). Analysis of LAF military capabilities
in conjunction with working procedures, political will and readiness to employ it in

response to military threats could be assessed as ‘well balanced and appropriate’

22 Reinforcing Border police in protection of LTU border, reinforce police and

internal security force to protect key infrastructure, search and rescue and etc.
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(LTU JHQ, 2015). In spite of the fact that LAF is relative prepared to act against
hybrid threats in initial stages and provide assistance to civilian authority it seems
doubtful that Lithuania could seriously deter potential aggressor on its own. For this
reason, the military security environment suggests that LAF will be required to take
initial independent defence influenced by the geographical distinctiveness similar as
Latvia and Estonia. That implies that LAF should be capable to sustain prolonged
war and TDF are better suited and self-sustainable for this task as they know area
and people, if they are trained and equipped to fight conventional warfare by using
guerrilla warfare®. Ukrainian crisis revealed that potential aggressor could instigate
aggression as non-international and therefore short in preconditions to activate of
NATO Article V. Therefore in case of aggression similar like in Ukraine LAF should
defend territorial integrity individually (LTU MoD, 2012). In summary Lithuanian
defence concept is relative well balanced to face peace time challenges; however
recipe to deter Russia is not justified with reasonable resources. The situation implies
that greater utilisation of TDF in more efficient way, especially to fight superior

aggressor by using irregular warfare methods needs to be reconsidered.
2.2.Latvian defence concept

If properly developed ‘Latvian National Guard (LNG)’ as TDF could become credible
preventive measure to deter potential threats or as self-defence capabilities
reinforcing ‘National Armed Forces (NAF) with modern capabilities and effective
personnel reserve. Latvian's defence concept is laid down as a comprehensive State
defence based on expeditionary Armed Force and relatively large and quickly
accessible mobilization of reserves (Cabinet of Ministers of the Republic of Latvia,
2012). Moreover NAF together with state institutions, local governments and society
must conduct defence in support of the arrival and deployment of allied forces
(Cabinet of Ministers of the Republic of Latvia, 2012). It requires NAF to guaranty
early warning, military preventive measures, self-defence capabilities and HNS for
deployment of Allied forces (Cabinet of Ministers of the Republic of Latvia, 2012).
Consequently the ultimate strategic tenet is to ‘minimise potential threats to national

security by preventing, defeating and overcoming them’ (Cabinet of Ministers of the

23 Currently LTU TDF is not tasked to conduct such a task in war time.
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Republic of Latvia, 2012). However, Research fellow of Latvian Institute of
International Affairs Rublovskis argues that NAF current institutional structure with
total force less than 5000 troops in conjunction with low GDP allocated for defence
resulting in situation where NAF is not able to provide modern combat capabilities
(Rublovskis, 2014).

Furthermore, Rublovskis claims that in the case of conventional or unconventional
war the current form of NAF and its command and control structures would ‘cease to
exist’ (Rublovskis, 2014). Moreover anticipated early warning system, which was
aiming to allow NAF to prepare for the war, is losing its relevance as warning timings
become too short to meet required preparations. For example RAND’s Shlapak and
Johnson’s wargaming suggest that in conventional terms ‘Russia could be able to
reach the outskirts of Tallinn and Riga within 36-60 hours’ (Shlapak and Johnson,
2016, p. 4-5). Taking into an account that Russia is periodically conducting snap
exercises along borders of 3Bs as exemplified in ‘Western Military District “Complex”
Readiness Exercise in 2014 involving approx. 150,000 troops (Norberg, 2015, p. 75).
Consequently, no early warning system will be able to warn early enough to prepare
the state for war (Norberg, 2015, p. 75). This situation implies that military preventive
measures should be in place or ready to be employed within very short time what are
not in line with the expeditionary armed force concept. Nonetheless LNG, which is
aiming to strengthen NAF military capabilities, could potentially be developed in both
fields as important military preventive measure and as a self-defence capability to act

in early stages based on its permanence.

In addition, Rublovskis argues that the lack of financial resources and declining
demographic situation will have negative impact on NAF manning causing ‘deficiency
in recruiting and maintaining required number of qualified personnel and reserve’
(Rublovskis, 2014). This implies that the development priorities of NAF operational
capabilities should be reassessed involving further development of LNG. If developed
properly LNG potentially could act as source to train and maintain adequate NAF
reserve. Furthermore, LNG aspect of TDF aggregates civilian population and
integrates it into the national security matters which just by active presence minimise
potential military threats. Finally LNG could be employed as deterrence measure and
if required as self-defence capability to act in early stages of hybrid war because of
its local knowledge and permanence.
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2.3.Estonian defence concept

Estonian defence concept is well managed and resourced, but requires integration of
Russian minorities into defence force, otherwise their will continue to constitute
ground for Russian intervention. Estonian defence concept is based on the tenet of
sufficient defence capabilities to guarantee State’s sovereignty which relies on both
territorial and non-territorial units for initial independent defence capability and on
NATO'’s collective defence (EST MoD, 2011, p. 10-11). It envisions principal of total
defence as basis for collective defence in case of surprising attack and provision of
military assistance to civilian authority in case of emergency in both peace and war
times (Parliament of Estonia, 2010, p. 13). This concept basically requires to ensure
control of territory, to provide early warning, HNS, efficient reserve force and
mobilisation system and finally to develop mobile, modern, sustainable and rapid
response units (Parliament of Estonia, 2010, p. 14). According to the Junior Fellow of
the ‘Centre for Eastern Studies (OSW)’ Szymanski:

Estonian defence concept is backed up with wide consensus to allocate
NATO’s 2% of GDP for defence as a precondition to develop mobile, modern,
sustainable and rapid response units. (...) Estonia’s decisions to keep its
conscription system and maintain the TDF (Kaitseliit) as a traditional volunteer
formation proofed to be correct in long term (2015).

Currently Estonian Defence Force consists of approx. 6,000 professional troops and
15,000 TDF troops (see annex 1) being a reliable force (Estonian defence force,
n.d.). However there are two major issues to solve. Firstly integration of Russian
minorities (same as in Latvia) with following assimilation into both country’s life and
armed force especially into TDF, and secondly with 16 days of training per year TDF
cannot reach the same level as professional troops (Szymanski, P, 2015). This
implies that TDF should prioritize their training to those vital areas for initial
independent defence and try to involve Russian minorities. According to the Estonian
MoD conscription will remain the main source of reserves generating efficient
readiness and mobilisation system which in conjunction with early warning and
command and control will allow initial independent defence capability (Estonian MoD,
2011, p. 12). The most important requirement is rapid reaction especially in case of
surprising attack and TDF are well suited for this purpose as TDF members are living

and working in respective areas. Ongoing crisis in Ukraine revealed necessity to
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defend key infrastructure which according to the Estonian MoD are precondition for

collective defence (Estonian MoD, 2011, p. 11). Therefore Szymanski argues that:

Estonia’s decision to align TDF with regular force by providing TDF formations
with similar equipment to the regular forces has far reaching positive
consequences. In chasing for security Estonia continues to develop TDF anti-
tank capabilities, by 2022 intent to increase number of TDF members to
30,000 and finally battalion size units are to be replaced by more mobile
company size units which are recruited from locals. Furthermore, to increase
reaction time TDF staff would like to raise authorised TDF members who
allowed to keep their personal weapons and ammunition at home to 75%
(2015).

To summarize Estonia's defence concept mirrors Finnish defence model by
absorbing the principles of total defence, conscription with professional element and
most important classic TDF which in current situation suits the best in order to

counter threats posed by RNNS.
3. Conclusions

Changing security environment, unfriendly neighbour driven by their national
interests, diverse view of history and minority issues will continue to dictate 3Bs
defence concepts. Therefore it must be constantly adapted to adequately meet actual
security challenges. The evidences suggest that in current security environment 3Bs
are dependent on NATO’s deterrence and collective defence in case of a crisis.
However absence of permanent Allies troops in Baltics and geographical peculiarity
prescribes that 3Bs must retain initial independent defence capability in case of a
surprising attack as prerequisite for collective defence or as defence against non-
linear war. In spite of this view Lithuania and Latvia, unlike Estonia, put expeditionary
capabilities higher priority over TDF though it is obvious that importance of TDF is
increasing for both 3Bs and NATO. In case of attack against 3Bs NATO should
respond militarily and expel aggressor or accept Russian strategic victory leading to
catastrophic consequences for alliance. Therefore it is so important to deter and if
failed to expel an aggressor, however conventional approach to preposition of
substantial force is rather demanding. Because it would require indefensible funding,
would be pretext for escalation and vulnerable for pre-emptive strike. Otherwise
deploy it immediately after the crisis breaks out due to the slow NATO decision
making would give an aggressor time to achieve its objectives and becomes
challenging due to the Russian’s anti-access and anti-denial capabilities. Resulting in
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the situation, that in all cases 3Bs will be responsible for the initial independent

defence with all national means available.

Consequently, Russian superiority in case of linear warfare should be fought by
exploiting its weakness and using own strengths such as sabotage and guerrilla
warfare. Therefore, if properly trained and equipped TDF could operate
independently or according to the national defence plan in support of professional
armed force. Furthermore it could support civilian authority or operate in
decentralized and aggressive civilian resistance or even organize it. If successful,
such an approach disrupts aggressors land lines of communication, damage
command and control infrastructure, slows down dig in and denies easy victory by
buying time for Allies to fight back. Such an approach in conjunction with political will
and comprehensive defence approach go over traditional TDF efforts. Therefore an
integrated defence concept would serve both ways to deter and if failed to defend. In
fact such a defence concept should be integrated into national security strategy to
make best use of single elements by putting them together into an all-encompassing

defence strategy which aims primarily to deter potential aggressor.
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Annex 1. Contextual base line of military capabilities covering time period from 2013

to 2015 expressed in absolute numbers.

Lithuania Latvia Estonia EU NATO Russia
Population (CIA, 906.002
2015). 2,884,433 | 1,986,705 1,265,420 | 510,540,617 051’ ' 1 142,423,773
SOD;)(_US$) (A 7593 48,36 billion | 50:7° 16,63 trillion | 31450 | 3,577 tillon
Military expenses
in 2014 (US$
billion) (Stockholm
International Peace 0,377 0,299 0,509 303 919,917 | 84
Research Institute,
2015).
Troops number
(active) (Global | ~14.900 | ~6,000 6,000 | ~1,601217 | ;o°%0 | -771,000
Firepower, 2016).
Major military
equipment
(Global Firepower,
2016).
Total Naval
Strength 12 18 6 1,521 1,783 352
Total Aircraft 10 6,740 21,699 | 3,429
Tanks 0 0 6,691 19,124 | 15,398
Armoured Fighting
Vehicles (AFVs) 432 250 318 48,971 97,738 31,298
Self-Propelled
Guns (SPGS) 0 0 0 2,312 5,140 5,972
Towed-Artillery 54 20 66 3,492 4,928 4,625
Multiple-Launch
Rocket Systems 0 0 0 1,069 3,153 3,793

(MLRSS)
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Figure 1. Gerasimov’s concepts of hybrid warfare (Connell and Evans, 2015, p.5).
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Is Russia a strong or a weak power?
MAJ Davit Aghabekyan

Introduction

Recent Russian activity in the international arena such as the annexation of Crimea
followed by indirect involvement in Ukrainian armed conflict, as well as direct
intervention in the Syrian civil war by mass airstrike’s provides cause for reflection.
Alleged Russian military support to separatists in Ukraine increases, a new wave of
contention between the West and Russia. This raises the question, whether Russia is
strong or weak? The answer is sophisticated due to there not being an exact
definition of a weak or a strong country. Dr. Querine Hanlon claims: ‘Strong, weak,
failing, or failed states are defined (1) by their ability to control their own territory, (2)
by their capacity to perform core functions, and (3) by their vulnerability to challenges
to their legitimacy’ (Hanlon, 2011). One may disagree with this statement, however
history of some strong but fallen states can justify that claim. This essay will find
some concurrences of the political system of the former Union of Soviet Socialist
Republics (USSR) and the contemporary Russian Federation (RF) which led USSR

to fail.

The USSR had ability to control its own territory due to strength of armed forces
backed by a huge arsenal of weapons of mass destruction (WMD). Furthermore,
Moscow was able to influence on international geopolitics and threatening the
sovereignty on formally independent countries. However, at the same time population
of the USSR had been suffering because of economic deficit and high level of
corruption, which was a common aspect of the life. On this stage Moscow was not
able or was not willing to perform its core functions by providing economic stability
and appropriate productive struggle against corruption. One may argue that military
power was enough to consider the USSR as a strong country. Probably it was, but
only for the short term. Leon Aron quotes the last leader of USSR Gorbachev’s

interview:

The Soviet model was defeated not only on the economic and social levels; it
was defeated on a cultural level. Our society ... rejected that model on the
cultural level because it does not respect the man, oppresses him spiritually
and politically (Aron, 2011).
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The collapse of the USSR is a clear example of the fact that a strong state should not
only enhance military power, but should also consider the economic development of
the state and respect its citizens as well. Nevertheless, after the collapse of the
USSR population of fifteen independent countries looked on to a life from the
different angle with Russia among those states. On December 12, 1993 in nationwide
referendum Russia adopted its constitution. According to that constitution a man, his
rights and freedoms are the supreme values; the recognition, observance and
protection of the rights and freedoms of man and citizen shall be the obligation of the
State (The Constitution of the Russian Federation, 1993). The Russian Constitution
based upon democratic values such as liberty, equality and justice. However, the
government of Russia instead of obtaining all benefits of free market to improve the
economic situation and build democratic institutions in the state began to raise

military expenditure and violate human rights, thus repeating USSR history.

The desire of an average citizen of any country in the world might be security,
economic prosperity, justice, freedom of expression and speech, protection of human

rights. In his speech in Cairo, President Obama argues that:

... all people yearn for certain things: the ability to speak your mind and have
a say in how you are governed; confidence in the rule of law and the equal
administration of justice; government that is transparent and doesn't steal
from the people; the freedom to live as you choose (Obama, 2009).

One might argue that among above mentioned factors Russia succeeds in security in
terms of technologically advanced armed forces and that is enough to be defined as
a strong state. However, this essay will argue that despite of modernized and
combat-ready military Russia is a weak power because of a fragile economy,

guestionable democratic values and demographic problems.

Modernized and combat-ready military

Putin with his actions in an international environment impressed officials who thought
that greater military capabilities of Russia left far behind in the past and contemporary
armed forces of Russia something other than the remnants of the former power.
Current air strikes and launched surface to surface missiles in Syria verified

Moscow’s determinations to reveal the present capability of Russian armed forces to
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the international society. This is how Lt. Gen. Ben Hodges, the commander of United
States Army forces in Europe responds to Russia’s modern military capabilities:
‘What continues to impress me is their ability to move a lot of stuff real far, real fast’
(Lee Mayers, et al., 2015).

Regardless of CNN media reports claiming about the vast amount of casualties
among civilian population in western Syria caused by Russian airstrike’s (Mullen,
2015), military forces loyal to Syrian President Bashar al-Assad took great advantage
of it and seized several strategic villages and towns south of Aleppo in northern Syria
(ARA news, 2015). Andrew Bowen writes: ‘To Putin, an important state will not only
have a modern military, but be able to display it through exercises and

demonstrations’ (Bowen, 2013).

After dissolution of USSR, Russia became legatee of it with all obligations and huge
military resources including biggest arsenal of WMD (Federation of American
Scientists, n.d.). However, due to political and economic instability in the country at
the end of the twenty century Russia was not able to develop armed forces and they
remained at the lowest level of combat readiness. Military operations in Chechnya
certainly demonstrated above mentioned conditions of Russian armed forces.
Generals were not able to analyse the situation properly and adapt armed forces to
the demands of guerrilla warfare, but they just relied on a huge military power stayed
after the collapse of the USSR and wished to complete campaign in short duration. At
the same time, Chechen insurgents were able to fight successfully against state’s
conventional forces despite of lack of armament and manpower. Furthermore, the
high level of corruption played a significant role in that campaign, especially in the
first Chechen war. Mansur Mirovalev claims that: ‘The fighters, in turn, blackmail
corrupt officials who embezzle lavish funds from Moscow’ (Mirovalev, 2014).
Eventually the Russia’s armed forces were able to overcome the insurgents and

stabilise the North Caucasus by employing all tough military power.

Moscow’s great power ambition remained as a core challenge for foreign policy. In
spite of the country being in a weak, declining economic condition, Russian foreign
minister Primakov in January 1996 declared: ‘Russia has been and remains a great
power, and its policy toward the outside world should correspond to that status’

(Donaldson, 2000). The statement became more realistic after election of new
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President Vladimir Putin in 2000. As Andrew Bowen writes: ‘..., Putin has launched
an ambitious military modernizatsii [modernization] program and seeks to create a
modern force that is not only professional, but is able to project Russia’s ambitions
and interests’ (Bowen, 2013). Richard A. Bitzinger argues: 'The arms industry
suffered considerably after the collapse of the Soviet Union in the early 1990s and
subsequent years of neglect due to a precipitous drop in military spending’(Bitzinger,
2015). Nevertheless, during the time armed forces had been able to slowly recover
some of its former authority, capability, and operational efficiency. Despite of
progress, the war with Georgia in 2008 exposed numerous obvious insufficiencies,
particularly in command and control structure, thus justified the requirements of
innovation. During that conflict Russian armed forces were still organised within the
large divisions which were designed to conduct conventional battles against
opposing NATO armed forces. In spite of its mighty size, army was not able to react
to a rising armed conflict with significant demands of well synchronized operations,
but to fight large tank battles. Moscow applied lessons learned after the war and
large bulky divisions were changed to brigade size units. The reforms continued and
six military districts were converted to four operational strategic commands.
According to Andrew Bowen the military modernization State Armament Program
(SAP-2020) initiated by Putin had pursued to finance $773 billion by 2020 and overall
goal is to arm 70% of the Russian military with modern weaponry such as 350 new
fighter jets, including the new fifth generation T-50 fighter, some 1000 helicopters, 54
surface ships and 24 new submarines, including “Borei” class ballistic missile
submarine and additional nuclear strike capabilities which includes designing a new
Inter Continental Ballistic Missiles, the RS-26 (Bowen, 2013).

In accordance with the Global Fire Power, military expenses of Russia in 2015 were
about $47 billion, which is roughly three times less than the military budget of China
and about twelve times less than the military budget of the US (Global Fire Power,
2015). Therefore, fragile economy of Russia has direct impact on the plans of
Moscow to modernize 70% of weaponry in army by 2020. Nevertheless, despite of a
declining economy in Russia, Putin is not only keeping the development of armed
force capability, but he continues to increase military expenditures to his enormous
military project. According to Admiral Vladimir Komoyedov, the Duma plans to spend

3.1 trillion roubles ($76 billion), or 3.7 percent of gross domestic products (GDP), on
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defense in 2016 and 3.23 trillion ($79 billion), or 3.6 percent of GDP, in 2017’ (The
Moscow Times, 2014a). Justification of Russian improvement in military industry
might be the argument that RF is a second exporter of the weaponry in the world.
Moreover, according to BBC’s released information Russia sells 27% of all
armaments in the globe (BBC, 2015a).

The last but not least important stage of improvement is the transition of the conscript
consisting army to contract professional solders army. According to Andrew Bowen
by 2017 number of professionals in the army should reach up to 425,000 solders,
however the amounts of so called kontraktniki [contractors] in military by 2013 was
about 200,000 and a consequential goal of 425,000 professionals by 2017 remains
under question due to demographic problems which is facing Russia and lack of

volunteers to sign contract and become professional soldier (Bowen, 2013).

Although effective improvements of Russian armed forces, Moscow’s plan to
accomplish the SAP by 2020 is under a big question due to fragile economy and
demographic problems.

Fragile economy

RF is the biggest country in the world. As Glenn E. Curtis claims: ‘Russia accounts
for around 20 percent of the world's production of oil and natural gas and possesses
large reserves of both fuels’ (Curtis, 1996). In 1991, Russia emerged from the Soviet
Union and with big potential of fossil resources began to develop its economy based
on global integration and free market with decentralized planning mainly relying on
the private sector. In the beginning of 1990s, first president of Russia Boris Yeltsin
initiated privatization program in the country and because of it, no less than 70
percent of GDP pertain to the private sector by 1997 (Aslund, 2008). It was a time
when Russia’s first official billionaire-oligarchs appeared. Nevertheless, at this stage
of the reforms Russia has not moved to a new level of economic prosperity. As a
senior fellow at the Peterson Institute Anders Aslund argues: ‘Because of
extraordinary political resistance by rent seekers, ranging from old state enterprise
managers to novel oligarchs, Russia had an average budget deficit of 9 percent of
GDP from 1993 until 1998’ (Aslund, 2008).
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After the presidential election in 2000, Putin has stood up at the power of the Russia
and with new ideas prolonged economic reorganizations originated by his
predecessor. Putin in his annual address to the Federal Assembly in 2002 declared:
‘The norm of the international community and the modern world is tough
competition—for markets, investments, political, and economic influence... nobody is
eager to help us. We have to fight for our place under the economic sun’ (Putin,
2002).

Nevertheless, reforms are not significant and as it was in Soviet era main profit to
Russian GDP still based on income from the export of gas and oil, therefore it has a

direct dependency on world market prices. Walter Laqueur writes:

...the country's economic and municipal infrastructure is very poor, and its
dependence on the export of oil... is undesirable and in the long run,
dangerous. A lack of economic diversification will make it increasingly difficult
for Russia to compete in global markets and maintain its status as a great
power (Laqueur, 2010, p. 156).

Attempts initiated by the leaders of Russia to diversify economical dependency from
oil and gas were not successful so far. The Wall Street Journal published an article
by Greg IP on September 2, 2015 arguing that:’ ... Prime Minister Dmitry Medvedev
had sought to spur innovation to diversify away from oil and gas. But ..., even those

diversification efforts depend on subsidies generated by oil and gas’ (IP, 2015).

Although economic conditions in the country are far from stable, Putin’s reputation in
Russia has grown up since its involvement in Syria’s military campaign. The
propaganda launched by contemporary Russian government reminds hard legacy left
by soviet thinking mentality. Bridget Kendall claims: ‘...the message being pumped
out by nationalist Russian media is reminiscent of the propaganda produced in the
Soviet Union’ (Kendall, 2014). According to a CNN report Putin’s popularity reached

to a historic maximum 89 percent in June 2015 (Cullinane, 2015).

The sanctions launched by West against Russia deteriorate the economic situation in
the country. Mark Agerton argues that: ‘As a consequence of the sanctions, the value
of the Russian Rouble fell precipitously as nervous investors removed their capital
from the country’ (Agerton, 2015). However, Moscow applied soft power to divert

attention of own population from economic instability in the country. CNN reporter
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Susannah Cullinane quotes daughter of assassinated opposition leader Boris
Nemtsov, Zhanna Nemtsova: ‘Putin has two truths: He has oil price and propaganda.
Now oil prices fell down. They lost half of its value. Now he has only one tool left, and
that is propaganda. And that is why he is so popular in Russia’ (Cullinane, 2015). The
Business Insider in a 2014 published article regarding Russian economic
dependency on gas and oil. According to that source roughly 68 percent of all
Russian exports in 2013 composed of gas and oil materials to compare with US
export revenue where about 60 percent comprised of 122 different items while fuel or
heating oil and petroleum products make up just 8 percent (Wile, 2014). Accordingly,
the Russia’s GDP per capita in 2014 was about 12,735 US dollars, which is more
than two times less than Spain (World Bank, n.d.). Nevertheless, Spain’s economy is
not counted as a strongest among EU partners. The digits become even worse if you
would compare with globe leading countries such as the US which GDP per capita in
2014 according to same source was $54,629. Moreover, according to the Moscow
Times average monthly salary across the Russia drop down to 31,200 roubles ($500)
in January 2015 which is 8 percent less than the same month in 2014 and about 50
percent fall in dollar terms due to rapid inflation of Russian national currency
(Spinella, 2015). One may argue that size of population of Spain and Russia is not
the same; therefore Spain’s GDP per capita is more than in Russia. However, this
number represents the people, which should be foundation of the country and as it
was mentioned in Dr. Hanlon's argument, strong country differs by its ability to
perform core function, in this case by facilitating economic prosperity of the own
population, which has not been achieved so far.

Questionable democratic values

Although the democratic values are quite broad topic to discuss, this essay will
slightly touch some of them such as human rights and freedom of speech. Article 19
of Chapter 2 of the Russian constitution states that:

The State shall guarantee the equality of rights and freedoms of man and
citizen, regardless of sex, race, nationality, language, origin, property and
official status, place of residence, religion, convictions, membership of public
associations, and also of other circumstances (The Constitution of the
Russian Federation, 1993).
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In addition, according to the RF constitution article 80 President of the RF shall be
guarantor of the Constitution, the rights and freedoms of man and citizen (The
Constitution of the Russian Federation, 1993). However, behaviour of leader of
southern province Chechnya, Ramzan Kadyrov is not equitable with that statement.
Amanda Taube quoted chilling directive of Kadyrov to his security officers in April 23,
2015 who said: ‘| would like to officially state: Open fire if someone from Moscow or
Stavropol — it doesn't matter where from — appears on your turf without your
knowledge’ (Taube, 2015). The above mentioned statement can explain that even
though Chechnya is the part of the RF, Kadyrov is not eager to accept control from
Moscow. It is difficult to imagine that kind of performance in other democratic
countries. As Amanda Taube writes: ‘It is common if unofficial knowledge that Putin
and Kadyrov have a deal: Putin installed Kadyrov in power, granting him near-
complete autonomy in Chechnya and generous federal subsidies. In return, Kadyrov
has ensured that Chechnya does not return to separatist conflict’ (Taube, 2015). In
other words Chechnya is a country within the country and the claim depicted in article
4 of Constitution that: ‘The Constitution of the RF and federal laws shall have
supremacy in the whole territory of the RF’ (The Constitution of the Russian
Federation, 1993) is not applicable in this circumstance and what is written in the

constitution is not working in reality.

Another value of democracy which is undermined in Russia is freedom of expression.
The article 29 of RF Constitution states that: ‘Everyone shall be guaranteed the
freedom of ideas and speech’ (The Constitution of the Russian Federation, 1993).
Nevertheless, according to the BBC, Russian TV is dominated by channels that are
either run directly by the state or owned by companies with close links to the Kremlin
(BBC, 2015b). In addition, journalists are taking a big risk of physical violence or even
be killed if they explore too deeply into delicate issues like corruption. Until recent
times the internet was one of the Islands of free expression drifting in media domain.
Yet, as Tanya Lokshina claims: ‘In December 2013, President Putin signed a law
criminalizing public calls to separatism’ (Lokshina, 2015). As a result of this law one
can face up to five years in the jail if the government decides that one’s comments in
internet including social network may challenge countries territorial integrity.
According to Remi Piet, Federal Service for Supervision in the Sphere of Telecom,
Information Technologies and Mass Communications (ROSKOMNADZOR) has
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authority to shut down any website labelled as "extremist” - a loosely defined term
which could include anything from terrorism to merely disagree with the current
regime - as well as imprison people who post alleged calls to extremism (Piet, 2014).

The inherent attributes of a democratic system is the institution of opposition.
However, Moscow is not accepting other views rather than one, accepted by the
government. The Moscow Times quotes deputy chief of staff Vyacheslav Volodin
who said; ‘There is no Russia today if there is no Putin’ (The Moscow Times, 2014b).
According to the Guardian the daughter of the murdered Russian opposition leader,
Boris Nemtsov, has accused Vladimir Putin of being “politically responsible” for her
father's death; moreover, she said that after his death the opposition is beheaded
and everybody is frightened (Quinn, 2015). Yet, the spokesman of Putin declared
that the murder of Nemtsov had been 100% provocation intended to make Russia
look bad and the president has taken personal control of the investigation (Walker,
2015). As a cause for reflection, leader of Chechnya Kadyrov described the man who
pulled the trigger as “a hero of Russia” (Walker, 2015).

Analysis of aforementioned arguments drives to conclusions that even if Russia
declares to be a democratic state with appropriate constitution, the government in
behalf of presidents is not keen to perform its core function, such as constitutional
execution guarantees. Therefore, in a country where the law is subservient to the
elite and acts selectively eradicated and freedom of speech under various pretexts
sooner or later will lead to a political vacuum and cannot be considered as strong

state.
Demographic problems

Last but not least important problem to discuss is a demographic challenges faced by
post-Soviet Russia. The demographic crises supposed to be related to overall crises
after collapse of SU, therefore it is logical to expect demographic equilibrium when
the situation is stabilized. However, economy of present Russia since it had emerged
from SU is not stable. Moreover, depopulation of Russia especially sparsely
populated Siberia has reached enormous dimensions and became one of the
priorities of the country. Putin on his annual address to the Federal Assembly in 2006

declared: ‘1 want to talk about the family, about the most acute problem facing our
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country today — the demographic problem.... You know that our country’s population
is declining by an average of almost 700,000 people a year (Putin, 2006). The
government applies the concept of demographic policy to increase population. As
Anatoly Vishnevsky writes: ‘It assumes a growth in life expectancy to 75 years by
2025 and in a total fertility rate of up to 1.9-2 children per woman...” (Vishnevsky,
2009). In order to overcome shrinking population, Moscow should solve following
challenges; increase fertility, decrease mortality, minimizes emigration and maximise
immigration. According to Joseph Chamie and Barry Mirkin, although the number of
births in Russia in 2014 was about 1.7 births per woman, which is higher than in
1990s, yet is still about 20 percent less to ensure population replacement. (Chamie,
et al., 2014). Moreover, the abortion rate in Russia is the highest in the world and
estimated at two abortions for every birth (Chamie, et al., 2014). Accordingly, high
mortality is due to high rates of smoking, alcohol consumption, drug use, HIV/AIDS,
tuberculosis, obesity, heart disease, violence, suicide and environmental pollution.
(Chamie, et al., 2014). The policies to decrease the health disaster are not effective.
The Moscow Times published an article regarding health care condition in Russia,
according to the State Statistics Service; from 2005 to 2013 the number of health
facilities in rural areas fell by 75 percent, from 8,249 to 2,085. (Epple, et al., 2015).
Anatoly Vishnevsky claims that: ‘..., the economic and political situation in Russia
does not allow us to expect such a revolutionary change in the health care system in
the near future’ (Vishnevsky, 2009). The life expectancy for males is about 64 years,
which is 15 years less than in Germany, Italy or Sweden. Mark Adomanis backed by
Rosstat released information regarding preliminary demographic data for January
2015 argued that: ‘Compared to the previous year, deaths were up and births were

down by 2 and 4% respectively’ (Adomanis, 2015).

After the collapse of SU, Russia has become home for many immigrants, mainly from
former Soviet republics. However, the flow of new settlers did not compensate
shrinking population of Russia. In addition, anti-immigrants sentiments among
Russians are certainly growing, which has a direct impact on migration rate and
create additional challenges for officials. Russia is suffering by high tempo of
emigration as well. According to the Russian State Statistics Service, Russians who
left the country in 2012 was 122,751 people which is nearly four times more than
those who left in 2011 (36,774) (Sinelschikova, 2015). Ankit Panda writes that: *...five
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times as many Russians are emigrating now, during Vladimir Putin’s third term, than
in the early 2000s’ (Panda, 2014). And as the President Obama states: ‘Immigrants

aren’t rushing to Moscow in search of opportunity’ (The Economist, 2014).

The demographers Joseph Chamie and Barry Mirkin argue that: ‘Russia’s population
will most likely decline in the coming decades, perhaps reaching an eventual size in
2100 that’'s similar to its 1950 level of around 100 million’ (Chamie, et al., 2014).
Consequently, the country where government is unable to carry out adequate
reforms in the health care system and migration policy should not be regarded as a

strong country.
Conclusion

There is a well-known quotation by Winston Churchill: ‘Russia is never as strong as
she looks; Russia is never as weak as she looks’. However, in 2002 Putin declare his
version of Churchill’s quotation: ‘Russia was never so strong as it wants to be and
never so weak as it is thought to be’ (Katz, 2006). What is interesting here that these
guotations were declared in different period of time and the question if Russia is

strong or weak relevant today as well.

The possession of massive storage of WMD and current Russian military doctrine,
which allows massive use of weapons based on new physical principles, comparable
in efficiency with nuclear weapons (Military Doctrine of the RF, n.d.) sets
preconditions in geopolitics to take to consideration Russia’s position. Moreover
Russian permanent membership in the UN Security Council contributes to a decision
making process in geopolitical domain. An example might be current debates
between the Russia and the West related to military conflicts in Syria and Ukraine.
Similar to USSR, Russia has its unique place among international partners due to
strong military. However, adequate lessons learned from the history were neglected
by Moscow and imperial ambitions of USSR emerged in modern Russia, which is
later became the cause of the deterioration in the country. Current leaders of Russia
are unable to diversify the economy and like their predecessors mainly rely on gas
and oil market. As a result, national currency dramatically fell down due to decreased
oil prices. Yet, at the same time expenses on military sector were increased

irrespective of worsening economic situation. Country cannot be considered as a
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strong state where the health care system is in low level, demography is
downgrading and life expectancy for males is about 64. Country cannot be
considered as a strong state, which has high level of emigration, where people leave
their motherland for better and worthy life and become citizens of new state, where
rights of a man is of priority for government and the rule of law applies to everyone

regardless of his/her position and wealth.
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Given the nature and understanding of what is being called Hybrid Warfare
today, how can NATO, as a collective alliance, effectively counter hybrid
threats? What would an Alliance Counter-Hybrid Warfare Operating Concept
look like? What would be some of the challenges associated with such a

concept?
MAJ Darius Meilunas

Alliance Counter-Hybrid Warfare Operating Concept should be based on the
Comprehensive Approach. All-dimensional educational aspect has to be

central to that concept.
Introduction

Since the end of the Cold War, a significant effort has been invested in
understanding irregular warfare (Perry, 2015). For the last few decades the
phenomenon of western military activity and thinking was counter-insurgency
operations (COIN). Following Russo-Georgian war (2008) and especially Russia’s
occupation of Crimea (2014) and the ongoing contemporary war in eastern Ukraine,
the focus apparently was shifted to the concept of hybrid warfare. The term ’hybrid
war’ seems to be on the lips of the world media to describe the new Russian threat to
western, specifically European, security (Charap, 2015). Due to the close proximity of
the recent ‘battlefield’ to borders of European Union and NATO countries,
discussions on how to prevent, or counter, Russian backed hybrid threats are on the
top of the political and military agendas. This essay argues that an Alliance Counter-
Hybrid Warfare Operating Concept should be based on the principles of the
Comprehensive Approach Concepts used by NATO and Coalition COIN operations in
Afghanistan and Irag. As ongoing discussions in public and among the politicians and
the militaries show the misunderstanding of the nature (causes-usage-
consequences) of ‘hybrid war’, an educational aspect of NATO member states’
societies is crucial to reinforce recognition of the hybrid threats’ variety and ability to
resist on all levels. First, this essay will provide a brief overview of hybrid warfare
theory to demonstrate the complexity and dynamic nature of hybrid threats. Next,
three case studies of hybrid warfare will be examined to visualize how the hybrid

warfare concept is exercised in practice by state-centric actors. Lastly, this essay will
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conclude with a recommended Alliance (NATO) Counter-Hybrid Warfare Operating

Concept.
Hybrid Threats / Hybrid Warfare overview

Before developing a Counter-Hybrid Warfare Operating Concept (C-HW concept) it is
necessary to understand the nature of Hybrid Threats and the character and main
principles of Hybrid Warfare. The Hybrid Threat is not a new phenomenon in warfare.
The grouping of threats into conventional and unconventional has been predominant
for a very long time. The Vietnam and Soviet-Afghan wars contain examples of
clashes between irregular forces and regular military forces by using conventional
tactics and weapons supplemented with terrorism and guerrilla tactics. Analysis of
the conflicts which have erupted during the last few decades shows that Hybrid
Threats do not fit into this traditional understanding. Hybrid Threats in current
conflicts represent simultaneous combination of various enemies and adversaries
and their activities that are flexible to change and adapt over time and across various
domains (Department of the US Army (DA), 2010). Those threats are designed to
target specific state’s vulnerabilities, and are therefore varied in different operational
environments (Hoffman, 2007). As a definition within the western military community

a Hybrid Threat can be described as ‘...the diverse and dynamic combination of
regular forces, irregular forces, and/or criminal elements all unified to achieve
mutually benefitting effects.’” (DA, 2010). Moreover, not only purely military or kinetic
activities fall under modern Hybrid Threat understanding. Non-military entities can be
involved and non-kinetic actions can take place in the information, social, political,
infrastructure, economic, legal and military (PMESII-L) domains. It makes Hybrid
Threats unique, usually unpredictable and a complex challenge to western military
communities and societies, and creates multiple dilemmas that require adaptive

reactions along multiple lines of effort.

Hybrid warfare concept, which includes creative, synchronized and synergetic
employment of Hybrid Threats, was for a long time mainly applied to developing
states and stateless groups (Neneth, 2015). Recently, additional forms of Hybrid
Warfare have been identified: state-centric and quasi-state hybrid warfare, as the
Islamic State, representing the later (Neneth, 2015). Some nation-states, which

identify themselves as regional powers, aspire to dominate over their neighbouring
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countries. Usually they have conventional force capabilities to do so, however, due to
geopolitical trends, international legal obligations, conflict escalation likelihood and
international community’s influence they are not willing to use those capabilities
openly (DA, 2010). Those states prefers to operate in the so called ‘Gray Zone’
(space between peace and war, where small-footprint, low-visibility, covert and
clandestine in nature operations are practiced, (Votel, 2016)) and to use other than
conventional military means to destabilize regional security and consolidate their
influence. Here the term ‘state-centric hybrid warfare’ is applied to well-developed
states, such as Russia, China or any other modern core state, which use Hybrid
Warfare concepts as a Modus Operandi to achieve their politico-military goals. | will
put the main focus of this paper on the analysis and development of a C-HW Concept
against State-centric Hybrid Warfare due to a matter of great urgency to the Baltic

States.

State-centric hybrid warfare can be defined as ‘a flexible military strategy that
simultaneously uses varied tactics including, but not limited to, conventional tactics
employing modern weapons, irregular tactics, covert operations, subterfuge and
deception.” (Neneth, 2015). Under this concept states combine conventional military
forces which possess sophisticated weapon systems, high-tech based command and
control (C2) tools and use combined arms tactics with attributes usually associated
with insurgent and criminal organizations. Any variety of non-state actors can be
used as well by a state to conduct a range of activities that threaten the target state’s
government, its citizens and interests. Those activities include terrorism, illegal drug
trading, illicit arms and strategic material trafficking, international organized crime,
piracy, deliberate environmental damage, extremism, ethnic disputes and religious
rivalries (DA, 2010). The combination of the state-based tools and resources with the
potency of supporting and enabling non-state actors makes state-centric hybrid
warfare extremely effective to present enough complexity to stretch the target nations
resources, degrade intellectual capacity and restrict freedom of action of the target
state directly and indirectly (DA, 2010). The states exercising hybrid warfare use
technologies, media and global networks to conduct sophisticated information
campaigns and to broadcast their influence over different audiences including the
populations of own and target states as well as the international community. Massive

disinformation campaigns designed to control the narratives are widely used in a
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hybrid warfare concept (EEAS, 2015). The ability to bring influence on populations
and keep it passive, unconcerned or even supportive creates positive preconditions
to achieve goals of the aggressor states with limited opposition. It leads us to the
necessity to educate at-risk populations to identify hybrid threats and their associated
narratives in order to prepare for individual and collective societal resistance. The
aggressor states take every opportunity to obtain a position within a target state’s
political, military, economic and social infrastructures well in advance and use it to
their advantage as opportunities present themselves. Insurgency, in concert with
criminal activities, is used to create instability and to alienate legitimate security
forces from the population. By successfully implementing all of the above-mentioned
non-military and non-kinetic activities, an adversary state may prevent the timely and
adequate response of the target state’s government. Physical attacks on the target
state by using conventional military forces, including the use of or threat to use
Weapons of Mass Destruction, in combination with unconventional and non-military
activities usually is the last option in a state-centric hybrid warfare campaign. In
summary, Hybrid Threats within state-centric hybrid warfare concepts
‘...simultaneously create economic instability, foster lack of trust in existing
governance, attack information networks,..., cause man-made humanitarian crises,
and physically endanger opponents’ (DA, 2010). The containment of complex Hybrid
Threats requires a comprehensive effort of the target state’s actors along all PMESII-
L domains. Further analysis of current Russian activities in the former Soviet Union
area will highlight region and actor specific aspects of the state-centric hybrid

warfare.

Under the presidency of Vladimir Putin, Russia invested a huge effort to resume the
status of a regional power (or even claims to a global power) which was lost with the
breakdown of the Soviet Union in the early 1990s. The Kremlin is making a
geopolitical comeback in the former Soviet space to achieve this goal by rebuilding
conventional military capabilities and projecting power in the near abroad, regaining
geopolitical influence regionally, achieving economic, cultural and informational
dominance, and preventing enlargement of NATO and the EU toward Russian
borders (Karagiannis, 2014). It sees those organizations with US on the spearhead
as a threat not only to Russia’s regional or global dominance, but also as a real threat

to its internal order and ruling regime through imported ‘colour revolutions’ (Bartles,
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2016). Russia blames NATO and EU for attracting the former members of the Soviet
Union from Russia’s sphere of influence, thereby ignoring its natural right to regional
influence. Since the fall of the Soviet Union, Russia’s goal was to make the former
Soviet Republics friendly and subordinate partners (Berzins, 2014). Many of those
countries are already under the Kremlin’s sway with significant Russian military
presence and political, economic, information influence, while others are targeted for
future exploitation and development (including Baltic States). A variety of tools, which
fall under western descriptions of Hybrid warfare, are used to keep the former Soviet
Republics under Russia’s influence. The term ‘Hybrid Warfare’ is not used in Russian
military literature. Instead of ‘Hybrid Warfare’, the term ‘Non-Linear War' is used
among the militaries and military academics. However, the meaning of those terms is
the same — ‘... intentionally blurring the line between war and peace and creating a
permanent fog of war.’ (Sikory, 2015). The analysis of the latest ‘colour revolutions’
made a significant influence on the Russian view of the ‘...warfare in the twenty-first
century.” (Gerasimov, 2016). A thought of the Chief of the Russian General Staff
Gen. V. Gerasimov — ‘The role of non-military means of achieving political and
strategic goals has grown, and, in many cases, they have exceeded the power of
force of weapons in their effectiveness.’ (Gerasimov, 2016) — became the backbone

of the recent non-linear war or state-centric hybrid warfare concept.

Generally, the concept of Russian Hybrid Warfare is based on the use of political,
economic, informational, humanitarian and other non-military measures
supplemented by military means of a concealed character in coordination with the
protest potential of the population (Gerasimov, 2016). There are plenty of tools within
the ‘toolbox’ of this generalized concept, however, the success of the Russian Hybrid
Warfare / Non-linear War concept hinges on an effectiveness of information
operations to influence friendly, adversary and neutral audiences, with its subsequent
exploitation by special operations forces (Perry, 2015). With the ingenious and
coordinated Information Warfare campaign Russia can establish its online worldwide
presence to spread its messages and misinformation through ‘Russia Today’ and by
using internet trolls to infiltrate social media, launch cyber-attacks against
government websites and disable communications systems of the target country
(Siroky, 2015). As an economic influence tool, Russia uses energy dependency of

many countries to achieve its political goals. The penetration of Russian energy
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companies into the economy of the target state and the acquirement of its strategic
assets (Karagiannis, 2014) supplemented by the destruction of critically important
facilities of civilian infrastructure, if and when necessary, represents the key approach
to reduce the economic potential of the opponent (Gerasimov, 2016). In the political
domain, Russia uses the sponsorship of the left and right wing political parties and
organisations to deepen political cleavages inside the target state (Siroky, 2015) and
create an impression of the internal political clashes in the eyes of the international
community. Within the framework of the Non-linear war Russia seeks to exploit the
Fifth Column (representatives of any ethnical, religious or political entity who are
discontent with the local government and sympathizer of Russia) to simulate a
humanitarian crisis, violations of human rights, request to protect and provoke violent
local government response thus justifying Russian response to bring ‘stability and

security’.

All above-mentioned Russian Non-linear war tools and activities could be used
simultaneously through all PMESII-L domains in different combination and scope.
However, Janis Berzins, a Latvian military scholar and scientist, has suggested
phasing of the use of the hybrid tools and activities based on the analyses of the
ongoing conflict in Ukraine. Recommended phases range from the use of non-military
asymmetric instruments to the use of conventional kinetic tools and activities
(Berzins, 2014).

Case study (Georgia): passportization as a tool of political warfare within a
Hybrid warfare concept

Due to its strategically important position in the South Caucasus as a land bridge and
a chokepoint for gas and oil flow between Russia and the Middle East, Georgia
became highly important to Russian foreign policy (Karagiannis, 2014). Since the
collapse of the Soviet Union, Russia took advantage of political instability in Georgia
and started support to separatist movements in Abkhazia and South Ossetia by
political, economic and military means (supply of light and heavy armaments)
(Artman, 2011). However, on the eve of the ‘Rose Revolution’ (2003) and after the
Adjara crisis (2004) Russia recognized a threat to lose its influence in the breakaway
regions of Georgia. It forced the Kremlin to innovate and find new ways of preserving

its influence in Georgia. The passportization programme was accelerated to increase

162



control over South Ossetia and Abkhazia by extending Russian citizenship to the

local population (Dunlop, 2010).

The distribution of passports to Abkhazians, South Ossetians and Armenians allows
Russia to naturalize the majority of the citizens of two secessionist regions and to
transform the separatist territories into "Russian spaces” within the internationally
recognized borders of the Republic of Georgia (Artman, 2011, Salhani, 2014). By

passportization the Russian government ‘..."captured" a sizeable portion of the
population and territory ... and laid the discursive foundations for war.” (Artman,
2011). In 2006 almost 90 per cents of the citizens of South Ossetia possessed
citizenship of the Russian Federation (Dunlop, 2010). When the Georgian
government attempted to reintegrate South Ossetia back to ‘Georgian space’, Russia
was able to invoke the right to protect its citizens abroad as a justification for
intervention. Russian intervention into Georgia in August of 2008 was justified by the
inherent right to self-defence under Article 51 of the Charter of the United Nations
and the clause in the Russian constitution guaranteeing defence and patronage to

compatriots abroad.

As this Georgian case proves, passportization politics is one of Russian soft power
tools that helps to create pressure on its opponents and maintain certain level of
hegemony in the near abroad (Artman, 2011, Salhani, 2014).

Case study (Ukraine): use of military forces within Hybrid warfare concept

Within a framework of non-linear war along diplomatic, economic, political, social,
information, legal means Russian also employed in Ukraine (both in Crimea and
Eastern Ukraine) military means in terms of regular forces and Special Operations
Forces (SOF). Due to a concealed character, clandestine nature, small footprint,
great operating flexibility, ability to outmanoeuvre the adversary and operate in
politically sensitive conditions SOF operations are the most effective and critical in
the Russian non-linear warfare concept employed in Ukraine (Perry, 2015). Even
though the Russian regular forces are based mainly on the weaponry of Soviet-era
design and production, are not so well-trained and equipped (De Larrinaga, 2016) as
SOF units and have to operate under strict political constraints, however, they also

have played the important role during the conflict in Ukraine.
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On the eve of the operation to seize Crimea, Russian military forces have been used
in a show of force role when the large scale military exercise was launched including
areas along the land border with Ukraine. In combination with the discussions on the
use of nuclear forces and strategic bomber flights close to NATO airspace
(McDermott, 2015), the exercise aimed to flex Russian muscles, distract attention
from Crimea and prevent West community from intervening in Ukraine (Norberg,
2014). Early penetration of the Ukrainian state intelligence service by Russian
intelligence services provided clear insight into Ukrainian response options and ability
to prepare the battlefield by organizing local protests, conducting reconnaissance

and subversions (McDermott, 2015).

The seizure of Crimea started by deployment of SOF units mainly through the
Russian Black Sea Fleet base in the peninsula (McDermott, 2015). SOF operators
took key military and civil infrastructure (governmental buildings, airports, surface-to-
air missile batteries, military bases, C2 / communications nodes and fuel depots) and
were able to dominate over the lines of communications (Norberg, 2014, Perry,
2015). Since they appeared as masked gunmen who wore no unit or national insignia
it provided Kremlin ‘plausible deniability’ and delayed the rapid and consistent
response from Ukrainian government and military as well as International community
(Perry, 2015). Once initial SOF success was achieved, the regular forces (airborne
and marine infantry) were employed to increase the military presence and free SOF
units for other tasks such as an organization of pro-Russian separatists. Russian
Navy was used to block exit to Black Sea (McDermott, 2015).

In the Eastern Ukraine Russian SOF has focused on training and aiding pro-Russian
separatist forces, filling out their ranks with advisers, fighters and leadership (Perry,
2015, US Army SOC, 2015). SOF squad-platoon size elements have conducted
independent special operations as well as provided security for arms supplies and
Russian trainers educating separatists on technical weapon systems (Galeotti, 2014).
The Regular forces have been involved on a larger scale comparing to Crimea
campaign. The Company or Battalion Tactical Groups were at the vanguard of every
battle that was occurring between separatist and Ukrainian forces (Wiser, 2015).
Russian regular forces were building forward operating bases in proximity to
Ukrainian border thus threatening the government of Ukraine by possible large scale
intervention at any time (McDermott, 2015).
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Case study (Lithuania): use of soft power within Hybrid warfare concept

The President of Lithuania, Dalia Grybauskaite, has stated that Lithuania is already
under Russian attack (Sikory, 2015). A significant effort is made by Russia along
information domain lines of effort to influence national political, social and economic
processes and challenge Lithuanian security. Russian foreign policy aggressively
uses propaganda and strategic communications to undermine Lithuania’'s
government and its relations with NATO and EU partners (Coffey, Kochis, 2015).
Russia uses television, the internet and newspapers intensely to wage war in the
cognitive domain for the minds and hearts of the citizens of Lithuania without the
need for a physical military presence (Ljungman, 2014). Those activities are mainly
coordinated by the Russian embassy in Vilnius using official Russian media entities
and exploiting the full range of Russian sponsored nongovernmental organizations,
academic-, cultural-, historic-, analytical agencies, discussion clubs, internet trollies
and single public activists (State Security Service, 2016). To create a sense of
distrust among Lithuanian citizens and its allies, and increase the number of Russia’s
sympathizers, the primary focus is made along several target lines: Lithuanian
history, NATO and EU solidarity, Ethnic minorities, Lithuanian governance, and the
cultural environment (Pancerovas, 2015). By muddying the Lithuanian fight for the
independence story line and promoting ‘the greatness’ of the common fight against
fascism, aggressively thrusting Russian cultural events at the nationally significant
dates in Lithuania, involving Russian speaking youths in Russian educational system
and events (sponsored studies, ideology-driven youths’ camps and airsoft
(paramilitary) clubs in Russia and Lithuania), Russia seeks to restore the feeling of
soviet nostalgia and promote the narrative that Lithuania still belongs to Russia’s
traditional sphere of influence and the future of Lithuania is in the East, and not in the
West. The narratives of Russia’s propaganda on Lithuania’s aggressiveness against
Russia in terms of support to Ukraine, increased military spending, resumption of the
conscription, and the suppression of Russian compatriots and other ethnic minorities,
could be exploited to justify possible intervention by force under the guise of

‘protecting Russian citizens’ or ‘pacifying Lithuania’ when it will be reasonable.
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Recommended Alliance Counter-Hybrid Warfare Operating Concept

The above-mentioned overview of hybrid threats and case studies indicates the
complex and unpredictable nature of a potential hybrid conflict between state actors.
NATO as an alliance and its single member states have difficulty in reacting to hybrid
warfare with traditional military instruments of collective defence alone and new
concept have to be developed and implemented to react flexibly to the challenges of

hybrid warfare approaches (Jacobs, Lasconjarias, 2015).

My recommended concept is based on the comprehensive approach between
military and civilian parties, NATO and other international organizations (such as EU,
OSCE, UN specialized agencies, etc.) as well as local nationals to respond
adequately to the changes in the security environment which are not necessarily of a
military nature (Drent, 2011, Reisinger, Golts, 2014). The set of the necessary
measures and organizational introductions are presented in annexes to this paper

(see annexes 1 and 2), however, some aspects should be highlighted broadly.

NATO’s decision-making requires the consensus among all members. This takes
time, especially in an environment where Russia can put pressure on the single
member state based on bilateral political or economic agreements. Considering this,
a significant effort of preparation and execution to respond against hybrid attack has
to be taken at the national level until the decision for a NATO military response will be
made. All activities at the national and alliance levels should be organized along
three phases: preparation, deterrence and defence as it is presented in annex 1
(Godwin, 2016). Co-ordination, consultation and intelligence sharing vertically
(nation-to-NATO, NATO-to-nation) and horizontally (nation-to-nation) is crucial to
establish coherent situational awareness and support the analysis of the established

indicators and warnings.

Generally, NATO is the most effective military alliance, however, its military forces
and capabilities mainly are owned by nations, they are widely dispersed and have
different readiness statuses. In case of a Russian hybrid attack against the Baltics,
Russia has some military advantages against NATO: initiative of time, specific
location and scope of aggression, speed of decision-making, information dominance
in the region, rapid force build-up and deployment across the borders (US Army War
College, n.d.). It leads to the necessity to review the force structures, units’ readiness
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and deployment, and training requirements. The ability of the national and alliance
military units to fight against conventional and unconventional adversaries
simultaneously within the highly contested information and cyber environment should
be paramount within the C-HW concept (McCuen, 2008).

Last, but not least, an important aspect inside of any C-HW concept that must be
highlighted is education. The success of Hybrid warfare is granted also by the
incapacity of the victim state to understand the nature of the hybrid approach to
warfare. The understanding that the responsibility to defend against a hybrid
adversary is no longer usurped by the militaries alone and has to be indoctrinated
into the society. The Hybrid Warfare theme should be integrated into the national civil
education institutions to share the common understanding among the representatives
of PMESII-L domains. The rest of the society should be educated through the civil-
military cooperation when the members of the national armed forces and paramilitary
organizations during the regular meetings or social events train and educate the
population on how to act in extreme situations, identify and avoid threats. Knowledge
how Russia (or any other actor) uses non-military and military instruments within its
Hybrid Warfare concept would help the citizens of the target state to avoid being
manipulated in favour of the aggressor. Finally, the NATO Counter Hybrid Warfare
Centre of Excellence (CoE) should be established to educate and train military and
civil leaders, decision makers from NATO member and partner countries (Morris,
2015). This CoE could develop expertise, recommendations, methodology and
integrate the deliverables of other NATO’s CoEs such as Strategic Communications,

Cyber Defence, Energy Security, Counter Improvised Explosive Devices, etc.

Even if Hybrid Warfare seeks to exploit primarily non-military instruments of the
national power, militaries should take a lead to coordinate the effort to counter hybrid
threats due to better understanding of the nature of hybrid threats, planning skills and
both abilities and capabilities to monitor the situation and establish situational

awareness.
Conclusions

Russia, for quite a while, has been keen on the establishment of its regional
hegemony by expanding its dominance in the near abroad, including the Baltic
States, the members of NATO and EU (Voyger, 2016) thus undermining the
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credibility of those countries and organizations. Despite the significant modernization
effort, the Russian Armed Forces still “...are quantitatively and qualitatively inferior in
conventional capability...” (Russell, 2015) to NATO, therefore major conventional
clashes with NATO are not likely. However, limited in space and scope strikes
against separate NATO member states (such as three Baltic States) cannot be ruled
out. Apart from the military, Russia already uses diplomatic, economic, information,
financial and lawful instruments of national power against many NATO and EU
member states to paralyze their decision-making and keep them off-balance. The
ethnic minorities abroad, passports, pipelines, security services, (mis)information,
bluff, corruption, ambiguity, interpretation of the international law, plausible deniability
became the key elements of Russia’s ‘guerrilla geopolitics’ to promote its national
interests and apply pressure on the neighbours and partners for the purpose to
establish and maintain its hegemony (Galeotti, 2015, Mastriano, 2015, Salhani,
2014).

Using the analysis of Hybrid Threats and Russian based State-centric Hybrid Warfare
concept, supported by the overview of three Case studies, this essay argues that
Alliance Counter-Hybrid Warfare Operating Concept should be based on the
Comprehensive Security Approach combining various players and tools available
along PMESII-L domains. The effectiveness of this approach will depend on the
organizational skills to coordinate public and civic organizations and institutions,
officials and ordinary peoples’ involvement at national and multinational levels
(Bartkowski, 2015). The education of the members of the international community to
recognize and understand the nature of hybrid threats will reduce the effectiveness of
Russian propaganda (or any other state actor-aggressor) and a portion of the
population with pro-Russian beliefs and will help the development and
implementation of the practical response at individual-community-organizational-state
levels (Perry, 2015).

The effective comprehensive approach is based on unity of effort of all participants.
As lessons identified from other NATO and UN operations shows, it also could be a
real challenge in C-HW concept due to the unwillingness of some civil organizations
and actors, especially non-governmental, to work together with the military. It will not
exclude a possibility of success, however, it will require more time, resources and
patience (Aaronson, et al., n.d.).
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Annex 2 (Organizational introductions within recommended C-HW concept)

SHAPE/CCOMC/Ops Directorate/J3
C-HW Coordination Cell < b--3 nwcoe
<~ F — = > UN agencies
C-HW CC-South C-HW CC-East

<~ —> 10s/NGOs
<F--> Others

g

3 g

3 3

2 3

— (7]

pd

| INFO
EU Situation Room " —— National Joint HQs
-

7 )

National ministries

EU/European External Action Service
(EEAS)

Governmental organizations

and institutions

Legend:

CC — Coordination Cell;

CCOMC — Comprehensive Crisis and Operations
Management Centre;

C-HW — Counter-Hybrid Warfare;

HW CoE — Hybrid Warfare Centre of Excellence;

Nongovernmental organizations

Other national agencies and bodies

For the effective coordination of the allied counter-hybrid effort it is recommended to
establish a C-HW Coordination Cell under J3 branch of the Operations Directorate at
the Comprehensive Crisis and Operations Management Centre (CCOMC) at SHAPE
HQ which is specifically established to ensure the comprehensiveness in NATO’s
planning and execution of multiple crises and operations simultaneously. A C-HW
Coordination Cell should have technical capabilities and expertise to focus on hybrid
threats emerging in the East (Russia) and in the South (terrorism). When necessary,
this cell would use the competencies and expertise of the HW CoE (as well as other
NATO’s CoEs), UN agencies, international and nongovernmental organizations. The
permanent contact with the national joint headquarters of the member states and with

the European Union Situation Room under the European External Action Service
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should be warranted by the secure technical communications and through the

exchange of liaison personnel when needed.

The EU Situation Room is designed to provide worldwide monitoring and current
situation awareness 24/7 and has rapid access to the EU leadership, institutions and
bodies which present the broad range of non-military competencies (economic,

financial, legal, information, etc.) crucial for the counter-hybrid effort.

The national counter-hybrid effort could be organized through the joint HQs (or their
equivalents) involving representatives of the ministries, governmental and

nongovernmental organizations, other agencies and bodies.
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Is Russia’s hybrid war contagious? Has the world just witnessed

the outbreak of a new age of ‘peaceful war’?

MAJ Kaspars Miezitis

Sun Tzu stated that ‘if enemy is united, cause them to be separated... attack where
enemy is unprepared... go forth where enemy will not expect it'’ (TZU, 2003, p.16).
This understanding has unchanged even trough time. Moreover those principles are
successfully implemented in current warfare and growing effectiveness of available
tools has been turned to reach more destructive effects as previously. Today’s
technological progress has created fertile soil for completely new forms of multi-
modal activities which can be used as weaponry. One of the ways to describe the
complexity and diversity of implemented activities/factors is used the term as hybrid
warfare. The term “hybrid” got increased tension when Russia implemented multi-
modal activities and methods in Ukraine to annex Crimea, causing shock not just in
Ukraine but in the Western world as well. In Ukraine the Russia was able test its
strategy and hybrid warfare principles and even more - Western readiness to deal
with new format of war. Taking on considerations challenges what could bring hybrid
warfare’s employment, this paper will focus to the thesis statement: “Russian new
generation warfare principles will change world’s order durability and currently known
war principles in the future”. Additionally to strengthen a thesis statement will be used

two arguments:

— Properly waged hybrid warfare is the most suitable tool in current weaponry to
test country's durability without launching full scale war.
— Concept has proven historical roots and it is successfully tested in Ukraine.
To recognize the essence of hybrid warfare, it is important to understand the

meaning of the term “hybrid war” and usage of this term “hybrid warfare”.
What is hybrid war? Is it “peaceful war”?

Currently there is different understandings and definitions of hybrid war, even among
NATO countries. ‘Despite of diversity NATO has adopted the expression “hybrid war”

and it is mostly used to characterize warfare which was implemented by Russia in
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Crimea. The Wales Summit declaration described “hybrid warfare as a wide range of
overt and covert, military, paramilitary and civilian measures... employed in a highly

”

integrated design,” (Podbay, 2012) stating complexity and diversity of hybrid warfare.
Additionally there are the European Union earmarked statement that ‘hybrid war is a
situation in which a country resorts to the overt use of armed forces against another
country or a non-state actor, mixing other means (i.e. economic, political, and
diplomatic)’(Pawlak, 2015).

Furthermore the complexity of hybrid war was understood even much earlier before
Crimea conflict, for example, in (Murray and Mansoor, 2012, p.321) defined hybrid
warfare as:

‘...a conflict involving a combination of conventional military forces and
irregulars (guerrillas, insurgents and terrorists), which could include both state
and non-state actors, aimed at achieving a common political purpose.’

Moreover understanding of hybrid warfare differs between countries, the Russians
are exploring nature of conflict naming it as Russia’s new generation warfare.

‘In 2013. General Valery Gerasimov, the Chief of the Russian General Staff listed
main principles of new generation warfare. The core principle is that the world is now
in a situation of conflict. He states that “in the 21st century, we have seen a tendency
toward blurring the lines between the status of war and peace. He says that the
approach of wars has changed as they are no longer declared and, having begun,
they move in different and unfamiliar directions. Gerasimov states that the specific
abilities will be needed: use of Special Forces linking up with internal opposition
groups throughout the target country to create an operating front throughout the
entire depth of the enemy’s territory. These actions will be combined with information
operations, cyber warfare, legal warfare, economic war and other activities’
(Balasevicius, 2015).

Description of hybrid warfare above is only a short introduction in broad hybrid
warfare spectrum, making clear that complexity and diversity become unlimited.
Growing world’s technological potential clears limits of coherent action and
communication between different instruments of power, widening warfare borders in
areas what previously was not considered as part of regular warfare. However, multi
modal activities in hybrid warfare and its wide spectre of tools exclude the possibility

to clearly state its definition and leads to situations when everything starts to become
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hybrid ‘as long as it is not limited to a single form and dimension of warfare’ (NATO

Review magazine, 2015).

Evaluating concept “hybrid war” it is clear that by itself it is not new. Even Russians
during the soviet time has implemented some hybrid warfare principles in 1924. ‘Back
then, assault groups organized by the Soviet intelligence officers, together with
underground Estonian communists, attempted to seize power and to subsequently

invite regular troops of the Red Army to enter Estonia “for help” (Maigre, 2015).

Similar principles, but more advanced was implemented by the Soviet Union during
Baltic States occupation in 1940. Throughout that time Soviets successfully
employed some combination of political, military, economic, social and even

information means strengthened with criminal and irregular warfare methods.

For example Historians have divided Latvian occupation process in 1940. into five
stages. The first stage was information collection and gathering by soviets. Second
implementation of different soviet entertainment and cultural activities like printed
books, vinyl records, magazines and organization of different exhibitions to attract
population. The third stage was distribution of Bolshevik’s ideology mixing with
misinformation about soviet and Latvian political systems. Fourth stage was the
creation of fake economical support. Fifth was occupation of Latvia and Latvian
Armed force destruction (Research of the Commission of the Historians of Latvia,
2003). The result was shocking; Latvia was occupied without significant armoured

resistance from Latvian side.

Described above are historical examples showing that the hybrid war concept is not
new for Russia even from a historical perspective, rising assumption that it was
developed and historically sharpened much earlier as Crimea conflict. However
historically devastating wars were not appreciated from any side of involved party
and it could develop the impulse for Russia to discover safer manners to wage a war,
leading to Hybrid warfare fundaments. General Gerasimov once stated that ‘the
effectiveness of “non-military” tools in achieving strategic or political goals in a conflict
has exceeded that of weapons’ (Kofman and Rojansky, 2015), clearly showing that
the new hybrid war concept can become more effective and devastating comparing
with conventional military operations. Taking in the sense that the biggest portion of
hybrid efforts are conducted by non-military tools, like diplomacy, economy,
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information, policy in different domains, it becomes clear that, main struggle is
conducted without brutal force involvement and direct threat to military personnel -

saving military assets and human lives.

Summarizing all above mentioned, it makes clear that the term hybrid war concept is
not a new form of warfare and it can include the multi modal wide range legal and
illegal activities to shape one’s countries situation in favourable condition where could
be implemented other military means. To gain such kind of favourable precondition
all implemented activities should intentionally or covertly support expected favourable
situation to execute the hybrid war. To understand it deeper let's take a look to

concepts how new-generation or hybrid warfare could be executed.
Hybrid warfare’s shaping phase: a ‘sand pile model’ perspective.

Currently there are different concepts created how hybrid warfare could be executed
or implemented, orienting all activities to reach not just physically measurable
conditions, but even mental and psychological domination over civil population as
well. For example Andras Racz constructed classification of the way in which hybrid
warfare was conducted in Crimea and Eastern Ukraine, describes it as composition
of three main phases - Preparatory, Attack and Stabilization phase. Where each
phase consists of three sub phases with the list of conducted activities. His concept
starts when adversary mapping out the strategic, political, economic, social and
infrastructural weaknesses and the vulnerabilities of the target country. This includes
establishing of political and cultural organizations loyal to Russia, gaining economic
influence, building strong media positions, strengthening separatist movements and
other anti-government sentiments, all with the aim of putting pressure on the target
government, thereby serving the interests of the Russian state (Racz, 2015, p.58).
Evaluating his listed activities, it is clear that separatist movements and strong anti-
government sentiments could be implemented when government is weak and society
is suffering of economical insufficiency. Exactly such kind of situation was reached in
2014 ‘when Ukrainians stood their ground in defence of democracy and rule of law,
protesting against government corruption and demanded the closer integration of
Ukraine with the European Union’ (Maidan, 2015). It leads to the assumption that

more, other activities were carried out previously to reach instability in Ukraine. Or,
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does Russia just used the window of opportunity to implement hybrid warfare in

Ukraine?

One can argue that to shape the country as Ukraine it will be a time consuming
process and state as Russia with the lack of strategic thinking (Kolesnikov, 2015) and
changing military system (Nichol, 2011) is not able to wage a hybrid warfare which
longs decades. This statement could be truth if we are looking to hybrid war as a

long term single military operation.

For example Danish Physicist and Biologist named Per Back created an idea about
the sand pile model. Bak’s idea was simply enough, but in the same time
complicated, containing multiple layers of complexity and thousands of interacting
possibilities that the current understanding is unable to explain. His theory stated that
if you piled sand, grain by grain, until it made a cone about the size of your fist, how
would you know when that tiny pyramid would have a little avalanche? After all, when
the pile got taller, and the sides become steeper, it becomes sure that some of sand
would slide off. Could you predict when? Could you predict how much? Simple
guestions, but terribly complicated in their essence. In addition Bak observed that
after some period of time the stack would organize itself into instability, a state in
which adding just a single grain of the sand could trigger a large avalanche — or
nothing at all. The importance in Baks idea was that those sand pile cones looked
relatively stable and fundamentally build, but in fact were deeply unpredictable
(Ramo, 2009, p.48-49).
Similarly, it can reflect on hybrid warfare “mechanism” were cone becomes “country”
and all implemented hybrid activities are to be seen “grains of the sand”. Each
implemented activity or event is oriented to serve the interests of the Russia
representing economic, social, political information and much wider scope of legal
activities to shape victim’s countries environment in fertile soil for hybrid warfare.
Each implemented grain may not have any hostile characteristics by itself; it could be
Russian artist concerts, donated history or study books with pro-Russian
understanding of events for schools, establishment or support of pro-Russian media
and etc. Additionally the target country is creating “sand grains” by itself as well by
corruption, unresponsive governance etc. forcing society indirectly set up Russian
values higher than their own. In such situation the victim country becomes like sand
cone, which looks fundamentally build, like Ukraine’s state administration system, but
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deeply implemented activities slowly turning the state into instability condition where
any following activity/event could trigger regime change, mass riots or movements.
All those legal activities or “sand grains” could be implemented mainly by Russian
civilian companies, non-government organisations who are pro-Russian oriented. In
this shaping phase it does not matter when and what will trigger an avalanche
because all activities together are building sand cone where avalanche becomes
imminent. The essential in all this shaping process of hybrid war becomes a Russian
decision — will it implement hybrid warfare’s scenario when avalanche happens or will
it wait for the next, maybe better opportunity. This theory supports events what could
have been seen in Ukraine, Estonia and Latvia, where Russia just tried to speed up
avalanches in post-Soviet countries testing their readiness to deal with hybrid threats.
For example Tallinn’s Bronze Soldier statue riots in 2007. where Russian embassy
instructed local extremists and organizers, (RKK ICDS, 2007) giving later possibility
to Russian Foreign Minister Sergei Lavrov warn Estonia, that Moscow would "take
serious steps" (Spiegel, 2007).

Another example is Riga’s anti-government riots in 2009. where later some of Latvian
politicians accused some “Russian’s political forces” of staging the protests in the
capital of the Baltic state. Soon those accuses were denied by Russian ambassador
in Riga (Sputnik, 2009) calming down tensions till the moment when was found
image footage showing that one person participated in Riga and Doneck riots
(LleH3op.HET, 2014) linking to the assumption that Russian radical groups at least
monitored and tested those events. Moreover assessing events in Baltic States we
can assume that necessary effects and significant society support was not reached
and quickly lowered tensions did not create fertile soil for the implementation of
hybrid warfare.

Contrary in Ukraine, where Euromaidan protests in 2014., lead to Ukrainian
revolution, rising high tension and society dissatisfaction gathering from 40000 to
100000 protesters - Russia decided to act (Atlantis, 2013). Ukrainian president
Yanukovych rejection of a pending EU association agreement, choosing instead to
pursue a Russian loan bailout and closer ties with Russia was the trigger point for
protests.
From Russian perspective, these protests become a threat to lose their potential
Eurasian business space and if protests succeeded, it could pose threat to Russian
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authoritative regime, showing to Russian people, that there is another way. To
mitigate growing threat Russia implemented hybrid warfare using a multi modal wide
range legal and illegal activities already roughly tested in Baltic States.

To sum up all above mentioned events, looking through Per Back sand pile model all
those activities precisely resembled sand piles avalanches, encompassing several
years of already implemented activities building up a cone of sand and turning it into
instability. In Ukraine case cone was much bigger and avalanche more powerful,
triggered by pro-Russian oriented President Viktor Yanukovych. Overlooking those
avalanches it raises the question was it possible to avoid these events. Well, it is
possible to predict how one or two, even hundreds of Russian implemented activities
will influence the country, but if those activities become Russian foreign policy,
measured in thousands and delivering approaches are changing all the time, it
makes impossible for the victim country to measure every little detail. Moreover it
turns into a situation that even guess what may happen next becomes impossible,
similar how it works in the sand pile model. The result, according to sand pile model
is a sand avalanche and when it happens, Russia already has its hybrid war scenario
prepared to implement in victim country. However after each avalanche, could it be a
riot or mass movement’s — victim countries are analysing the results assessing contra
strategies, pushing Russian side to discover and adapt new technologies,
approaches for more effective implementation for more devastating result, forming
again sand pile into the cone. But one can ask, is it so certain that this sand pile
model always will work? The answer could be no, if victim's country and its
government will be united with strong nationalistic feelings and could maintain high
society support. However from Russian perspective, it becomes the portion of hybrid
activities and environment shaping to draw victim’s country’s attention into sand pile
grains, forcing it to figure out how grains interact with each other what could be the
circumstances, coincidences and other aspects. Moreover, victim country, putting its
efforts to figure out thousands of varieties how the sand pile model works wasting its
security sources and financial resource which plays on Russian hand, because there
is no similar sand pail in the world. Potential victim country instead of competing with
Russia should turn its efforts to establish effective and toward a society oriented
government system, rising in people strong national strength and identity. In addition,
all those activities should be strengthened by effective and modern military and law
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enforcement power, spreading away Russian implemented activities without forming

grains into a cone shape and turning it within time consuming and dull efforts.

The idea of the sand pile model is to shape one’s country in fertile soil for other
military means as mass protests, riots, rebellion what later turns into military
resistance. The most important in all processes becomes unidentified adversary’s
militants (without insignia) without clear representation of their country of origin.

Similarly, how it happened in Ukraine scenario.

The Russian hybrid war outbreak in Ukraine. Can it be contagious?

Western society was caught by surprise when unknown Russian speaking units
appeared in Ukraine and started to “protect” Russian citizens in Crimea and
continued military operations in Eastern Ukraine, those activities Kofman and
Rojansky distinguish into two distinct phases of operations in Ukraine, the first is the
occupation and annexation of Crimea, and the second, invasion of Eastern Ukraine’s
Donbas industrial region. In those phases Crimea began as a covert military
operation, combining ambiguity, disinformation, and the element of surprise at the
operational level with more traditional aids such as military invasion (Kofman and
Rojansky, 2015).

During the attack phase the key successes for Russians in Ukraine become the
ability to blend different means to reach the common goal. Like Russian media,
electronicall warfare, psychological operations, economical tools were employed and
lead in a coherent way to support military invasion. Russian media conducted
aggressive and pro-Russian oriented broadcast causing distorting perception of
events among Ukraine people. The misinterpretations of events were broadcasted as
well with European and Russian channels significantly overrunning other media who
were not influenced by Russian money, reducing the ability among decision makers
to act in a fast and assertive way. ‘As America’s UN ambassador, Samanta Power
said “Russia apparently thinks it can convince the world community that up is down

and black is white” (Gedmin, 2014). Additionally misinterpretation of events was
mixed with fast, precise military activities in Crimea catching by surprise Ukraine’s
militaries and limiting their ability to withstand Russian new generation warfare

actions. The main objectives in operation become people mind and creation of
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uncertainty, spreading unwillingness to resist among Ukrainians. Moreover the
unwillingness was reached by effectively using pro-Russian population standing
between armed units and Ukrainian’s militaries. ‘For example, several hundred
unarmed protesters seized a Ukrainian naval base at Novofedorivka letting to armed
units circle base without resistance’ (BBC News, 2014). Furthermore implementing
electronic warfare and cutting communication channels at military bases, Ukraine
units did not get any order or clear guidelines from Kiev. Questionable was armoured
unit appearance, because units were without insignia and Russia just later admitted
that Russian regular armed forces were involved in Crimea. However, when the
conflict escalated and Western world started to respond with financial and economic
sanctions (EU news room, 2016), Russia targeted Europeans vulnerability of gas
import (Chyong and Tcherneva, 2015), clearly warning western countries about

consequences (EurActiv, 2014).

These executed offensive operations and vision of new generation warfare relatively
were covered much earlier in Russia’s 2010 Military Doctrine. Where characteristic
features of contemporary conflicts were presented like:

— ‘Integration of military force and forces and resources of non-military
character;

— The intensification of the role of information warfare.

Additionally features of modern military conflicts were mentioned like:

— The presence of broad range of military-political, economic, strategic, and
other objectives;

— The prior implementation of measures of information warfare in order to
achieve political objectives without the utilization of military force and,
subsequently, in the interest of shaping a favourable response from the world
community to the use of military force’ (The Military Doctrine of the Russian
Federation, 2010).

Are those listed points providing insight into hybrid war? Definitely, yes and
representing changed Russian perception how war should be waged. Moreover, this
doctrine is approved for the period through 2020, giving understanding that Russian’s
intent is to develop more capable military how it was known so far. All above listed,
clearly indicate that Russia will develop hybrid war tools and melt them with non-

military character creating combatant power without clear membership to country of
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origin, rising possibility to execute more devastating new generation warfare in the
future.

Taking look to other countries’ experience, it becomes clear that ‘Russian new
generation warfare principles starting to appear in Middle East conflicts and some of
characteristics have been used in North Africa as well’ (Chekinov and Bogdanov,
n/a, p. 14), identifying hybrid warfare as a beginning of new “military age”, bringing
other country’s attention toward the possibility to cheat international law and test

current world order durability.

Is Russian hybrid warfare adoptable to test NATO and its Article V?

The one of the most powerful peace supporter in the world is NATO with its collective
defence module. According to Article V, attack against one Ally shall be considered
as an attack against all Allies, triggering individual or collective defence toward
adversary. Additionally, Article Il states, that each country separately and jointly, by
means of continuous and effective self-help and mutual aid, will maintain and
develop their individual and collective capacity to resist armed attack (Lillian Goldman
Law library, 2008.).

Assessing NATO’s Articles V and lll, it is clear that decision to help one Ally will be
made by each Nation’s politicians who will become the target auditory in the hybrid
war scenario. Moreover, some of the NATO’s countries are not so successful to
develop their own military capabilities that could raise the doubt for defence necessity
and decrease the willingness to sacrifice any other country’s military units in case of
attack. Even NATO Articles by them self opens door for uncertainty and discussion
for other NATO member countries. This means that in case of aggression there could
be conducted strong information operations using media capabilities around the
world to put in doubt decision makers. Some of the source could be Sputnik or
Russia Today — or RT as it has rebranded itself since 2009. It has a growing budget
and President Putin himself have intervened to protect it against cuts. The network
now claims a worldwide audience of 700 million and extends it every day (O'Sullivan,
2014). Showing intentionally that media field is important and well supported by
Russians government findings, playing a significant role in Russia’s strategy.
Significant moment to test Article V, becomes Russian policy toward neighbour

countries, stubbornly targeting their national interests and values using the sand pile
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model. By creating instability and implementing pro-Russian oriented activities, using
civiian companies and NGOs, they may gain slow movement toward population
diversity and potential friction between local national and pro-Russian oriented
groups. All activities may be conducted without direct involvement of any kind of
official Russian government institutions. This assumption strengthens statement by
Gerasimov during a conference in Russian Academy of Military Science; ‘that Russia
should develop a strategy how to answer Western “soft power” where regular force
actions are unacceptable by targeting adversary’s country without occupy its territory’
(HaropHbix , 2016). In addition, there could be used economical tools to speed up
situation worsening in neighbour countries or as a warning tool toward other
European nations to calm tensions and gain temporary indecisiveness. All those
actions could be strengthened by covertly infiltrated “volunteers”, retired special force
representatives, Kazak units, like riot organisers and participants mixing them with
local pro-Russian activists. Such kind of cocktail will blur the line between kinetic and
non-kinetic actions, letting Russia to keep its unchanged status internationally without
losing its face. Never less it will put the advantage in Russian hands, because for
NATO it could become impossible to trigger article V and define were attack starts
and where it turns from intra-state conflict into inter-state conflict.
All above mentioned shows that Russia by executing hybrid warfare strategy against
NATO countries could challenge its cohesion and validity of its article V. Moreover
well planned Russian hybrid activities by their modularity and diversity could become
challenging for NATO if timely counter measures are not taken.
Evaluating all mentioned hybrid warfare aspects in the essay, it becomes clear that
today’s technology development and dependence of economic and natural resources
influence war waging principles, drawing countries into new multimodal activity
research. Russian implemented hybrid war in Ukraine opened door for new war
waging approach, which concept can become contagious to other countries and
implemented as a tool to test current world order. In hybrid activities there is no clear
border where hostility starts and when it turns into inter-state conflict, because
according to sand pile model, taken actions may not hold any hostile or planed
characteristic by itself. Moreover the temptation becomes ability for authoritarian
countries like Russia conduct hostilities by other countries citizens’ hands without
direct involvement of their troops and without losing its face on international arena.
Considering potential challenges NATO should develop clear crisis response
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scenarios were each member country unmistakably understood the signals of hybrid
activities and has common clearly stated red line beyond which defence becomes
collective activity. In addition, hybrid warfare by itself becomes a new war waging
principle which already has thrown down the gauntlet to today’s international law and

the current world order.
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Can small- and medium-sized states have grand strategies?
LTC Armin Wagner

Introduction: The David Example

‘Meanwhile, the Philistine, with his shield bearer in front of him, kept coming
closer to David. He looked David over and saw that he was only a boy, ruddy
and handsome, and he despised him. [...] David ran quickly toward the battle
line to meet him. Reaching into his bag and taking out a stone, he slung it and
struck the Philistine on the forehead. The stone sank into his forehead, and he
fell face down on the ground. So David triumphed over the Philistine with a
sling and a stone; without a sword in his hand he struck down the Philistine
and killed him’ (1 Sam 17:41 - 17:50).

In one of the most famous scenes of the Old Testament, a lightly dressed small
shepherd boy wins against ‘a champion’ who was ‘over nine feet tall’ with a ‘bronze
helmet on his head’ and ‘a coat of scale armour’ (1 Sam 17:4 — 17:5). Prominent
evidence of world literature — the Holy Bible — tells us that the small can defeat the
big, the raider the regular, the outsider the favourite. ‘Greatness’, this may be the
lesson of that ancient story, is not about size and appearance, but about ideas and

performance. The same might be said about world politics.

Might the same be really said about world politics? Most states of the world are not
‘Great Powers’, no ‘Goliaths’, but small- or medium-sized. This paper tries to find an
answer to the following questions: (1) Are there strategies that help such small- and
medium-sized states to survive in international politics? (2) Is there something like a

‘Lilliputians’ choice’ for the minors to craft own grand strategies?

Our discussion starts with questioning what we can understand as ‘grand strategy’ —
in difference to the more common term of ‘military strategy’. Whereas we have a clear
understanding of the meaning of ‘policy’, ‘politics’ and ‘polity’, ‘strategy’ keeps more
in the darker shade of pale. Though we are not going to write an encyclopaedia on
formal definitions, we also have to ask what characterizes small- and medium-sized
states. Following that, we will compare different strategic baselines in search for
starting points to develop grand strategies. We do not elaborate on the situation of
the Baltic States in particular. Neither the question we work on nor our theory-driven

line of argumentation urges us to do so. Moreover, the situation of the Baltic States
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was examined under that specific aspect just recently (Nilsons, 2015, pp. 150-153; see

also Molis 2006; Paulauskas 2006).

Heading on this way, the link between ‘grand strategy’ and the all-overarching
dimension of politics is still missing: ‘power’; in our case especially in relation to the
questioned ‘size’ of states. The importance of the realist’s category of power is also
accepted by scholars of liberalism, institutionalism and even constructivism — they

just have a different understanding of the matter.

David’s fight against Goliath is partly proof of the realist theory, partly not: According
to most of their representatives, only Great Powers rule the game — and win the fight.
The victory of the small is not anticipated. However, the use of force as a means of
struggle between states (here: between the Philistine’s and the Israelite’s) is within
the explanation scheme of the realist school. Our hypothesis is that the minors can be
policy-makers, not only policy-takers; actors, not only factors. Simply said, they can
have a grand strategy. Nevertheless, the use of direct force or coercion usually is an

inappropriate means for them.

We will frame the way to verify or falsify this hypothesis systematically with
theoretical substance — what we are primarily interested in — and by some empirical
evidence (with short EXAMPLES). Eventually, we will see that the cosmos of world

literature offside the Holy Bible supports our answer figuratively.

The Secrets of Strategy

Much was written and said about strategy. While it is quite clear that its origins lie in
the military field, today every societal domain seems to develop its very own strategy
(and, additionally, its own selling ‘narrative’). Sport offers a lot of colourful examples.
Take Formula One: Mercedes and Ferrari, McLaren and Williams do not simply
compete in races; already the choice of different wheels according to the weather
conditions and the set-up of the cars are not considered anymore as a simple question
of technology or of racing tactics, but one of a declared ‘wheel strategy’. But not every

strategy leads to world championship or is a strategy at all.

Many masters have thought about classic, i.e. military strategy. In a widely agreed
canon, Sun Tzu represents the beginnings, leading to the grandmasters Clausewitz
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and Jomini and further to Liddell Hart and J.F.C. Fuller (for details see Paret, 1986;
Handel, 2001; Bartholomees, 2012). Some thinkers may be considered as post-
modern strategists, to name just Edward Luttwak and Martin Van Creveld, or Colin S.
Gray and Hew Strachan. But are they strategist or do they merely write about the idea
and history of strategy, as did Lawrence Freedman in his latest work (Freedman,

2013)724

Most of military strategists, aware of the interplay of politics and war as well as
between human nature, (mass) psychology and war, considered elements of grand
strategy in their theories. Clausewitz spoke of the ‘remarkable trinity’ of war, within
government, military and the people are influencing each other. He saw neither
‘purely military evaluation of a great issue, nor of a purely military scheme to solve it’,
and underlined quite famously that ‘war in itself does not suspend political

intercourse or change it into something entirely different’ (Quoted by Jablonsky,

2012, p. 4).

Military strategy, therefore, is part of something bigger. This ‘bigger’ we may name
‘grand strategy’ (on the term, also in comparison with ‘national’, ‘major’ and ‘minor’
strategy, see Layton, 2012). Williamson Murray teaches us that ‘grand strategy
demands an intertwining of political, social, and economic realities with military
power’ and, moreover, ‘a deep understanding of the past’ and ‘a comprehensive and
realistic understanding of the present’ (Murray, 2011, p. 5). History pays tribute to a
grand strategy as well as the impact of geography (Gray, 1999 a); the domestic and
societal environment influences strategy-making very deeply; and culture counts as
well as ideology. The (constructed) worldviews pour into the (real-world related)
strategy draft. Grand strategy — it’s making, prevailing and persisting — is not only
about hard facts and skills; it is ‘a willingness to challenge one’s own assumptions and
the myths and truisms of one’s own culture’ (Murray, 2011, p. 6). To stay in
accordance with the values and beliefs of the own culture (or nation), grand strategy

needs ‘a proper ethical and legal basis’ (Melvin, 2012, p. 21).

At the same time and foremost, grand strategy is directed to the adversary outside,

the neighbouring states, international politics, and has to keep in mind that change

24 A graduate of history studies may call himself a historian; but is a graduate of philosophy a
philosopher? This question seems very much the same for writers on strategy.

193



constitutes the world. Uncertainties about attitudes of third players are most relevant
for the creation and constant redefinition of every strategy (Rostoks, 2010, pp. 95-
98). On this basis, we see that ‘the essence of grand strategy is its integrative nature’

(Layton, 2012, p. 58).

The before said as a framework in mind, we follow Basil H. Liddell Hart s definition
as developed in his famous book on Strategy — with the one major exception, that we
do not consider ‘grand strategy’ as a requirement of wartime only, but at peacetime as
well; especially in a time, when war and peace are not necessarily two different states

of action anymore but could float in a ‘hybrid’ condition. Liddell Hart wrote:

‘[TThe term “grand strategy” serves to bring out the sense of “policy in
execution”. For the role of grand strategy [...] is to coordinate all the resources
of a nation, or a band of nations, towards the attainment of the political object
of the war [our approach: of the state] — the goal defined by fundamental
policy’ (Liddell Hart, 1954 [1941], quoted by Bartholomees, 2012, p. 14).

Finally, in this short attempt to make the term productive, it should have become
clear that grand strategy always requires further development — a product and a
process at the same time, or, according to Hew Strachan: ‘as much a way of thinking
as a way of doing’ (Strachan, 2011, p. 1281). Like deterrence, grand strategy may have
worked yesterday, which does not mean that it will work tomorrow in ‘a word of flux’
(Gray, 2000, p. 259; quotation: Murray, 2011, p. 11). Considering the past, we resume,
grand strategy is directed towards future. We therefore add to the above stated

definition the following outlook:

‘Grand strategy try to shape the future in a certain sequence into a preferred
construct that displays the desired orderliness and stability’ (Layton, 2012, p.
59; see also Strachan, 2011, p. 1296).

In this broader concept, military strategy is ‘the bridge that relates military power to
political purpose’ (Gray, 1999 b, p. 17). The military strategy has to serve the grand
strategy, not the opposite. To give a well-known EXAMPLE: When Germany entered
First World War, there was only a military strategy, not a ‘grand’ one, and
consequently no independent political choice: To avoid war at two fronts (what
eventually happened and was mastered relatively well by the Germans at the Eastern
and clearly badly at the Western Front), in case of war declaration France had to be

attacked immediately to redirect the German troops directly afterwards to East
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Prussia to defend against Russia. No German grand strategy had preserved wiser
solutions, and politics was bound to a short-sighted military strategy. The original
role of military strategy, demonstrated by this example of failure, is to submit
military advice in the political context, but not to take over comprehensive strategic

or political responsibility.

Grand strategy and military strategy have in common that they become operational in
the system of ends (objectives), ways (concepts) and means (resources), or simpler:
‘This is where we are going, here is the plan and this is how we will carry it out’
(Elliott, 2015, p. 148; also Jablonsky, 2012, p. 3). But what distinguishes both spheres
deeply is that grand strategies today are designed to keep state and nation out of risk;
state actors tend to be defensive and reactive, whereas on the contrary the ‘old school’
generals have learned that a military strategy has to be decisive to lead to victory,
therefore needs proactive initiative accepting uncertainties and risks (Strachan, 2011,

p. 1284, 1287).

The Implications of Power and Size

Despite this reversal in the character of grand and military strategy, one
understanding should be shared by the strategists of all schools: ‘Where we are
going’, and what the plan might be, should not be born out of wishful thinking. The
analytical device to match reality is power. There are other categories that influence
theorists (and practitioners) of international politics, like security, sovereignty or
legitimacy; but each of them fall under the insight that ‘all politics is power politics in
the sense that all politics involves power. This is not to say that politics is only about
power’ (Baldwin, 2002, p. 236 [italics in the original]; see also Mearsheimer, 2001, p.

12).

Power as an analytical device needs an explanation in itself. Theory on it has walked
two different avenues: power seen as a property, and power seen as a relation.
Regarding power as a property, some states are superior to others due to their
geographical size, number of population, size of gross domestic product, or of armed
forces size. Sufficiently, such resources can be met only by a few international players
at eye’s level. Without any access to ‘power’ in this perspective, no argument then

would support the assumption that the minor players in world politics can have a
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grand strategy at all — they simply lack these kinds of ‘size’ and would therefore be
powerless at all. That would exclude all but less than a dozen of the 193 UN member-
states from the game. Such a disparagement would question not only the analytical
skills of the term ‘small state’ — why to use it, then? — but also the relevance of nation
states in international politics. Fortunately for our argumentation and the minor
states, the property of power is not necessarily identical with its successful conduct.
The development of the political landscape with more and more public interventions
sets limitations of mistrust and blame on Great Powers’ options to show

aggressiveness and use of force (Rostoks, 2010, pp. 88, 99).

It might be useful to remember the 1922 definition from Sociologist Max Weber,
according to which power is ‘the opportunity to have one’s will prevail within a social
relationship, also against resistance, no matter what this opportunity is based on’
(quoted and translated by Berenskoetter, 2007, p. 4). This Weberian understanding,
though not originally speaking of international relations, is backing the ‘soft power’
school of institutionalism (fundamental: Keohane and Nye, 2011 [1977]; Nye, 2004):
‘[P]revail within a social relationship [...] no matter what this opportunity is based
on’, leads exactly to the power-as-relation approach, which is the feasible way to
understand ‘power’ as a more common good, achievable for the small-sized as well as
for the big ones’ (Keohane, 1969, p. 298). Indeed, even the size of forces itself seems
less relevant than the local military balance: troop deployments and dispositions,
alert levels, fighting experience and the willingness to fight might be comparatively

more decisive than pure head counts (Sim, 2007, endnote 22).

Seen that way, which patterns or standards could set the difference between the
dozen giants from the hundreds Lilliput’s — or to deny exactly that divide? No
Einstein of International Relations has ever come up with a general relativity theory
of world politics; as in nearly every field of political science, no single agreed
definition of ‘small states’ and ‘medium-sized states’ exists. The realist school, that
categorized states mostly on ‘hard’ size items, has been challenged at the latest since
the 1960s, when the question whether a state is ‘system-determining’, ’system-
influencing’ or ‘system-affecting’ became yardstick. First, behavioural patterns,
adopted from a flourishing US research on psychology and sociology of the previous
decade, reached the discipline of International Relations — attention was drawn in

particular to actions and attitudes of small states in international organisations and
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in political situations that required the capability of balancing different positions
(Keohane, 1969, pp. 293-295, 298-303; Wilson, 2008, pp. 115-116, 120-121.). Second,
as such political contributions and the resulting standing of states were difficult to
measure, in addition to behaviourism the category of perception now played into
theory and therefore also constructivist positions. In both the behavioural and
perceptive perspective, not the ‘hard terms’ alone matter in the execution of power,
but the calling of international institutions, the knowledge of actors and the
perceptions of states’ capabilities (Rostoks, 2010, p. 192). Power ‘materializes’ itself
via these capabilities and via influence: how the actor handles his power in a certain
situation under certain circumstances. ‘If capability is defined as the potential power
to affect others more than one is affected by others, it is no longer a property of a
single actor’; or, more figurative: ‘If the name of the game is bridge, the person with

the good poker hand may be in big trouble’ (Baldwin, 2002, p. 247, 251).

Up to here, it can be summarized that in a ‘soft power’ approach as developed above,
‘size’ becomes a question not only of fixed data. ‘Smallness’ (and, consequently, also
‘greatness’) then is mainly a matter of situation, opportunity and negotiation. A state
has and realizes that it has limited capacities in a certain situation: it is ‘small’ in that
domain (and in that moment); it has, maybe at the same time, well-balanced
capabilities in another field and is ‘medium-sized’ in that respective; and it may have
overwhelming capacities in a third discipline, being able ‘to play bridge’ with the big
ones. Vatican, for EXAMPLE, not a Great Power in the realist sense, has no military
power and cannot compete in a military duel with any armed state, but has moral
influence especially in the Catholic World; Switzerland, mostly because of its
geographical conditions, seems well equipped to defend itself by conventional
military means, while aggregating its influence and wealth only out of its role as a
key bank district; Luxembourg will not win any tank battle and is not world leader in
moral matters, but as a powerful finance trading place has the capability to interact in
European economy at high level (Rostoks, 2010, 94, 96; Carlsnaes, 2007, p. 13).
Great Powers can also benefit from power understood as a relation, insofar they may
use soft tools to follow their interest: For EXAMPLE, institutions like the British
Council, the Institut francais or the Goethe-Institut are designed to spread cultural

understanding (and, doing so, indirect: influence) in their host nations.
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Adopting this conceptualisation of ‘size’ in relation to ‘power’, we decide at this point
of our argumentation to leave the distinction between ‘small-" and ‘medium-sized’
states behind us. Instead, we are going to speak of the ‘minors’ or generally of
‘smaller states’. Interestingly enough, this approach is in an indirect way supported
by the progressive thinker of offensive realism, who only differentiates between the
‘Great Powers’ seeking to achieve hegemony in the international system and all other
states that are not capable of playing in that league, whether they are in earlier
definitions ‘mini’, ‘small’, ‘medium’ or ‘secondary’ (Mearsheimer, 2001, pp. 21, 362-
363). Our working assumption of ‘smaller states’ implicitly accepts that there are
states that are ‘larger’ or even ‘great’ in almost all fields in the shared perception of

international actors.

The Choice of the Minors

Great Powers’ might is a resource and obligation at the same time: It inherits the
burdens of greatness and the risks of erosion. Smaller states can tacitly benefit from
the shortfalls of Great Powers’ politics, its stalemates and paralysis, and exploit the
parameters of international politics (Wilkinson, 1985, p. 115; Wilson, 2008, p. 122;
Rostoks 94, 99). Generally spoken, there are a couple of factors that may strengthen
smaller states in international relations, among them: geographical location and
climatic dimension; international law and international organisations as watchdogs;
acclamatory limitation on a regional focus or a low, unattractive level of development;
the preparedness for sacrifice; strong allies or in contrary a policy of neutrality; the
image problem of Great Powers outing aggressive action in public (Paterson, 1969,
pp. 120-122; Keohane, 1969, pp. 291-294). For each smaller state, only a few of these
factors will be available. It is from utmost importance to identify them to adopt an

own grand strategy.

But what leads to a successful grand strategy? Is there any rule of wisdom? It seems

that at least three key aspects are important (Wivel, 2010, pp. 24-25):

(1) The political substance of the smaller states strategy must be relevant for other
actors; a contribution to a commonly recognised item is asked for rather than

pushing one’s own, completely different agenda;
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(2) the more vital the issue is, the less relevant may be the part of smaller states — in

other words: smaller states gain more influence in political fields that are not top-

level and should focus there;

(3) smaller states can position themselves as honest brokers, between bigger rivals,

namely in such fields where no other actor suspects hidden interests of the

minor.

Thus said, theory based on empirical research offers different strategy designs. The

following table gives a survey which basic strategy guidance is on the market. These

baselines themselves do not formulate grand strategy at all relevant subfields of a

countries’ policy, but give underlying direction for the central strategic course. In a

second step we are going to assess the results and concentrate on those baselines

which give assets for smaller states.

Strategy baseline Relevance Reference(s)
Use or threat of force, | Relying on violence or coercive | Mearsheimer, 2001,
direct coercion power may lead to short-term | pp.147-155

(War/Bait and  Bleed/

Bloodletting/ Blackmail)

success; promises no survival in the
long run and may lead to ‘blame and
shame’; usually not available for

smaller states.

Self-Defence

Independent strategy; avoids being
mastered by others; needs strategic

circumstances that promise success.

Orvik, 1973, p. 228

External Balancing

A balanced of
guaranteed by Great

state affairs,
Powers;

usually positive for their partners.

Keohane, 1969, p.

300; Mearsheimer,

2001, pp. 156-157

Buck-Passing

Shifting the international burden to
another state, while staying at the

sideline. A “free-ride’, also a possible

Mearsheimer,

pp. 157-163

2001,
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choice inside alliances.

Bandwagoning Joining a powerful opponent and | Mearsheimer, 2001,
conceding power to gain a bigger | pp. 160-163
share of all common policy efforts.

Seeking Shelter Becoming member of an alliance to | Keohane, 1969, p.
borrow  power, security and | 301-303; Orvik, 1973,
protection in a group of shared | p. 228
interests on partial costs of
independence.

Binding Creating and strengthening of | Keohane, 1969, p.
international governance by | 297; Keohane/Nye,

international rules and institutions.

2011 [1977], pp. 23-
37; Wilson, 2008, p.

114, 122; Wivel, 2010,

p- 16

Defence against Help

Convincing a Great Power that the
smaller state can defend against all
possible third aggressors and do not

need help.

Orvik, 1973, pp. 228-
230

Hiding
(Neutrality/Nonalignment/
Appeasement)

Avoiding conflicts intentionally;
staying out of trouble by staying out

of sight.

Karsh, 2011 [1988],
pp. 37-42; Keohane,
1969, pp.
Wivel, 2010, pp. 15-
16;

291-292;

In evaluation of the different strategic baselines offered,

e the use or threat of force or direct coercion usually is beyond the opportunities

of smaller states; Great Powers may choose these strategies. There are some

exceptions: for EXAMPLE the fight of the Vietminh against the French, and of
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the Vietcong against the Americans — typical wars of the period of
decolonisation and its aftermath, backed-up by a (hidden) bigger ally and, in
the American case, by public opinion in the opponent s country. (North Korea
today is not a proof: It has manoeuvred itself in the role of a world outlaw,
completely isolated from international politics and economy.)

Self-defence is a best practice but needs to face preconditions that only very
few states will meet. The best-known EXAMPLE for a smaller state that is
following this strategy is Israel (which has a nuclear option as last resort),
another one is Taiwan.

Defence against help messages to the potentially threatening Great Power in a
credible way that the messenger state is capable to defend itself against all
other countries around (except the Great Power) and needs no assistance by
that Great Power. This is an ambitious and complex approach, successfully
used for EXAMPLE by Finland and Sweden towards the Soviet Union during the
Cold War and failed by Norway in 1940, when Oslo aimed on convincing the
British (that were assumed as possible rival in the North Sea) that it was able
to defend itself and overlooked that the Germans were the true challenger.
Like self-defence, it needs very special geographical and/or historical
circumstances.

External Balancing may produce a favourable international setting for smaller
states when Great Powers are occupied with balancing the world system. Small
states may benefit from the specific combination of competition and
consensus. A good EXAMPLE could be seen in the policy of the Kingdom of
Sardinia: It benefitted from the Vienna Congress 1815 and not only got back
Savoy, Piedmont and Nice out of the bankrupt ‘s estate of Napoleonic France,
but additionally Genoa. But external balancing is, nevertheless, not a way to be
gone by own resources and means, because it is negotiated mainly by the Great
Powers.

Buck-passing and bandwagoning are opportunistic baselines, at first glance a
good choice for ‘free-rides’, which finally lead away from a grand strategy, due
to the reduced and subordinated chance to actively design the own foreign
policy. The consequence of the British Appeasement Policy in 1938, for
EXAMPLE, was that the responsibility (the buck) of major warfare against Nazi

Germany was passed to Soviet Russia, while at the same time France jumped
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on the British bandwagon that seemed to offer a solution to escape armed
conflict with Berlin. For smaller states both baselines are strategic calculations
that rely on the mercy of the Great Power that is addressed.

Seeking shelter is a very reasonable way to go for a minor since millennia. In
an alliance, smaller states benefit from the aggregation of power and the
promotion of international order exercised by the alliance members. Inside the
alliance, the junior partners have duties, but are able to influence the grand
strategy of the alliance and can develop national strategies especially on fields
like development policy, energy policy, environmental policy and domestic
policy. Nevertheless, alliances reduce independent strategy making in the core
domains of foreign and security policy. Looking at the EXEMPLARY Cold War
alliances, Western European countries went very well in joining the umbrella
of North Atlantic Treaty Organization, which was/is a body of negotiations. On
the contrary, in the Warsaw Pact the single Eastern European state actors
strictly had to follow the strategic outline of the dominating Great Power. In
the current political situation, the Kremlin Policy towards its neighbours make
NATO membership a good deal for the geographically exposed Baltic States,
where the strategic advantages of having 25 partners outweigh the limitations
of independent strategy making.

Hiding strategies aim on the preservation of state autonomy. Among the
hiding options, nonalignment and appeasement are very much related to
certain historical moments. Nonalignment (Bandung, 1955) was not simply a
policy of neutrality, but looked — without bigger success — on becoming a more
or less equal third power next to USA and USSR. Appeasement (‘Peace for our
time’, 1938) lost all its reputation and credibility when the appeaser sacrificed
sovereignty of Czechoslovakia on behalf of a superficial, friable peace with the
dictator Adolf Hitler. Neutrality, in contrast, is a sophisticated concept, and, in
a way, the bigger brother of defence against help. Neutrality is not a strategy
that can be adopted in an occurring threat; its credibility depends very much of
its long-term proof and strict performance. Its balance sheet is controversial:
For EXAMPLE, out of six neutral countries in Second World War, the Finnish
and Norwegian grand strategies of neutrality collapsed, while Ireland,
Switzerland, Spain and Sweden managed to stay neutral. During the Cold War,

Switzerland and, geographically more exposed, Finland played the neutrality
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card in a very successful manner. Such a success gives evidence for the
capability of a state to develop a independent grand strategy. Nevertheless, it
remains a major problem of neutrality that it limits the room for political
manoeuvre up to self-abandonment in case that the foreign opponent changes
its acceptance of that declared neutrality. Though neutrality is the only
suitable hiding option, finally this strategic baseline makes smaller states more
a subject than an object of politics.

e Binding reconciles soft power tools with the concept of power as a relation.
Soft power instruments are law and justice, decision-making rules, values and
attitudes. Attraction and persuasion rather than force and coercion are basic
concepts. International organisations are in the centre of political doing.
Smaller states should be aware of their own limited capabilities and focus on
launching and supporting initiatives, acting as mediator and build issue-
related coalitions. The emphasis of international calibre in world politics back-
up the relevance of smaller states by the inherent formal equality of players, by
internationally organized security offers and by shared capacities to restrain
Great Powers. Even the pure perception of being part of the international
process and having a systemic role in world politics is important for the
smaller states position (Keohane, 1969, p. 294, 297; Nye, 2004; Wilson, 2008,
p. 114; Wivels, 2010, p. 26). The Benelux countries in the initial phase of what
now is the European Union might be an EXAMPLE, or today the Netherlands as
host of important international courts (while being member of NATO alliance
at the same time).

Among these selected strategy baselines usually Seeking Shelter, Binding and Hiding
seem to be most reasonable for smaller states. Each of these three options has its
advantages and disadvantages, and which to choose is very much dependent on the
situation of the respective country. The connectedness of single countries policies,
regional organisations and international institutions may favour a certain mix of
concepts: Both alliance membership and empowerment of international regimes of
world order — seeking shelter and binding — are not contradicting or itself-excluding
strategies, but a rational entanglement. Alliance membership is the one appropriate
strategy to follow under conditions of threat. Binding appears an ‘elegant’ and smart-
thought strategy for smaller states in a certain ‘comfort’ zone of international politics

that opens way to an independent grand strategy. Nevertheless, a strategy based on
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soft power tools is not starry-eyed idealism; like for hard power, for soft power the

national well-being is the political purpose.

This is central: The different strategic baselines presented above have to be improved
by knowledge of the strengthening factors and under consideration of the three key
aspects mentioned above — that means, in a realistic assessment of the own situation.
Only then they stand the proof with regard to the question of our introduction: if
there is a ‘Lilliputians’ choice’ for the minors in international policy to craft own

grand strategies and, as a consequence, act independently in world arena.

Conclusion: The Mowgli Approach

In this paper, we have argued that the ‘smallness’ of smaller states is perceptual and
contextual, not static but variant — different states have different power options,
related to particular conditions. We have further underlined that the ‘notion of
relativity’ (Carlsnaes, 2007, p. 13) is a chance for smaller states in international
politics in regards to the traditional categories of ‘size’ and ‘power’. Important
precondition is the states® ability to self-assess realistically their respective
capabilities and to obey some key aspects of strategy-making. In this view, smaller
states are able to follow their own political ends on their own strategic ways and
finally craft ‘grand strategies’, under certain circumstances with restrictions in the

fields of foreign and security policy.

Far from being fixed in a comprehensive definition and due to its fluent character,
any strategy does not produce eternal verities or provide physical regularities. It was
once compared with a French peasant soup: ‘a mixture of items thrown into the pot
over the course of a week and then eaten, for which no recipe can possibly exist’
(Murray, 2011, p. 9). Even more challenging than to describe what ‘grand strategy’
accurately means, is to work on it in a consistent manner. As a baseline for that
undertaking, among a number of options discussed by scholars we have suggested
that seeking shelter (alliance membership), hiding (neutrality) and binding
(promoting international governance) are the most suitable ones. Joining an alliance
might be best choice in most cases; hiding requires a pronounced credibility; binding

needs larger efforts to retain in international politics, but opens way for a relatively
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independent grand strategy. In praxi, elements of the presented strategic baselines

will often be mixed.

Dependent from the theoretical approach and its practical derivation, smaller states
are not out of bounds in international politics. Their ways and means to achieve the
ends of survival and influence differ from Great Powers. Soft power may suit them
better than hard power. Little shepherd boy David used cleverness and force to win
over Goliath. Nowadays, the knowledge of the international environment and the

ability to find partners in an uncertain world are requested by the minors:

‘Mowgli stood upright - the fire pot in his hands. [...] He flung the fire pot on
the ground, and some of the red coals lit a tuft of dried moss that flared up, as
all the Council [of the wolves] drew back in terror before the leaping flames.
Mowgli thrust his dead branch into the fire till the twigs lit and crackled, and
whirled it above his head among the cowering wolves. “Thou art the master”,
said Bagheera in an undertone.’(Kipling, 2008 [1894/95], pp. 30-31).

Rudyard Kipling s foundling Mowgli has learned to adapt himself to the laws of the
Indian forest. He understood the attitudes of its animal inhabitants, the benefits of
using fire and to ally with Great Powers Baloo the bear and Bagheera the panther
against his enemy Shere Khan the tiger. Such a Mowgli smart-tool based grand
strategy could help the smaller states to influence and to benefit from the
international system and to guarantee the single state actor its survival in the

wilderness of world jungle.
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Can it ever be ethical to deliberately kill enemy non-combatants during an

armed conflict?
LTC Michael Christensen

Introduction.

This paper is concerned with the intersection between law, ethics and realities on the
battlefield as formulated in the Just War Tradition, in relation to deliberately
targeting non-combatants. The very notion of targeting non-combatants will in the
mind of many immediately trigger a response. I have very unscientifically recently
asked a couple of handfuls of my colleagues, if they thought that killing non-
combatants in war could be ethically justified. All of them are accomplished
academics and officers with operational experience, and all of them replied with and
unequivocal no. From many of them the answer came as an immediate response
almost like a reflex. I must say that their reply confirmed my anticipation and also my
own opinion. So is it really that simple? Is it in all cases unethical to target non-
combatants in war? This paper will investigate into that and provide nuances to both
the question itself and to the before mentioned no. It will argue that it indeed is not at
all that simple. The paper will show that one can formulate morality arguments for
deliberately targeting non-combatants if the conditions are right. But at the same
time under the same conditions one could formulate morally founded arguments
against targeting non-combatants. This ambiguity reflects quite well the different
positions on this very philosophical topic, where accomplished scholars continue the
discussion from their respective points of view. By using the relevant key principles of
the Jus in Bello theory the paper will uncover some of the morality considerations to

the key question embedded in the papers title.

Framework and limitations.

Just War tradition builds on knowledge gained over more than two millennia. It is in
general best described as condensed knowledge of ethical and morality nature. A
number of different sources have fed into this tradition over time, both religious
(mostly Christian) and secular, both philosophical work and experiences obtained by

waging war, from statecraft and from the development of political theory as well as
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international law. Just War thinkers have had a variety of approaches and also
viewpoints of what role the tradition should play. Dominantly are the views on
statecraft and on ethical issues related to every day life and to waging war. Especially
the ethical discourse on waging war has a long and proud tradition of influencing the
evolution of the tradition, an evolution that continues today. The Cold War proxy war
in Vietnam was a sort of catalyst for new thoughts on the tradition and especially the
post Cold War period, where thinking on war distanced itself from the inherent
doomsday nature of the weapons of mass destruction of the Cold War, have spawned
a number of contributors to the tradition. This paper will not account for the lively
development of the tradition, nor all its many great thinkers and the different schools
they have spawned. Rather it zooms in on the ethical and morality reasoning related
to war. Broadly the tradition branches out in two directions related to war. One is Jus
ad Bellum, which I would translate into “when is it just to wage war” the other is Jus
in Bello, that translates into “how we justly wage war”. Both branches a hugely
important and offers ethical and morality considerations. The so-called orthodox
view describes independency between the two. The Jus ad Bellum is in this tradition
a strict political matter. In other words, the military has nothing to do with why we go
to war, including if it is just or not, regardless of for instance situations where senior
members of the military have a political role. As an example of what that entails is,
that although a state have initiated an unjust war (for the seven Jus ad Bellum just
war criteria, see Frowe. 2011, p.50) the soldiers fighting the war carry no specific
ethical or morality burden because of it, hence they can still fight justly (pending their
conduct of course). Others reject that notion fully and places full responsibility on the
soldiers for engaging in an unjust war; hence they are by fighting an unjust war per se
unjust in their Jus in Bello actions (McMahan. 2006). McMahan’s considerations on
Just and Unjust Wars will be addressed in this paper. This will further allow and
justify focussing primarily on the Jus in Bello framework when determining the
justness and morality of the conduct of war. The Jus in Bello framework rests
primarily on four pillars: non-combatant versus combatant, discrimination,
necessity and proportionality and lastly prisoners of war and combatants hors de
combat. The first three pillars relate to this paper and needs to be understood in
more detail, hence they will be addressed in order to formulate morality arguments

for and against deliberately targeting civilians.
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As the essay suggests it is concerned about non-combatants as opposed to
combatants. Others would use the terms civilians and soldiers. This essay will adopt
these two recognized sets of terms and use them as synonyms for each other (similar

approach is adopted by James Johnson (Johnson. 1999, pp. 239-240).

In the paper ethics and morality and ethical and morally are treated as synonyms.

Relationship between law and ethics

A lawyer once described the law to me as the wall you can play up against in order to
find out whether an action was right or wrong. I agree with that notion, however for
the full understanding of it, I believe we must add .......... whether an action was right
or wrong according to the law. Why this addition? Well, we must remind us selves
that the law as it is codified in various states or internationally in protocols and
conventions is an attempt to provide a framework that makes sense of numerous
individual behavioural patterns and interpretations of situations, leading to a chosen
action. It provides us with an understanding of what is right and wrong by providing
a yardstick that actions can be measured against. Law is not fixed though; it changes

back and forth and evolves serving the end its writers see fit. It is a human construct.

Ethics and morality are something else. It is there regardless of what the law
prescribe, as a convention. It simply “is what it is” as McMahan puts it (McMahan
2008, p. 35). This means that although something is permissible by law it can at the
same time be morally wrong. In some countries it is legal to slap your child across the

face at the same time most people would nowadays find it morally problematic.

Law and morality is nonetheless connected, insofar they influence each other. A great
deal of morality consideration is vested in the law and the treaties we abide by when
waging war today. Some times that influence is happening in small doses leading to a
slow evolution of law and sometimes the influence is quite dramatic leading to a

small revolution in the codification of law. Allow me to give an example:
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During the Second World War Denmark was invaded and occupied by Germany.
The sitting government adopted a policy of corporation with the occupying state in
an attempt to minimize and contain the destruction of the state and its citizens.
Following the policy of the government and in full compliance with the law, citizens
and companies engaged in trade and commerce with the occupying state. Some
were very successful in their effort and created substantial societal and economical
wealth. After the conclusion of the war and the defeat of the occupying state the
situation changed dramatically. Some of the before mentioned citizens and

companies were tried and convicted for supporting the occupying state.

What had changed? Not the morality, I would say. Cooperating with the occupying
state was throughout the occupation regarded immoral and unethical, but the law
serving the end of appeasement, somehow masked its unethical sides. If the unethical
masking is in fact the societal and political norms prevailing at a given time, it only
naturally follows that a change in those norms will change the masking even up to the
point where the masking falls apart all together. I could be argued that was the case in
the Danish example. This supports the argument of morality as a convention. Maybe
“it is what it is” when it functions, as McMahan suggests; however the Danish

example indicates the convention to be volatile and changeable.

Just and Unjust Wars

The modern Just War thinker, Jeff McMahan has forwarded a string of arguments
that goes against the orthodox independency view between Jus Ad Bellum and the
Jus in Bello thoughts. The key idea of the orthodox Just War thinkers on combatants
is that they are without guilt/responsibility for decisions on waging war. The
leadership of their nation’s Jus ad Bellum conduct/behaviour does in other words not
burden them. So when war commences both opposing parties start with a clean slate
and with equal rights. McMahan sees this differently. He argues, that if your country
initiates an unjust war its combatants will regardless of their in Bello conduct fight
unjustly and immorally. Since the end is unjust all actions leading to that end are
inherently unjust and immoral. In fact he argues, all citizens, non-combatants as well

as combatants have a collective and/or individual responsibility for their
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government’s unjust initiation of war. The degree of responsibility may well be higher
or lower, he admits, however those who contributes in one-way or another to the
sustainment of their nation and its war waging ability, have a responsibility. This he
argues makes them liable for a morally founded intentional attack in very extreme
cases. (McMahan 2009, pp. 221-231). I can follow his argumentation and from a
theoretical point of view the causality is intact. As he admits, the practical application
of the idea is very limited and I concur with that. Though I do not fully reject his
thoughts, I believe we part ways on two accounts. Firstly I am not convinced that the
very starting point is right. Though I largely subscribe to the orthodox view regarding
the division between Jus ad Bellum and Jus in Bello, I recognize the notion that being
a citizen of a state carries some responsibility and guilt. I just do not see that that
responsibility and guilt can be carried through to a war situation and causing civilians
to become morally justified targets. Supporters of McMahan’s position could then
argue that that is why combatants and non-combatants belonging to at state that
initiates an unjust war, must actively and persistently stop fighting and stop
supporting the state until the unjust actions has stopped. A beautiful idea indeed, but
hardly a realistic one, I would say. Secondly, I believe that McMahan does not pay
enough attention to the possibility that both sides of a conflict regard themselves a
being on morally solid grounds and fighting a just war. Following this logic and
McMahan’s argumentation both sides could interpret the degree of guilt and liability
to find justification for intentionally target each other’s population, and in doing so,
not limit themselves to the very extreme cases that McMahan puts forward. If
spinning out of control, a total war scenario that morality and law in the first place
should prevent because of its unlimited destruction potential could be the reality. So
in conclusion: McMahan’s idea of responsibility and guilt in the Jus ad Bellum
conduct of a nation waging an unjust war to be carried forward into Jus in Bello
thereby providing argument the Jus in Bello actions to be immoral all together,
carries some logic. However that this should entail that non-combatants carry enough
responsibility/guilt for the unjust actions to make them morally justified targets, is
taking the argument too far. The extreme cases forwarded by McMahan, although
being logically sound, opens up for interpretation of the degree of guilt and liability
that could be exaggerated. This could lead into an escalation in the deliberate

targeting of civilians.
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Jus in Bello framework

The Jus in Bello tradition draws on considerations that just war theorists have had in
relation to defence of your self (self-defence) and defence of others (other-defence)
and on how one could morally apply force when waging war. The thinking and the
discussions of which many found its way into rules and later on into law served the
same purpose, namely to limit the destructions of war. Experiences from especially
medieval wars and the wars of the last century have given evidence to unimaginable
destruction towards property, soldiers and especially civilians. It is those thoughts
and experiences that are put together into the Jus in Bello framework. The framework
rests on the before mentioned pillars. They are mutually reinforcing and
interconnected. They form up a framework designed to provide clarity and guidance
when waging war in an attempt to limit the very destructiveness of war. The
framework is not a recipe though, however the individual components can serve as
steppingstones when deciding if actions are morally permissible (and to some extent
legally permissible). The challenge with the steppingstones is that they are
questionable. They are not black or white but all shades of grey. The steppingstones
being questionable call for answers. When waging wars some of these answers need
to be provided fast and decisions need to be taken on the lowest tactical levels up to
the strategic levels and in many cases by single individuals. Without the pressure of
combat we will look at the morality side and ambiguity of the Jus in Bello pillars.

(Further on the Jus in Bello, see Frowe. 2011, pp. 95-101).

Combatants and non-combatants

Knowing who is a combatant and who is a non-combatant is imperative both from an
orthodox just war morally point of view and from a legal one. Common for both are
that it is not morally and not legal to target non-combatants intentionally. In other
words without distinguishing between the two we cannot morally or legally determine
if a military target is legitimate or not. So what is in fact the difference between being
a non-combatant and a combatant? That difference between the two is much debated

and the positions on the topic are widespread. From one extreme it is argued that if a
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nation wage war, all its subjects are combatants (as argued by Augustine in Frowe.
2011, p. 152), to the other extreme where pacifists argue for a total rejection of the use
of force against combatants and non-combatants all together. One could ask, “Why all
this discussion, isn’t it clearly defined?” Well maybe so. I would argue that it is when
we look at the legal side of the case. According to the Geneva Convention a combatant

can only qualify as such by meeting the following four criteria (Frowe 2011, p.101):

- Be a part of a hierarchical Group, with a recognisable chain of command
- Wear a distinctive emblem, which is visible.

- Bear arms openly.

- Adhere to the rules of Jus in Bello as laid down in the convention.

The fourth criteria was later rewritten in an additional Protocol to the Geneva
convention in order to address the nature in which guerrilla warfare was conducted,
where combatants blend into to general population and in doing so does not wear
uniform and emblems that clearly makes it possible to distinct them for non-
combatants. In such situations when they participate in deployments to engagements
in which they will take part as well as the engagement it self, they must bear arms

openly and in doing so will maintain their combatant status (Frowe. 2011, p. 102).

That is all fine from a legal point of view, but from a morality point of view there are
arguments for defining being a combatant differently. Collective guilt is one
argument. It stems as mentioned above from the early thinking of Augustine and
basically paints with a broad brush. It claims that the citizens of a country that wage
war carries guilt or responsibility, hence there are no morality grounds for distinction
between non-combatants and combatants. When this argumentation was formulated
ordinary citizens had very little influence on the politics applied by the sitting ruler,
who in many states had absolute powers, hence it carries little weight, I believe. It
could be argued though that Augustine’s thoughts carry more weight in a modern
democratic society where individuals have much more direct influence on who is
leading their country and therefore more responsibility for the actions taken. But as I
see it there is still no grounds for adopting the argument, because in reality, or in war
if you like, there is no way one could distinguish between who voted for the sitting

government and who did not.
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Hugo Grotius, later formulated the distinction between non-combatants and
combatants that Augustine’s argumentation lacks. Not only did he formulate his
thoughts on a clear distinction between Jus ad Bellum and Jus in Bello but he also
codified the morality distinction between those who belong to armed forces
(combatants) and those who do not (non-combatants). His argument to the former
was that being a part of an armed force you forfeit the right not to be killed therefor it
is both legally and morally just to do so. The right not to be killed remains intact for a
non-combatant; hence it is morally unjust to kill one. A continuation of Grotius
thoughts relates to posing a threat. The initial intention was to even further
narrowing down the group of actors that morally could be regarded as combatants so
that only those posing a treat are actual combatants. That rationale could also be
applied to non-combatants in an argument for broadening that group, hence make
the group of morally permissible targets greater. You can trace the thoughts back to
the idea of self-defence (for further on self-defence see Frowe. 2011, pp.9-26), that
broadly stipulates, that it is morally permissible and just to retaliate on an attack,
even up to the point of applying lethal force should the situation call for it
(proportionality and necessity criteria applies). So the argument is that by posing a
threat it becomes morally permissible to attack even non-combatants. That of course
immediately raises the issue of what constitutes a threat and who determines what is
a threat. Using an example taken from Stephen Deakin (Deakin.2011), where a patrol
behind enemy lines is being spotted by a local goat herder. Fearing that the goat
herder will alarm the nearby garrison of their presence, which inevitably will lead to
their capture or maybe death, the patrol is facing a morality dilemma or question if
you like. Is it given the circumstances morally permissible to kill the herder? If so,
then all the civilians the patrol believes to have spotted them could expect to be killed.
You could hardly argue that the herder should he in fact alarm the garrison de facto
becomes a combatant, however it could be argued that his action poses a threat and
the severe consequences of it can provide some kind of morality justification for them
taking action. As with self-defence the actions could be tailored to the situation,
following the principle of proportionality. Currently according to the laws of war, no
harm is to be inflicted on non-combatants, so even in our herder example it would be
unjust to knock him unconscious. This very definite line is being contested not only
morally as above, but also from a legal point of view. A softening, although not

allowing killing of non-combatants, is being suggested with the introduction of quite
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sophisticated non-lethal weapons (NLW). In our herder example the employment of
such a weapon could save the lives of both parties and the action could be standing on

a solid legal ground as well as a morality one (further on NLW see Deakin.2011.).

Legitimate targets

Above we determined what a combatant is. By doing so we should then know who
could then legally and morally be targeted. That being said there is no precise overlap
between a person being identified as a combatant and the person then in the eyes of
the law is a legitimate target. Doctors and clergy personnel are examples of
combatants that are not legitimate targets. The same goes for combatants hors de
combat. The idea of those not taking “active” part in the fighting a la the hors de
combat category has spawned a whole array of philosophical and morality thought
even further narrowing down the scope of legitimate targets (as an example see
Walzer’s example of “The naked soldier” in Walzer. 2006, pp. 138-143). It goes the
other way as well as Frowe points out “But even those politicians without military
roots or affiliation can be legitimate targets if they are instrumental in the
orchestrating of the war” (Frowe. 2011, p. 103). As one can see the lines become more
and more blurred. Not only between the two principles of combatant/non-combatant
and legitimate targets but also between law and morality. George Mavrodes provides
a viewpoint by revisiting the relationship between law and ethics. Basically he argues
that the immunity of non-combatants has developed into law on the wrong
assumption that it is a morality fact that non-combatants cannot be intentionally
targeted. This is significant. It is so because he reminds us that both morality and law
are means to limit the damage and deaths caused by war. He offers an argument that
kind of sets the morality free from this “damage-minimizing-straightjacket” and
thereby he allows us to apply a somewhat more pure look on morality. After all how
do we morally distinguish between a farmer that from his land overlook the ocean
and who in the time of war reports on enemy ship movements and thereby allows
them to be targeted and between the engineer that has developed techniques for
making precision ammunition at his factory for his countries army to use in war. Are
they not equally involved as the uniformed soldier firing his rifle? I would say that

they are involved to such degree that it probably is morally justified to target them.
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Frowe mention a number of other just war thinkers that have tried to provide
arguments on who is a legitimate target and who is not (Frowe. 2011, pp. 151-158).

None of them with much conviction I would say.

Necessity

In armed conflict the application of military force must meet the condition of
necessity, which implies that the application has to create a military advantage.
Military advantage is somewhat difficult to identify. As an example, I believe that
most people see the necessity, legality and morally permissibility of destroying an
enemy battle tank charging towards you. Then try and recall Walzer’s “Naked soldier”
example I referred to earlier. Is it morally permissible to kill the naked soldier taking
a bath well away from the battle? Is it necessary? The lines become blurred. If we
throw civilians into the equation, maybe even more so. Let us look at a classic
example of a weapons factory with a thousand men strong civilian workforce and
which production provides a significant contribution to its country’s ability to wage
war. International law can specify this as a legitimate military target allowing us to
blow it up even though we kill a lot of civilians, which is generally regarded as a
morally flawed act. They are merely collateral damage. This then constitutes a
dilemma between morality and law. To bridge this dilemma the Doctrine of Double
Effect (DDE) has been used. Like the principles of necessity and proportionality the
Doctrine of Double Effect (DDE) goes way back to thoughts on self-defence (Frowe.
2011, pp. 19-27). The doctrine provides a possible explanation to the morality
dilemma we are all too aware of namely that non-combatants are killed in war, even
though it is morally impermissible and unlawful to kill them. The DDE basically rests
on the notion that there is a distinct ethical difference between a military action that
intentionally kills non-combatants and one that kills non-combatants un-
intentionally. Emphasis is on the intention, on the end that your actions are to
achieve. Put shortly, if you intentionally destroy a legitimate military target, like the
factory from before, where some innocent non-combatants happen to be killed, your
action is morally permissible. However if your intention were to kill the non-
combatants and not destroy the factory, it would be morally impermissible. Going

back to the factory example. Lets say that the know how that is behind the production
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activities in the factory rests on ten engineers that work in an office environment ten
kilometres away from the factory. Since targeting them provides a military advantage
similar to that of blowing up the factory, the necessity criterion is met. That the
casualty number by bombing the factory could be well above the ten dead engineers
can provide a morality argument for choosing that option. In this example I would
argue that it can be morally justified to target civilians, because it is a choice between
two options both involving civilian casualties. The DDE allegedly provides morally
justification in the factory bombing case since it absorbs all the dead civilians as
collateral damage because the intention in the first place was not to kill them but to
destroy the factory. I would argue that this example challenges the actual DDE
application to real life situations. The transfer of military necessity first from to the
factory and then to the engineers opens up for even further transferals, like to the
electricity plant supporting the factory, or the water plan etc. etc. This of course, as in
the case of defining combatants, holds the potential of spinning out of control and

cause more harm than good.

To sum it up, although I am in no way arguing that a decision to target civilians that
contribute to the war effort should be taken without careful consideration, including
morality considerations, I can find morality arguments for the engineers and workers
putting themselves in a position where they forfeit their right “not to be attacked”
because they engage directly in the support of the war effort with such significance

that it becomes necessary to target and kill them.

Proportionality

The last of the Jus in Bello criteria is proportionality. It entails that; “The harm that
one inflicts must be proportionate to the good that is protected, and must be the least
harmful means available of achieving the good” (Frowe. 2011, p. 107). In other words
it aims at controlling the extent of force application in war in order to minimize
suffering and destruction. The criteria raise morality questions to military actions like
the dropping of the two nuclear bombs in the end of The Second World War. The
American rationale was that the bombing was what it would take to get the Japanese
to surrender and thereby avoid a prolonged war, that was likely to cost the lives
thousands and thousands of American soldiers. So the morality question the

219



Americans was facing was: “Is it okay to kill Japanese civilian (and some soldiers of
course) in order to save our own boys?” Most just war thinkers of course believe that
the non-combatant lives counts in the calculation of proportionality (Frowe. 2011, p.
108) and we have previously discussed that civilians have not waived their right not
to be killed while most think that soldiers by their very profession have forfeited their
right not to be killed. So how can you morally justify the bombings? Well we can’t,
can we? Unless of course, we start playing with numbers. Let us say that 200.000
civilians died in the bombing, but the prolonged war was estimated to reach a death
toll of 1.000.0000 American and Japanese soldiers and civilians, a 1:5 ratio. So if you
set aside the above-mentioned rights, the sheer numbers lays grounds for a morally
justification, provided though that the approach is the only solution presenting itself
(McMahan.2009, pp. 226-231). I would argue that this was probably not the case.
The arguments follow along the ones proposed by McMahan against the decision to
drop the bombs (McMahan. 2009, pp. 128-130). I would add further that boiling
down attacks against non-combatants in order to save combatants as a mathematical
1:1 ratio for finding morally justification is based on shaky grounds, giving the very
difference between the two as argued previously. On the other hand I expect that it
would be morally accepted by most that one single non-combatant could be killed if it
saves 5000 combatants in an imaginable scenario. So proportions matter (for further
on this see Walzer. 2006, pp. 263-268). This kind of rationale ties into the thoughts
on Supreme Emergency, where the consequences of not acting are unimaginable —
even more unthinkable than what one proposes to do (Frowe. 2011, p. 97). A rationale
I would argue builds on self-defence rights and thoughts, just blown up in scale (see

Walzer. 2006, pp. 251-262).

Conclusion

I believe that I have put forward morality arguments for adopting a broader
understanding of who can be legitimately targeted up to the point that there are
arguments for deliberately killing civilians, like the farmer spotting ships or the
herder telling on the patrol. This argumentation is along the lines of what I have seen
referred to as the “Boxing Match” model. If you enter the ring you can expect to by hit

by your opponent. The ring in this argumentation is not a geographically outlined
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area, but is to be regarded in a broader action related context, where ones actions
contribute directly to the war effort (McMahan.2009, pp.51-57). Actions the civilians
take are key I believe if we are to establishing understanding on the morally
permissibility for killing them. Just being citizens in a war waging country does not
quite justify for them loosing their right not to be killed, although it might flaw their
innocence. This line of arguments are linked to being combatant or non-combatant
Regarding being a legitimate target, George Mavrodes have put forward strong
arguments that could open up for a greater morally acceptance of targeting the
civilian elements of the war effort even though they have a more distant and less
decisive part to play in the war effort. After all how decisive is an individual rifleman’s
contribution?

Mavrodes argumentation ties into the necessity discussion where we saw that law and
morality in the factory example provide a weak causal argument and link between the
two. The DDE are not fully bridging the two and providing strong morality
justification with its single focus on intent, although I admit that the DDE can serve a
purpose as a sort of morality compass in its pure form.

I have found no strong arguments for deliberately killing non-combatants from the
principle of proportionality except maybe in cases of Supreme Emergency. Here the
case of the nuclear bombing showed as was the case with other principles that
number matters, at least insofar that they can strengthen or weaken the morality
argumentation.

So to sum it up, I cannot say with any rock solid causal argumentation that we should
never deliberately kill civilians in armed conflict. In fact I have provided some
logically linked arguments that could morally explain or even justify that we
intentionally kill civilians. However, I do have a sincere doubt about the arguments,
since they are so intimately linked to someone’s subjective judgement, perception and
interpretation of fundamental components in the arguments, like threat, necessity,
proportionality numbers, guilt and involvement. This is I suppose a fundamental
problem with ethics in general. The doubt leads me to conclude that although we
isolated can find causal morally justifiable arguments for deliberately killing civilians
in armed conflict we need it to remain illegal. The reason for this follows the above
mentioned subjective element, leading to a fear of opening up Pandora’s Box and that
the targeting of civilians will spin out of control. The ingrown retaliatory dynamics of

war provides strong arguments for that this will indeed happen.
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Can the forward deployment of armed forces extend and entrench regional

security?
Mr Karolis Aleksa

Introduction

History leaves no doubt on the importance of the forward bases to the great powers
foreign policy. Up to the beginning of the World War II forward bases were acquired
through colonization and conquest (Harkavy, 2007, p. 92) and used by great powers
for a variety of purposes, mainly to protect economic interests, conquest new
territories, control and extend colonies and compete against each other. Therefore, it
was hard to expect they could serve well to ensure regional security by preventing

security dilemmas in the region to turn into the military conflicts.

The period after the World War II was marked by several important changes in
respect to the role of forward bases to regional security. Firstly, U.S. has taken a
global lead to confront expansion of Soviet influence in the regions outside of the
Soviet control. Secondly, U.S. was given an access by different countries to establish
or maintain forward bases in order to deter communist military aggression
(Krepinevich, Work, 2007, p. 105). Thirdly, a communist attack on U.S. forward base
could trigger a U.S. nuclear response, escalating into nuclear strikes‘ exchanges. That

has built a basis for an extended deterrence during the Cold War period.

Despite the fact that the U.S. was successful in deterring the communist military
aggression against its allies and partners during Cold War time, a question of
credibility of extended deterrence was always present. For example, a search for
credible deterrence against Soviets during the decades of Cold War has shifted NATO
strategy focus from nuclear towards more conventional deterrence (Huntington,
1983/84, p. 32). Thus, it can be argued that a question of deterrence credibility is a
key in understanding if the forward deployed armed forces can extend and entrench
regional security. It means that forward deployed forces may contribute to regional
security if they can achieve their task, which is defined by a particular strategy of
deterrence, and are in the right mixture with other important elements of deterrence.
However, the challenge in the third decade of the post-Cold War era to ensure a
credible deterrence seems no smaller than in the Cold War, especially as the great
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powers, including U.S., are unwilling to contemplate nuclear escalation strategy when
they are not directly threatened by nuclear weapons (Morgan, Paul, 2009, p. 259,
264-265). Such change has put a huge pressure on the conventional side of

deterrence and specifically on the forward deployed forces.

In order to examine the statement that forward deployed armed forces can extend
and entrench regional security two cases will be explored: U.S. against China in the
East China Sea and NATO against Russia in the Baltics. Both cases have been chosen
because of recent Russia and China‘s assertiveness and aggressiveness, which in
response requires credible deterrence. Conventional deterrence theory will serve as a
theoretical background for an analysis by providing variables, which will help to

illustrate the most important aspects of two case studies.

1. Conventional deterrence and forward deployed armed forces

Deterrence theory offers one of the best available theoretical frameworks to explain
the relationship between forward deployed armed forces and regional security as it
explores the impact of conventional and nuclear weapons role in ensuring different
layers of security (national, regional and global). Since forward deployed forces are
generally represented by conventional forces (with few exceptions), the conventional

deterrence theory will be used to provide a theoretical background.

Deterrence is a strategy to convince an opponent to abstain from an action he was
probably planning to take (Gray, 2003, p. 13; Freedman, 2004, p. 26). As it is evident,
deterrence is a relationship between the deterrer and the deteree, however, the
success or failure of deterrence depends largely on the later. Nonetheless, the deterrer
in his disposition has a set of measures, which can lead a deterrence strategy to
success. Both conventional and nuclear deterrence theories agree that this set
includes political will, capabilities and communication. Political will usually reflects
the importance of national interest: the more important national interest is at stake,
the stronger political will is expected to appear to defend it. For example, security of
free democratic world was at the heart of U.S. national interests during the Cold War,
therefore, U.S. had a strong political will to defend it against the Soviets. A rock solid

political will gives a straight way to build necessary capabilities against opponent but
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the main challenge is to choose a strategy of using the armed forces for the
deterrence. Based on the planned role for the armed forces, conventional deterrence
theory proposes two different strategies: deterrence by denial (defeat) and deterrence
by punishment. The former strategy is centered on denying the opponent to achieve a
quick military victory and other objectives related to military offensive. Such a
strategy may succeed because an opponent will probably try to avoid long exhausting
conflict, which in the end offers little opportunity to achieve goals associated with
military offensive (Mearsheimer, 1985, p. 158; Gerson, 2009, p. 37). Deterrence by
punishment strategy puts emphasis on retaliatory actions in the event of opponent‘s
military intervention. Retaliatory actions may directed to seize the territory of
invader or to strike invader's forces and/or military infrastructure with the long-
range conventional capabilities (Guertner, 1992, p. 9; Gerson, 2009, p. 32). In
addition to these strategies, Samuel Huntington points to the third possible course of
action, which requires to place some forces against the opponent in order to increase
uncertainty and possible costs of invasion (Huntington, 1983/84, 35-36). This
strategy falls short of denying opponent‘s objectives so it can hardly be considered as
a real alternative to strategies of denial and punishment. Implementation of these
strategies largely falls on the forward deployed armed forces when the deterrer has no
land (and maritime) border with the deteree. The choosing of conventional
deterrence strategy is influenced by the existing local military balance. When forward
deployed armed forces of the deterrer is clearly inferior in numbers against the armed
forces of deteree, the former is more likely to pick the strategy of punishment.
Nevertheless, even a big advantage in numbers does not guarantee a quick victory for
the deteree because the deterrer may be able to reinforce rapidly his forward
deployed forces, and his forces may be qualitatively superior. However, historical
experience shows that even superior forces of deterrer can not ensure the success of
conventional deterrence (Betts, 1985, p. 155, p. 167-169; Huntington, 1983/84, p. 38).
Such seeming instability of conventional deterrence can be partly addressed by well-
designed and implemented communication. Communication is much more important
in the conventional deterrence than in nuclear deterrence because in the case of the
later the nuclear weapons speak for themselves: every decision-maker understands
the destructiveness of the nuclear strikes. In case of conventional deterrence,
communication has to include a verbal messaging of commitment to a particular

conventional deterrence strategy as well as to demonstrate capacity to implement it
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by conducting military exercises (Stone, 2012, p. 116-117). In addition to the
described three very important elements of conventional deterrence, one has to
include a role of an ally. When the forward deployed forces are located in the territory
of an ally, the later‘s strong contribution in sharing the burden will have an impact for
developing and maintaining a more effective deterrence (Guertner, 1992, p. 6-7). If
the deterrer is attentive to all important elements for conventional deterrence, it can

expect it to be a credible one.

On the other hand, that does not mean a credible deterrence will be a successful in
the end. It is the deteree who decides to take or not to take an action. While the
deterrer may think the deteree has to act rationally as confronted against credible
deterrence, however, the national interests, beliefs, strategic culture of the deteree
may dictate it to act differently, but not without a reason (Gray, 2003, p. 21;
Freedman, 2004, p. 49). Also, military doctrine and military planning of the deteree
may tempt the later to conduct offensive military campaign. For example, Soviet
military planning against allies in Europe was based on the offensive scenario, so
inevitably it added an uncertainty to the belief that conventional deterrence will
survive (Huntington, 1983/84, p. 43; Mearsheimer, 1985, p. 158). Both factors can
reinforce each other: if the deteree believes the window of opportunity is closing to
achieve its vital national interest, and it has an offensive military doctrine in place,

then it is a much bigger possibility to experience a failure of conventional deterrence.

The elements of conventional deterrence, which were recently described, form a
theoretical background to start analysis of the two case studies. Specifically, in the
analysis of deterrer side (U.S./NATO), the variables of political will, national interest,
capabilities (forward deployed armed forces), communication and burden sharing
with an ally/allies will be explored. On the deteree side (China and Russia), political

will, national interest and military doctrine have been chosen as the variables.

2. U.S.versus Chinain the East China Sea

The analysis of U.S. and China deterrence relationship in the East China Sea,
centered on the Senkaku/Diaoyu islands, offers a possibility to explore a pressing

security issue. It can be argued that if China will decide in the future to test the U.S.
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deterrence, it will focus on the Senkaku/Diaoyu islands. There is a less probability of
U.S. direct military involvement in the South China Sea because U.S. is not prepared
to guarantee extended deterrence for its allies and partners on the basis of contested
waters. Taiwan‘s scenario, which is usually a favourite in exploring the U.S. and
China deterrence relationship, seems also less relevant as the U.S. is not opposed to a
peaceful reunification of both China‘s, especially if it is based on independent

Taiwan‘s decision.

2.1. Chinaas a potential aggressor

Territorial integrity is one of the most important national interests of China as it
believes that some territories (for example, Taiwan, Senkaku/Diayou islands) belong
to China. Chinese government‘'s White Paper on Diaoyu islands claims these islands
to be an ancient Chinese territory at least since the XIV-XV centuries, which only in
the end of XIX century were conquered by Japan. In addition, White Paper calls
Japanese administration of these islands illegal and leaves no doubt that China is
determined to bring them back under its control (Information Office of the State
Council of the People‘s Republic of China, 2012). China‘s Ministry of Foreign Affairs
on a case-by-case basis emphasizes China‘s rights to the Senkaku/Diayou islands, and
mentions China‘s determination to solve this issue peacefully (Embassy of the
People’s Republic of China in the Republic of South Africa, 2012). China
demonstrates a strong political will to protect its national interest related to the
Senkaku/Diayou islands. Since 2012 China‘s coast guard and fishery-law enforcement
ships regularly and in confrontation with the Japanese vessels have been entering the
Senkaku/Diayou waters, which is a sovereign Japanese territory (Department of
Defense, United States of America, 2015). Moreover, China has established Air
Defence Identification Zone in the East China Sea, claiming control of the airspace

over the Senkaku/Diayou islands.

China‘s recent military strategy reflects an increased importance of the maritime
dimension. It declares that Chinese navy tasks in the nearest future will expand to
include the protection of open seas (USNI News, 2015). In fact, the core of Chinese
military planning is directed to prepare for the military conflict in the maritime

domain. While increasing its assertiveness in the maritime domain, China confirms
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its adherence to the strategic defence concept, which includes concepts of operational
and tactical offense. According to the China‘s military strategy (which in fact keeps
consistency in the post-Cold War period), Chinese military forces must be able to win
local wars. Therefore, it can be argued that such military planning philosophy is
deeply permeated by offensive ideas (Solomon, 2013, p. 122-123). China‘s impressive
modernization of naval capabilities in the post-Cold War time has already provided
some power projection capabilities in the maritime domain (Huxley and Schreer,
2015, p. 128-129). For example, it is estimated that China already may be capable of
executing amphibious operations on a smaller scale, which may allow it to seize
control of small islands (O‘Rourke, 2016, p. 38). Moreover, since 2013 China is
building a military facility in the Nanji island, which is only a 300 km away from the
Senkaku/Diayou islands. There is an evidence that such a military base will host the
Chinese helicopters with anti-submarine warfare capabilities, and also may host a
rapid reaction force in the nearest future (Wood, 2015; Keck, 2015). Such Chinese
actions only deepen uncertainty concerning the Chinese publicly stated commitment

to solve the Senkaku/Diayou islands issue peacefully.

2.2. U.S. as aprovider of extended deterrence to Japan

U.S. has the long standing political, security and economic interests in the Asia-
Pacific region. They are best embodied in the U.S. policy to ensure its access to Asian
market and prevent the rise of regional hegemon (Castro, 1994, p. 343-344). The
emergence of democratic regimes during the Cold War in some parts of Asia-Pacific
has added a normative aspect to the U.S. interests as well: for example, U.S. was even
more committed to ensure the defence of Taiwan as the later transformed into the
democratic regime. U.S. political and security interests in the region are mainly
protected by the bilateral alliances and partnerships with Japan, South Korea,
Australia, Philippines, Thailand and other countries in the region. An alliance with
Japan is the most important, therefore, the U.S. is deeply committed to contribute in
ensuring the security of Japan. In the context of increasing confrontation between
Japan and China over the Senkaku/Diayou islands, the U.S. openly and clearly
expressed recognition the Senkaku/Diayou islands being a part of Japanese territory.
Also, the U.S. has declared it will confront any unilateral move to change the current

administration of these islands (Asia-Pacific Maritime Security Strategy, 2015, p. 6).
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U.S. determination to defend Japan is also reflected in the renewed U.S.-Japan
defence guidelines, which shows a formal U.S. commitment together with Japan
oppose any attack against the later (The Guidelines for Japan-U.S. Defence

Cooperation, 2015).

The developments of Chinese military capabilities and the nature of its military
doctrine give an idea that one of the most likely scenario, which could be chosen by
China in the East China Sea, is a surprise attack on the Senkaku/Diayou islands,
expecting to achieve a fait accomplis by establishing its control over these islands.
Such scenario drives the U.S. to lean towards the conventional deterrence strategy of
denial. Forward deployed armed forces have a special role in the implementation of
this strategy. In fact, forward deployed armed forces of the U.S. in Asia-Pacific had
been playing a significant role against the Soviets and its allies since the early years of
the Cold War (Jackson, 1987, p. 67-68), so today for the U.S. is a challenge to adjust

its forward posture in facing a new threat (Erickson and Mikolay, 2006, p. 72).

Based on the assumption that the first U.S. reaction to a potential China‘s aggression
against the Senkaku/Diayou islands would mainly come from the forward deployed
forces in Okinawa (Japan) and Guam (U.S. territory), it is necesary to take a glance at
these forces in particular. U.S. forward based forces in Japan are quite large (about
53000 soldiers) and Guam hosts approximately 6000 U.S. soldiers (Kan, 2014, p. 1;
Chanlet-Avery and Rinehart, 2016). More than one third of the U.S. forward based
force in Japan is represented by the U.S. Marine Corps, which is basically a rapid
reaction force. Even though the U.S. Marine Corps and other U.S. forces in Japan
would probably be involved in the hostilities centered on Taiwan and North Korea as
well, nevertheless they appear as a big force, which is capable to counteract a
potential Chinese aggression against the Senkaku/Diayou islands. A scenario of a
surprise Chinese attack requires enhanced maritime surveillance capabilities. By
deploying or planning to deploy the most modern platforms such as P8A maritime
surveillance aircrafts and MQ-4C unmanned aerial system the U.S. will lessen the risk
of facing a surprise in the Western Pacific (Asia-Pacific Maritime Security Strategy,
2015, p. 21). A strong U.S. naval presence nearby the Senkaku/Diayou islands is also
required in order not to allow China to secure naval area before an attack. In general
the U.S. plans to increase its naval presence in the Pacific theater by 30 percent till

year 2020. The U.S. has already replaced aircraft carrier George Washington with a
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more modern aircraft carrier Ronald Reagan, which is ported in Japan, and deployed
an additional attack submarine in Guam base. Also, the U.S. plans to deploy in Japan
two additional Aegis-capable destroyers by 2017, and three DDG-1000 destroyers
later (LaGrone, 2014; Sisk 2016). The third set of capabilities that the U.S. needs to
counter the potential contingency are related to rapid reaction. These capabilities will
be strengthened as the U.S. will deploy a number of tilt rotor aircrafts and the most
modern amphibious assault ship in Japan by 2020-2021, and a Joint high speed
vessel in Guam base by the end of 2018 (Asia-Pacific Maritime Security Strategy,

2015, p. 20).

Japan’‘s role in deterring China, and if deterrence fails, in defending its own territory
is very important for the U.S. However, since the new defence guidelines were signed
in 2015 it is not only about burden sharing in defending Japan. Japan has a made a
huge shift in its policy by committing to participate in defending the U.S. as well if an
armed attack against the later occurs (The Guidelines for Japan-U.S. Defence
Cooperation, 2015). This is a very powerful message to the U.S., showing Japan‘s will
to share burder in defending the U.S. On its part, Japan is implementing a set of
measures, which are directed to enhance defence of Senkaku/Diayou islands. These
include increasing surveillance capabilities in the areas around Senkaku/Diayou (a
radar station in Yonaguni island), creation of amphibious rapid reaction brigade and
adding a new fighter squadron to defend airspace over Senkaku/Diayou islands.
Moreover, Japan declared its military concept on how it will deter an attack on its
islands, and if the deterrence will fail, how it will recapture them (Defence of Japan,
2015, p. 227-228). It is also important to mention that Japan will share the costs of
relocating 5000 U.S. marines from Okinawa to Guam base. A relocation move, even if
triggered by Okinawa population, will make the U.S. forward posture in the Western
Pacific more flexible, dispersed and so probably add more credibility to deterrence

(Chanlet-Avery and Rinehart, 2016, p. 1).

It is no suprise that Japan being a very important ally, the U.S. is not failing to
communicate to China its will to defend Japan. U.S. president Barack Obama and his
state and defence secretaries regularly expressed U.S. position to defend Japan‘s
territory, including the Senkaku/Diayou islands (The Washington Post, 2014; Kan,

2014, p. 19). Joint U.S. and Japan‘s military exercises, especially focused on different
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amphibious operations (for example, Iron Fist 2016), add power to a regular verbal

communication (Fuentes, 2016).

2.3. Preliminary insights: U.S. forward deployed forces and security in the
East China Sea

U.S. forward deployed forces in Japan, Guam make a strong contribution in deterring
a potential Chinese attack on the Japanese administered Senkaku/Diayou islands.
The U.S. abstain from strengthening the forward posture in the context of ongoing
rapid China‘s military modernization, its activities in the East China Sea could
convince China to attack the Senkaku/Diayou islands. On the other hand, while the
U.S. forward deployed forces is a very important element to the deterrence strategy
against China, alone it cannot bring credibility to this strategy. Other elements such
as U.S. national interest, political will, communication and burden sharing with
Japan in concert with the forward deployed forces give such credibility to

conventional deterrence strategy, and thus enhance regional security.

3. NATO versus Russia in the Baltics

Nowadays there are only a few analysts, who disregard a potential Russian threat to
the NATO's eastern flank, especially the Baltic countries. Also, many security and
defence experts would agree that the U.S. role in developing the NATO answer to
Russian threat is a crucial one, an understanding based on the major U.S. role in the
Alliance and its forward military posture in Europe. Therefore, this case study will be
limited to include only Baltic countries from eastern NATO flank, and there will be a

focus on both NATO and U.S. response to Russia.

3.1. Russiaas a potential aggressor

Russia was never satisfied with the NATO expansion into the Baltic states, though,
even if uneasy, it has accepted that as an unavoidable process (Kramer, 2002, p. 16-
17). Nonetheless, Russia has been questioning the legality of Baltic states‘ existence
for several recent years. For example, Lithuanian authorities started to receive official

Russian requests to prosecute Lithuanians who refused to serve in the Soviet army
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after Lithuania has declared its independence in 1990 (Molin, 2014). Such trend is
also reflected by the request of two Russian parlamentarians submitted to Russian
General Prosecutor‘s Office to investigate if recognition of Baltic states’ was legal
(BBC, 2015). Another trend, which is worrying Baltic countries, is Russia‘s chosen
policy to protect its citizens and ethnic Russians living abroad by force (The
Washington Post, 2014). This policy has been used by Russia to justify its military
interventions in Georgia and Ukraine. In addition to these developments, Russia
harshly criticizes the U.S. and NATO military activities near its borders, and seeks to
undermine their role in ensuring security of Europe. Therefore, a strong Russian
political will to change the status quo in its neighbourhood, if needed, by force

presents a big challenge specifically to the Baltic countries, and NATO in general.

Russian military doctrine leaves no doubt that U.S. and NATO represent the main
military risks. However, it does not present the modus operandi of Russian armed
forces against potential opponents, except that Russia may use nuclear weapons in
defending itself against devastating conventional attack (The Embassy of the Russian
Federation to the United Kingdom of Great Britain and Northern Ireland, 2014). The
Russian approach to war is better represented by the so-called Gerasimov doctrine,
which proposes to combine nonmilitary and military measures to wage a war
(Bartles, 2016, p. 34). Military exercises Zapad and other snap exercises show a real
face of potential Russian military measures. For instance, in the exercises Zapad
2009 and Zapad 2013 Russia played offensive scenarios against the Baltic countries
and Poland, preparing to conduct large scale combined arms operations and use a
tactical nuclear weapon (The Jamestown Foundation, 2015, p. 5-7; Van Herpen,
2011). Recently Russia has enhanced its capacity to implement such scenarios, for
example by establishing a helicopter base near the border of Latvia, recreating the 1st
tank army in the Western military district and strengthening A2/AD capabilities
around Kaliningrad district (Sputnik News, 2014; Novichkov, 2016). In principle, that

gives an evidence of Russian preparation to invade the Baltic countries.

3.2. NATO as a deterrer

NATO is a cornerstone of the european and transatlantic security, providing

collective defence guarantees to its members. For this reason every member of an
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Alliance has a national interest to preserve it. The future of the Alliance much
depends on the U.S., which is a global power and the strongest NATO country. Since
the end of the World War II the U.S. has been giving no reason to doubt its
commitment to the security of Europe. In the context of Russian military aggression
against Ukraine the U.S. repeated its adherence to Article 5 of Washington Treaty and
declared its determination to strenghten alliance with Europe (The White House,
2015, p. 25). Moreover, before the NATO Wales summit the U.S. President Barack
Obama in his Tallinn speech said that defending Estonia, Latvia and Lithuania is no
less important than to defend Germany, France or United Kingdom (The White
House, 2014). The U.S. decisions in April 2014 to strengthen the NATO‘s Baltic Air
Policing mission by sending fighters jets and by deploying an army company on a
rotational basis in each Baltic country was a prove of the U.S. interest in the security
of its Baltic allies. In addition, NATO agreed to strengthen security of its allies in the
eastern flank by approving assurance and adaptation measures, which include
increased military presence in the eastern part of Alliance, enhancement of NATO
Response Force and creation of new Allied rapid reaction force (NATO, 2014). As part
of the assurance measures NATO has continuously deployed company-size military

units in the Baltic countries alongside the U.S. army companies (NATO, 2015).

Russian military thinking permits to expect a scenario of Russian military
intervention to complete an occupation of the Baltic countries, thus forcing the NATO
to face a fait accompli situation (Colby and Solomon, 2015, p. 22-24; Stoicescu and
Praks, 2016, p. 23-24). There is an ongoing debate regarding the strategy of
conventional deterrence to be applied to counter such a scenario. Theory of
conventional deterrence argues that combination of strategies of denial and
punishment make a conventional deterrence stronger (Gerson, 2009, p. 37). Even if it
is so, the current discussions among the NATO allies show that the strategy of denial
will be a basis to confront a potential scenario. In the implementation of this strategy
there will be important two elements: forward deployed forces in the Baltic countries
and the planned reinforcement of these forces in case of war with Russia from the
territory of other NATO countries. A perfect interplay of both elements would deny a
Russian military operation to overrun the Baltic countries. In this case the role of the
forward deployed forces is even more important as a big part of reinforcements will

most likely arrive from other forward deployed U.S. forces in Europe. In
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strengthening forward military presence in the eastern NATO flank, the U.S. has
decided to continuously rotate an armored brigade since 2017 in addition to two
brigades, which are located in Europe. Also, U.S. plans to expand prepositioning of
equipment in eastern NATO allies in 2017, which would allow to reinforce the
forward deployed U.S. forces in the Baltic and other eastern NATO allies more
quickly in case of Russian invasion. Land component will be supplemented by the
U.S. naval presence in the Baltic Sea and by increased capabilities of intelligence,
surveillance and reconnaissance (Office of the Under Secretary of Defense, 2016). It
is highly possible, if not certain yet, that the U.S. land component in the Baltic
countries will become a part of NATO battalion-size military unit to be deployed in
each Baltic country after the decisions at the NATO Warsaw summit (Holehouse,
2016). NATO has been planning that forward deployed forces in the Baltic countries
and other NATO members in the east will be supported by three multinational
brigade-size military units coming from the Very High Readiness Joint Task Force
(VJTF) and NATO Response Force (SHAPE, 2016). Later, as defence operation of the
Baltic countries evolves, more follow-on forces may come to support. It seems that
the U.S. and NATO decisions in the nearest future may increase the forward deployed
force in the Baltic countries and Poland up to 2 brigades, which is in the line with the
proposals from different think tanks (Hicks and Conley, 2016, p. 12; Stoicescu and
Praks, 2016, p. 27-31). There is a believe that such forward deployed forces supported

by rapid reaction and follow-on force may deny a quick Russian military victory.

Baltic states appear committed to do whatever it takes in sharing a burden with their
NATO allies. With Estonia already spending slightly more than 2 percent of GDP,
Latvia and Lithuania plan to reach target of 2 percent by 2018-2020. For example,
Lithuania has already more than doubled its defence spending in real terms since
2013 (Caffrey, 2015). In order to complete manning of its military units and increase
a depleted reserve force, Lithuania has reinstalled a conscription. Moreover,
Lithuania established the second army brigade in 2016, which will become fully
operational in early 2020s (Ministry of National Defence of the Republic of
Lithuania, 2015). Baltic countries are also increasing their warfighting capacity by
speeding up acquisition of infantry fighting vehicles, self-propelled artillery, anti-tank
and short-range air defence systems. Furthermore, Baltic states provide a host nation

support in relation to NATO Baltic Air Policing mission, prepositioning of U.S.
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military equipment, functioning of the NATO Force Integration Units and military

exercises with NATO allies.

There is no doubt that the communication from the U.S. and NATO to Russia
regarding the defence of the Baltic countries is very strong. One can find a powerful
wording from the high U.S. officials, including U.S. president, and NATO foreign and
defence ministers. On another hand, NATO and the U.S. has increased the size and
frequency of military exercises in the Baltic countries and Poland (The Guardian,
2015). In addition, the large-scale military exercises are started to be executed in the
region by the U.S. such as Anakonda 2016 in Poland, which is a clear warning to

Russia.

3.3.  Preliminary insights: NATO and U.S. forward deployed forces and

security of the Baltic countries

Forward deployed forces of U.S. and other NATO allies in the Baltic countries play a
very significant role in deterring Russia. Even now, still waiting for the decisions to
reinforce forward deployment of NATO forces in the Baltic countries, it is hard to
imagine Russian military intervention in the Baltics as the military units of U.S. and
other NATO allies continuously rotate in the Baltics. Also, other elements of
deterrence are perfectly in place: a political will of U.S. and NATO to defend Baltic
allies is strong, being well-communicated to Russia, and Baltic countries put a huge
effort to lessen the costs to the U.S. and other NATO allies associated with their

military presence in the Baltics.

Conclusions

China and Russia are two regional powers, which are working against the status quo
in the regions of East China Sea and Eastern Europe respectively. At first instance it
seems that China‘s challenge to the security of East China Sea is more dangerous than
Russia‘s to the security of the Baltic countries. China believes the Senkaku/Diayou
islands to be a part of its territory and is pushing military to prepare for reinstalling
Chinese control of these islands meanwhile Russia does not claim Baltic countries to

be a part of Russian territory. On another hand Russia seeks to change the security

236



architecture of Europe, and the Baltic countries may provide a perfect pretext.
Russian opportunism, reflected in eastern Ukraine and Syria, shows that such a

scenario could be the case.

Security in the East China Sea and Eastern Europe largely depends on the efforts to
deter China and Russia from their potential actions. Only a credible deterrence can
provide a higher prospect to succeed in preventing Chinese and Russian military
interventions. In both cases the deterrer (NATO and/or U.S.) leaves no doubt he has
a vital interest and a strong political will to ensure security of Senkaku/Diayou
islands and/or the Baltic countries. Also, the deterrer is making a great effort to
communicate to the potential aggressor the seriousness of his commitment to
deterrence. Forward deployed armed forces are given a big role to complete the build-
up of credible deterrence. Analysis of both cases reveals the ongoing strengthening of
forward deployed armed forces, which are tasked to deny possibility of quick Chinese
and Russian military victories. There is a hard discussion regarding the size of
forward deployed armed forces, especially in the Baltic and other eastern NATO
allies. However, having a historic experience of conventional deterrence failures even
with strong defences, the deterrer has at least to avoid deploying too weak forward
forces, which may provide an incentive to exploit opportunity. Analysis of current
forward deployed forces postures and the plans to strengthen them show the deterrer
will not make such a mistake. In addition, the rapid reaction and follow-on forces
greatly enhance a chance to deny execution of potential Chinese and Russian military
operation. On another hand, NATO and/or U.S. has to continuously evaluate the
situation on the ground, taking into the account changes in the local military balance,
military modernization of Russian and Chinese forces, and evolving beliefs of these
countries, which may require to adapt the posture of forward deployed forces. Deep
commitment from allies (Baltic countries, Japan) to share the burden of deterrence
significantly eases the change in forward posture, and so contributes to credible

deterrence.

Finally, based on the analysis of two cases, it can be concluded that the forward
deployed armed forces play a very significant role in preventing regional conflicts.
Even in case of deterrence failure, the forward deployed armed forces would be one of

the essential instruments to restore regional security by defeating an opponent and
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helping to build a new deterrence. Nonetheless, the credibility of deterrence depends
only on a right balance between the forward deployed armed forces and other
elements of deterrence such as a political will, communication and a burden-sharing

with allies.
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