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FOREWORD 

 

The contemporary security environment continues to evolve at a pace that challenges 

established assumptions and frameworks. In this context, professional military 

education must go beyond the transmission of established knowledge; it must cultivate 

the capacity to navigate uncertainty, to evaluate rapidly evolving technologies, and to 

maintain sound judgement in environments where information is abundant but not 

always reliable. 

 

While geopolitical tensions and conventional military risks remain central, the rapid 

expansion of technological capabilities, most notably in artificial intelligence, adds a 

further layer of complexity to an already demanding landscape. This is visible not only 

in practice, but often even more so in academic settings, where fast-evolving AI tools 

increasingly challenge traditional approaches to teaching, learning, and research. 

 

This year’s research project engaged with these developments from the outset. For 

this volume, we have selected the highest-evaluated papers from across all courses. 

The topics, ranging from air power and operational resilience to artificial intelligence, 

transatlantic relations, strategic communication, and emerging security dynamics, 

demonstrate the breadth of our students’ interests and their ability to engage critically 

with contemporary challenges. Ad Securitatem continues to provide a valuable 

platform for the publication of these insightful contributions. 

 

Dr. Asta Maskaliūnaitė, 

Director, DPS 
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Introduction  

 

Today, the common idiom ‘The future is now!’ serves as a constant reminder to all 

those who are involved in operational competitiveness and technological innovation 

within the alliance military community. 

 

‘Competing with future peer adversaries will require advanced battlespace 

management concepts to facilitate rapid synchronisation of efforts to create dilemmas 

for adversaries’ (Rossetti, 2021, p. 28). It means that future conflicts will require 

militaries to evolve both technologically and conceptually, such as integrating 

unmanned systems across domains rather than relying on siloed operations. The 

Western military's mantra of ‘cheap, many, and fast’ is accelerating and shaping 

contemporary drone innovation processes (Kunertová, 2025, p. 21). Thus, it 

emphasises the necessity of quickly adapting not only to advanced unmanned 

technologies but also to envisioning new ways and means to use them to defeat the 

adversary in tomorrow´s multidimensional contested battlespace. Therefore, this 

research paper focuses on the evolution of the battlespace within the third dimension, 

airspace, and examines the near-surface layer of airspace, the so-called ‘air littoral’, 

where the widespread use of small- to medium-sized unmanned aircraft, commonly 

referred to as ‘drones’, is challenging the current doctrinal concept of military airspace, 

which in this research is treated as ‘conventional airspace’. 

 

This research paper introduces the thesis that drones are transforming the air littoral 

into a dynamic, networked, and all-domain digital airspace, compelling militaries to 

reassess the conventional airspace control system and make necessary adaptations. 

 

By elaborating the argument, the theory of Revolution in Military Affairs (RMA) 

suggests that fundamental changes in warfare occur when advances in technology, 

changes in military doctrine, and organisational adaptation reinforce one another, 

producing a new conceptual approach, along with new ways and means of conducting 

military operations (Knox and Murray, 2001, p. 12). In this regard, the RMA framework, 

which anticipates the synergistic interaction of technology, doctrine, and organisation, 
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is considered in this paper. As the modern concept of the air littoral is relatively new, 

originating from US Air Force researchers in the early 2020s, it has since evolved into 

a broader understanding of the military airspace concept across multiple domains. 

Therefore, the academic discussion of this paper draws on the work of international 

scholars, US and NATO military studies, and publications. To further support the 

arguments, the paper also looks forward to examining conditions and lessons derived 

from Ukrainian operational experience; however, such validation is limited to publicly 

available information and therefore remains only partial. 

 

This research paper is divided into three chapters that, in parallel with the RMA 

framework, outline the past, present, and future concepts of military use and control of 

airspace, derived from the emerging involvement of drones within the conceptual air 

littoral. 

 

Into the Blue Skies: The Vertical Expansion of Warfare 

 

This first chapter examines the historical pattern of technological competition in military 

aviation, providing a broad overview of its development from early history to the 

present. It also outlines the doctrinal approach to conventional airspace control and 

how unmanned aircraft have gradually developed into a force capable of competing 

with manned aircraft in that airspace. 

 

History shows a pattern – technological competition drives military adaptation. 

 

The airspace has always evolved through technological competition in aviation, forcing 

the military to adjust its doctrinal and organisational structures. This pattern is 

observable throughout the history of aviation. Looking back, from the first use of 

balloons to the moment the Wright brothers first demonstrated controlled, powered 

flight, each major leap in aviation technology has influenced the character of military 

operations and the structure of the battlespace. By World War I, the states had come 

to recognise that the sky was a usable environment, and it became a combat domain 

with the introduction of observation aircraft, bombers, and fighters, along with the 

refinement of air missions. Still, this new domain remained completely unregulated, 

with no laws or recognised concept of national airspace sovereignty. The change 
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occurred in 1919, after World War I, when the Paris Convention Treaty (1919) 

established regulations for international air navigation and recognised state 

sovereignty over national airspace. In 1944, when the International Civil Aviation 

Organisation (ICAO) Chicago Convention, the foundation for modern civil aviation, was 

agreed upon by the member states, the first fundamental principle of that treaty was 

that airspace is an extension of national territory (UN, 1944). 

 

In parallel to civil aviation developments, NATO also maintained its role in airspace 

utilisation. In cooperation with civil aviation authorities, it has sought satisfactory 

solutions to ensure that military aircraft can operate both on the ground and in the air 

with sufficient freedom of movement to achieve military objectives, whether for training 

and exercises or for operational tasks such as peacetime air policing. For example, as 

‘Aspects of NATO: Airspace Co-ordination’ (1961) describes, until 1959, the airspace 

above 20,000 feet was used almost exclusively by military aircraft. Interaction and 

coordination with civil airspace users took place only in the lower airspace below that 

level. The situation changed as civil jet transport aircraft, cruising on higher altitudes, 

began to be employed in increasing numbers. This development led NATO, in the 

1960s, to develop a broader understanding of airspace structure, along with new 

coordination and control methods, and the modernisation of supporting technology, 

such as radars, data transmission, and handling systems. These developments in the 

past align with the Revolution in Military Affairs (RMA) as a ‘fundamental change when 

advances in technology, doctrine, and organisational adaptation reinforce one another’ 

(Knox and Murray, 2001, p. 12). As a result, these technological advancements in civil 

aviation have prompted the military to concurrently review and establish principles for 

the airspace control system. Due to this competition, military aviation has expanded its 

operational range and capabilities beyond civil aircraft. Today, the application of higher 

levels enables the military to avoid interference with commercial air traffic. It provides 

tactical benefits, such as broader sensor coverage, greater protection against surface-

to-air threats, and reduced radar visibility. 

 

This short journey through aviation history demonstrates the pattern that, as military 

aviation has advanced through competitive innovation, the military has continually 

been compelled to reassess and adapt not only the technological capabilities that 

support air operations but also its doctrines and organisational structures. 
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The relevance of conventional airspace control. 

 

In the context of conventional warfare, the structured airspace control system provides 

efficient methods for controlling the air and supporting forces. The general 

understanding is associated with violent, regular-deploying armies, force-on-force 

combat, centred on decisive points and the ability to achieve capabilities, leadership, 

or materiel ‘knockout’ (Hutto and Rogers, 2025, p. 7, 11). In this context, the airspace 

control system must rely on clarity. Therefore, the distinction between control of the 

air, air control, and airspace control is important, as each term refers to a different 

aspect of control. The three terms sound similar, but in military doctrine (AJP -3.3), 

they mean different things: control of the air is a desired operational condition, while 

air control is about a set of activities, and airspace control refers to the coordinated set 

of measures that organise, manage, and regulate the use of airspace. In detail, control 

of the air employs the airspace within operational areas across all domains by enabling 

friendly forces to operate at the optimal place and time without prohibitive air 

interference from the adversary (AJP 3.3, item 1.5.1.1 (1)). Once a sufficient degree of 

control of the air, whether air superiority or air supremacy, is achieved, air power can 

be projected where and when required; however, this condition is never permanent 

and must be continually maintained. 

 

Based on these doctrinal foundations, NATO focuses on the practical mechanisms that 

enable air-land integration in the shared battlespace. To strengthen effective teamwork 

between air and land services and components, NATO has tested and refined its joint 

fires and air-ground integration methods for air execution, surface fires, airspace 

management, air and missile defence, and army aviation during exercises conducted 

since 2021 (Güleç and Kelley, 2025, p. 35). From an airspace control perspective, a 

defined volume of airspace, with dimensions that allow ground manoeuvre and 

interoperability, is delegated to land forces so they can manage assigned aircraft and 

deconflict all airspace users, including friendly manned and unmanned aircraft as well 

as artillery and missile ordnance. This arrangement enables land forces to execute 

organic fires and aviation operations rapidly, without requiring further coordination with 

the airspace controlling authority (Güleç and Kelley, 2025, p. 36), which, in most cases, 

is the air component command. Within the airspace delegated to land forces, drone 
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activity has been gradually increasing, creating additional challenges for deconfliction, 

situational awareness, and the integration of manned and unmanned operations. 

 

Drones as an emerging phenomenon in warfare, or not? 

 

Drones are nothing new in warfare, particularly. Although it may appear that drones 

have only become a significant part of the airspace-user community over the past 

decade, especially during the Russo-Ukrainian war, they have played an important role 

in warfare for much longer. Sauser (2026, p. 127–128) traces the employment of UAVs 

over several decades, from the Vietnam War to Israel’s Beqaa Valley operation and 

includes the Gulf War. During the Vietnam War, the potential of drones was 

demonstrated in high-risk missions over heavily defended airspace, where they 

conducted reconnaissance sorties in place of manned aircraft. Their employment then 

evolved into more sophisticated roles, as seen in the Israel–Syria conflict, where UAVs 

provided real-time targeting data for strikes (Sauser, 2026, p. 127–128). However, 

these systems still lacked their own strike capability. This began to change after the 

Gulf War and from 2001 onwards in Afghanistan, and later in Pakistan and Yemen, 

American drones were conducting not only spying, surveillance, and battle damage 

assessment but also targeted attacks (Sauser, 2026, p. 128; Sotoudehfar and Sarkin, 

2023, p. 131). 

 

Unmanned aircraft in warfare continued to evolve into advanced, long-endurance, 

large airframes equipped with powerful sensors and missile capabilities, primarily used 

to target international terrorism (Kunertová, 2025, p. 6). In parallel, the civilian industry 

continued to develop small, inexpensive commercial and hobbyist drones, built from 

readily available components purchased in electronics shops and subject to little 

scrutiny, carrying sensors, detectors, and communications, and, in some cases, 

transporting loads (Lavers, 2025, p. 42). Since the Nagorno-Karabakh War, this cost-

effective drone concept, gradually adopted by militaries, has begun to transform the 

character of warfare by creating a lethal ‘mass effect’ through saturation of the 

battlefield (Davis, 2025, p. 75-76). Cheap forms of precision mass, delivered by 

swarms of armed drones, compel forces operating at range to disperse to survive. As 

the Russo–Ukrainian War demonstrates, for the missions and masses, two broad 

categories dominate the conflict: military drones and civilian drones adapted for military 
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purposes (Sotoudehfar and Sarkin, 2023, p. 140). It has been recognised that 

‘consumer drones have mutated from a security nuisance into combat assets’ 

(Kunertová, 2025, p. 6). It confirms Cohen's (1996, p. 42) view that civilian technologies 

also bring revolutionary changes in warfare, thereby constituting a contemporary RMA. 

 

As this chapter has shown, the evolution of military aviation and the patterns of 

technological competition have shaped the doctrinal foundations of conventional 

airspace control. While originally designed for manned aviation, these doctrines have 

been developed as drone operations have emerged. Until recently, it has been 

assumed that drones operate alone and need to be kept separate from manned 

aircraft, with dedicated airspace control measures assigned to ensure safe 

deconfliction. However, this long-standing safety precaution is becoming increasingly 

difficult to sustain. It is becoming apparent that drones are rapidly evolving into systems 

that can compete with manned aircraft within conventional airspace, particularly in the 

near-surface battlespace, the so-called air littoral. 

 

Air Littoral Today: An Emerging Operational Environment 

 

These days, unmanned aircraft, increasingly enabled by AI, are signalling a new era 

in warfare. Just as the jet aircraft redefined air power in the mid-20th century, drones 

are now transforming the lower, near-surface layer of airspace. This emerging 

environment, which is growing increasingly dense with autonomous systems and 

digitalised sensing, creates new challenges for airspace control while altering the 

relationships between air and land forces. This chapter examines these developments 

in the air littoral, where the widespread use of small- and medium-sized drones is 

redefining conventional airspace control. 

 

Drone trade in the liminal space between land and air domains. 

 

As the air littoral becomes operationally significant, the traditional boundaries between 

land and air domains, along with their domain-centric structures, are becoming less 

relevant. For much of the past century, Douhet’s (2003) concept of air power shaped 

Western thinking about the air domain. Control of the air has been seen as something 

achieved mainly within conventional airspace by air forces using manned aircraft as 
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their primary assets. Operationally, this separation is reflected in engagements either 

between manned fighters operating in mid-air or between attacking aircraft and 

surface-to-air missile (SAM) systems in the near-surface layer of the airspace (Bremer 

and Crieco, 2024, p. 12). In contrast, land forces have traditionally focused on 

occupying and controlling territory through land-based actions. Although both forces 

sometimes project power into each other’s domains, such as aircraft striking ground 

targets and land forces employing fires reaching into the air domain, the boundaries 

between these domains and their associated structures have remained firmly intact 

(Bremer and Grieco, 2024, p. 75). This indicates that, despite recent concepts 

promoting joint, multi-domain operations, a domain-centric mindset remains deeply 

institutionalised. 

 

This heritage-based separation is increasingly untenable as drones reshape the power 

projection in the near-surface layer of airspace. This paradigm is now being challenged 

by drones, which are taking a core role in counter-battery fire, deep reconnaissance, 

and battlefield interdiction, roles traditionally reserved for army aviation (Tourret, 2025, 

p. 5). This appears most evident in Ukraine, where a refined power concept integrates 

joint combat power into the air littoral to establish local air superiority through combined 

arms, making notable use of electronic warfare and air defence in close coordination 

with ‘micro-airpower’ (Jackson and Arrol, 2024, p. 62). As Lavers (2025, p. 45) notes, 

unmanned aircraft have not changed the nature of air power but have altered its 

characteristics through cumulative technological evolution. This aligns with Kunertová 

(2025, p. 5), who argues that drones are transforming air forces and reinventing the 

practice of air power, and Weller et al. (2025, p. 55), who describe the air littoral as a 

liminal space continually reshaped, traded, conquered, and surrendered by old and 

new aerial actors. Together, these perspectives highlight trends that erode domain 

boundaries and foster synergistic changes in technology, operations, doctrine, and 

organisational structures. 

 

How to differentiate the drones in contemporary warfare. 

 

In current conflicts, boundary erosion is no longer theoretical. As discussed earlier, 

drones represent a new variable that is altering legacy-based airspace control 

practices, making clear differentiation increasingly important. NATO’s Class I–III 
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system (Table 1. NATO drone classification) establishes a baseline, yet it does not 

fully align with the realities of drone use in modern conflict. While classes II-III drones 

generally operate under conditions like those of manned aircraft, this alignment no 

longer holds for class I drones. 

 

Table 1. NATO drone classification (Hutto and Rogers, 2025, p. 10) 

 

 

Most class I drones incorporate a wide range of commercial technologies, including 

first-person view (FPV) drones originally designed for racing but now adapted for 

military use (Hutto and Rogers, 2025, p. 9; Kunertová, 2025, p. 7). Employed by land 

forces at the battalion level and below, they typically operate below 5,000 feet above 

ground level and interact directly with army organic aviation and ground-based air 

defence systems. Their variability in capabilities, employment methods, and mission 

sets makes them difficult to categorise comprehensively (Hutto and Rogers, 2025, p. 

9) and existing classifications do not adequately differentiate drones in air littoral in 

ways that create meaningful operational insight into their employment or limitations 

(Weller et al., 2025, p. 57). Recent technological advances further complicate the 

picture. Several class I drones, such as UJ-22 Airborne, Skydio X2, and Autel Evo II, 

can now reach altitudes above 5,000 feet, overlapping with the class II-III drones like 

the Bayraktar TB2 and even manned aircraft. This vertical convergence reinforces the 

understanding that wartime practice is shaped less by doctrinal classification than by 

the capabilities of aircraft or drones to perform a given mission (Hutto and Rogers, 

2025, p. 9). 

 

Open-source data on the maximum take-off weights (MTOW) of drones used by 

Ukraine against Russia shows that, aside from the Bayraktar TB2 (700 kg) and the Tu-

143 (1,230 kg), most of them fall within NATO class I (under 150 kg). These drones 



15 
 

therefore dominate activity in the air littoral below 10,000 feet above ground level 

(Figure 1. Drones used by Ukraine). 

 

 

Figure 1. Drones used by Ukraine (altitude in feet). (Sotoudehfar and Sarkin, 2023, 

p. 152) 

 

The combination of legacy and modern technologies, rapid innovation cycles, and the 

proliferation of small, inexpensive, smart, and highly lethal weapons and drones, 

operating alongside army aviation and air defence, places significant pressure on the 

land forces' surface battlespace. As Bremer and Grieco (2021, p. 71) and Kunertová 

(2025, p. 7) note, drones can effectively ‘mine’ the lower airspace, creating persistent 

threats for both ground forces and high-value air assets. 

 

Although airspace control procedures apply in principle to both manned and unmanned 

aircraft, drones present distinct challenges. Their smaller size, lower radar signature, 

and varied operating profiles make them more difficult to detect and identify, requiring 

dedicated control measures rather than integration into shared airspace with manned 

aircraft (AJP-3.3.5, para 4.11). These differences in classification, detectability, and 

control highlight a persistent gap in how manned and unmanned aircraft are treated 

within the battlespace. As Bremer and Grieco (2021, p. 68) argue, bringing the air war 

closer to the surface fight makes it more likely that the army or navy will need to strive 

for control of the air littoral through local, persistent occupation. However, airspace 

control limitations and disparities between surface and air operations may not ensure 
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the level of control required to achieve air superiority. Adversary interference through 

air and missile threats against surface forces is likely to remain persistent, even when 

air forces maintain control of the skies. 

 

Reconfiguring the battlespace: drones across time, space and force. 

 

Understanding how future drone operations align with the dynamics of the combat 

battlespace requires examining how drone technologies interact with the core 

elements of time, space, and force, which together shape the character of future 

combat operations. 

 

The time determines the tempo and sequencing of actions, and the ability to act, react, 

or exploit opportunities against the adversary, primarily by land forces. In this context, 

drones expedite the combat sensing, decision-making and strike cycles. One of the 

critical characteristics of drones' operational performance is endurance, which varies 

across drone designs from minutes to 24 hours and will increase in the future with 

modifications to long-endurance power systems and payloads (e.g., sensors) (Lavers, 

2025, p. 47). It means that the duration of drone airspace usage and the provided 

deconfliction should be considered over extended time periods. 

 

The space, including terrain, distance, positioning, and battlefield geometry, is another 

element that influences combat efficiency and airspace usage. In this sense, the 

drones are expected to expand the battlespace and saturate it with presence. The 

near-ideal conditions for drone operations, allowing clear lines of sight for sensors and 

control links, may not be the case when the drone's sensors, communication, and 

battery endurance are affected by mountainous terrain, heavily forested areas, or 

severe weather conditions (Sauser, 2026, p. 129). This limitation can be addressed in 

battlefield geometry when drones operate in stacks, establishing different layers for 

different missions and infantry units (Sauser, 2026, p. 136). This layered drone 

operations approach is shaping the future use of air littoral, as it requires a flexible, 

real-time, and dynamic approach to airspace control by different drone operators in 

land forces. 
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The force aspect refers to the application of combat power across the battlespace. 

Drones' primary contribution lies in creating a persistent concentration of assets over 

wider areas through the increased mass of attritable systems. The innovations in civil 

drone technologies and military drone usage in ongoing conflicts are signalling the 

drone activities in groups or swarms. The distinction between a group or a formation 

and a swarm, based on numbers or operating conditions, is not yet clearly defined 

within NATO but requires utmost attention, as parallel civilian technologies are 

advancing rapidly and will influence the use of military drones in the near future. The 

’mass effect’ or ’ precision mass’ by cheaply produced drones is already changing 

warfare in Ukraine, as 50-drone swarms are tested (Sauser, 2026, p. 142), and it is 

demanding new tactics, equipment and leadership for armies to fight (Davis, 2025, p. 

76). 

 

Taken together, across the dimensions of time, space, and force, drones are reshaping 

the battlespace by accelerating operational tempo, expanding the area of action, and 

enabling new forms of massed combat power. These shifts show that drones are not 

just adding capabilities but redefining how land forces will fight in future conflicts and 

interact with air. 

 

Air Littoral Tomorrow: From Procedural Control to Digital Dominance 

 

The previous chapter examined the essence of the air littoral and traced the evolution 

of drone employment to the present. Building on that foundation, this chapter analyses 

how drones interact with the battlespace through the RMA framework, highlighting the 

synergistic interaction between technology, doctrine, and organisations that would 

drive effective digital airspace control in the contested air littoral. 

 

Will the drones control or occupy the skies? 

 

From a conceptual perspective, drones are more likely to enable forces to occupy the 

airspace in the future than to control the skies. Their ability to overwhelm adversary 

defences through offensive saturation in lower airspace, using waves of small sensors, 

decoys, and munitions, making it increasingly difficult to achieve and maintain 

operational advantage (Kunertová, 2025, p. 9, 21). This growing complexity in the air 
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littoral means that conventional procedural methods of airspace control will no longer 

suffice. Looking forward, these methods will be refined from reliable but inefficient 

procedural methodologies to more advanced machine-learning and AI-enabled models 

that blend positive control with predictive techniques (Jackson and Arrol, 2024, p. 67). 

Considering this, the conventional airspace control system is expected to transform 

from a centralised, slow, radar-based, and human-driven system into a real-time, 

distributed, sensor-fused, and AI-supported airspace control model. This new 

software-driven approach will form a modern, digitalised system capable of managing 

the air littoral, where drones, loitering munitions, artillery trajectories, electronic warfare 

effects, and counter-unmanned aircraft systems operate simultaneously. Through the 

occupation of airspace, autonomy, mass, and networking, drones are becoming 

instruments that will redefine the tempo and geometry of the battlespace, supported 

by modernised technology, updated doctrine, and adaptive organisational structures 

across both air and land operations. 

 

Technological ecosystem. 

 

The future technological landscape of digital airspace is shaped by the comprehensive 

integration of digital infrastructure, the increasing autonomy of drones, and the need 

for interoperable, resilient systems. Supporting a distributed, real-time, AI-enabled 

airspace control architecture depends on well-established structures that integrate 

continuous multi-sensor fusion coverage of the air littoral, advanced command and 

control systems, multi-domain sensors, and robust networks capable of operating in 

contested, cluttered environments. In Sauser’s vision (2026, p. 141), multilayered 

defensive systems using networked radars, acoustic sensors, and electro-optical 

systems would establish overlapping coverage from the ground up to the stratosphere. 

Although he describes this primarily as ‘a capability to distinguish hostile drones from 

friendly systems’, such a network would also directly support the broader aims of the 

digital airspace control concept. 

 

As Ukraine’s experience shows, drone capabilities rely heavily on an expanded 

ecosystem of private technology companies that provide critical digital infrastructure, 

including cloud computing, communications, data-sharing platforms, cybersecurity, 

satellite imagery, and internet connectivity. This civil–military sensor network provides 
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most data used in decision-making and targeting processes. It also centralises drone 

operations within a digitalised command-and-control system, taking over data 

collection, connectivity, fusion, analysis, and targeting functions (Kunertová, 2025, p. 

15). Consequently, it is essential to anticipate interoperability challenges in airspace 

control and battlespace management as diverse drone systems and sensor networks 

are integrated into the air littoral, particularly in terms of how they interact with other 

unmanned aircraft when operational conditions require it. 

 

A drone's level of autonomy is another significant factor that shapes how force, time, 

and space interact. Autonomy distinguishes drones from traditional weaponry or 

manned aircraft and determines how they can be employed (Sotoudehfar and Sarkin, 

2023, p. 161). It also influences the development of the digital airspace control system 

and the way drones interact within the littoral. Both the platform's autonomy and the 

degree of automation in airspace management are critical. Whether a drone is 

autonomous, semi-autonomous, or human-controlled, each category entails distinct 

operating conditions that must be considered in future airspace control frameworks. 

The same applies to more advanced and collaborative AI-driven drones that are to 

operate primarily in two areas: autonomous targeting and swarm command, as AI can 

allow them to continue the mission even under jamming, without a navigation or 

communication link for an adversary to disrupt (Kunertová, 2025, p. 19-20). However, 

such capabilities depend on reliable data and stable patterns, so discrepancies can 

lead to safety failures and compromise real-time, dynamic airspace control. 

 

Nevertheless, from the interoperability and resilience aspect, drones remain vulnerable 

to electronic warfare, directed energy weapons, cyber threats, or GPS-based (Global 

Positioning System) navigation attacks, such as jamming and spoofing. These 

vulnerabilities require additional configurations to exploit brief spectrum gaps (Davis, 

2025, p. 85; Lavers, 2025, p. 44) and to ensure compatibility with future digitalised 

airspace control methods. Technological resilience depends on mesh networking, 

frequency agility, encrypted links, and fallback modes for degraded communication.  
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Organisational landscape. 

 

The future organisational landscape of digital airspace will recognise that control of the 

air littoral is ‘a joint problem, not solely the responsibility of the air force, army, navy, or 

marines’ (Jackson and Arrol, 2024, p. 57). As a result, structures will need to be 

adjusted with combined arms capabilities to ensure that drone-enabled effects are fully 

synchronised across the force. Thus, an integrated air-land operations and defence 

design, aligned with broader airspace utilisation and extending down to the micro level 

(Tourret, 2025, p. 12), nesting both ground-based air defence assets and aerial - and 

missile defence capabilities, requires land force leaders to develop a deeper 

understanding of (micro or air littoral) offensive and defensive counter-air operations 

(Jackson and Arrol, 2024, p. 63). Regardless, the optimal future solutions for 

establishing jointness and integration will depend on the specific state context, the size 

of the forces and the extent of the air littoral. In this environment, the air component 

must leverage its flexibility, versatility, and persistence to deliver effects in areas where 

ground forces are thin (Jackson and Arrol, 2024, p. 66). Here, Ukraine has led the way 

by creating a dedicated branch, the ‘Unmanned Systems Force’, for the operational 

employment and doctrinal development of unmanned systems across land, air, and 

maritime domains (Sauser, 2026, p. 132; Kunertová, 2025, p. 9, 12; Tourret, 2025, p. 

14). 

 

When civil and military drone models are adopted too quickly and without standardised 

hands-on training, the resulting safety and interoperability challenges, created by 

interface constraints across the diverse drone arsenals of allied countries, must be 

carefully considered (Kurnetová, 2025, p. 14). Moreover, because effective digital 

airspace control depends on shared understanding and trust among the involved 

services and components, increased dialogue and joint airspace training must become 

a collective effort (Jackson and Arrol, 2024, p. 61). That will shape the organisational 

framework within which the qualification standards must be achieved through 

comprehensive training and exercise. Ukrainian Unmanned Systems Force’s 

approach to standardising training programs demonstrates that capabilities 

development must be consistent across tactical- to strategic-level operators and 

planners, maintenance providers, technology developers, procurement agencies, 

suppliers, and civil contractors (Sauser, 2026, p. 133). 
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Doctrinal framework. 

 

The future doctrinal framework of digital airspace will shift from platform-based thinking 

to systems-of-systems thinking, enabling diverse platforms to connect, make 

decisions, and act collectively (Rossetti, 2021, p. 28). This shift implies that militaries 

should optimise their resources to align the most effective shooters, sensors, and C2 

nodes, thereby clarifying doctrinal roles and responsibilities for the coordinated 

employment of forces within the air littoral (Jackson and Arrol, 2024, p. 66). In this way, 

the conduct of operations comes to resemble an organic reconfiguration of strike 

assets, with innovation, rather than manoeuvre (Tourret, 2025, p. 13). As Davis notes, 

’new platforms and tactics eventually stabilise into doctrines’ (2025, p. 77), 

underscoring the need for deliberate conceptual development rather than ad hoc 

adaptation. In this regard, Sauser (2026, p. 140) emphasises that updates to manuals 

should not be merely editorial but should reflect genuine doctrinal evolution. He argues 

that these fundamental reconsiderations should be incorporated into doctrine and 

guidance, including how drones operate in mass or swarm, how they are concentrated 

and contested within the battlespace, and how their employment increases tempo 

across the distinct phases of the battle rhythm. This, in turn, creates the prerequisite 

for shaping a cognitive, entrepreneurial, and legal environment that enables individuals 

within the forces to exercise technical initiatives in operating drones (Tourret, 2025, p. 

16). The same dynamics should also drive adaptations to existing conventional 

airspace control doctrine, requiring operators and commanders to develop a mutual 

understanding grounded in new skills and a new mindset. As Jackson and Arrol (2024, 

p. 60) note, this mutual understanding is sometimes absent in the relationship between 

the army and the air force, partly because the army does not always view the Earth's 

surface as a domain boundary. 

 

Looking ahead, the future of military airspace control in the air littoral will be highly 

dependent on resilient digital infrastructure, interoperable systems, and increasing 

levels of autonomy. As drones become capable of operating in extremely dense, 

contested environments, the real-time, AI-enabled architectures will replace traditional, 

human-centred models. Still, these advances will also raise new vulnerabilities that 

demand robust resilience and careful integration across a diverse range of drones. All 
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in all, these trends show that effective command and control of the air littoral from the 

airspace control system perspective will rely on technologically enabled, interoperable, 

and adaptive systems capable of managing a drone-saturated battlespace. 

 

Conclusion 

 

In sum, the idea that ’ The future is now’ has taken on a new meaning in today’s conflict-

ridden world. Every day, new researches expand the possibilities for drone 

employment in the future. At the same time, ongoing technological advancements and 

their testing in Ukraine and the Middle East continue to accelerate their integration into 

modern warfare. The ‘drone dilemma’ in the air littoral is inherently a joint problem, 

driving changes across technology, doctrine, and organisation consistent with the 

theory of the Revolution in Military Affairs (RMA). These are forcing militaries to adapt 

new conceptual approaches and operational methods, as the air littoral becomes an 

increasingly contested airspace layer shaped by drones, loitering munitions, and cheap 

precision weapons. 

 

The thesis of this research paper argued that drones are transforming the air littoral 

into a dynamic, networked, and all-domain digital airspace, compelling militaries to 

reassess the conventional airspace control system and make necessary adaptations. 

Across the study, a broad overview of the evolution of military aviation and airspace 

use is provided, tracing the emergence of the concept of the air littoral and the gradual 

rise of unmanned aircraft as credible competitors to manned aircraft in this layer of 

airspace. Contemporary conflicts demonstrate that the air littoral has become the 

primary near-surface battlespace for air-land integration. However, critical reflection is 

required before adopting emerging practices, given the ongoing nature of drone 

innovation and the influence of national and environmental factors arising from the 

Russo-Ukrainian conflict. 

 

As the air littoral becomes more technologically dense, airspace control will 

increasingly rely on digital and autonomous systems. The traditional airspace control 

model, centralised, slow, radar-based, and heavily dependent on human operators, is 

expected to give way to a real-time, distributed, sensor-fused, and AI-supported 

system capable of managing the demands of future operations. This evolution 
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underscores two requirements: restructuring the airspace control system to 

accommodate large numbers of autonomous and semi-autonomous drones, and 

adopting a genuinely joint doctrinal approach, as no single service can manage this 

environment alone. 

 

While this research paper does not address all the factors and conditions involved in 

transforming the conventional near-surface layer of airspace control systems into a 

digitally enabled air littoral, it offers a broad overview of how military airspace is 

evolving in response to technological change and the intensified contest over drones. 

It highlights the doctrinal and organisational adjustments required to adapt to this 

emerging environment. Future studies should further explore these issues, including 

the development of interoperable command-and-control structures, the impact of 

massed autonomous systems on airspace control systems, and the institutional 

reforms needed to sustain innovation at scale. 
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Introduction 

 

In just four years, expert forecasts for artificial general intelligence (AGI) development 

have collapsed from 50 years away to a mere five years, with a 25% predicted 

probability of AGI emerging by 2027 and 50% by 2031 (Todd, 2025). Estonia has 

specifically recognised the growing importance of frontier AI models in the defence 

sphere and so has committed to allocating 30-50% of the annual defence R&D budget 

for developing defence AI, while committing to considerable increases in defence 

spending across the board (Kaitseministeerium, 2025).  

 

This paper will use OpenAI’s Charter definition of AGI as ‘highly autonomous systems 

that outperform humans at most economically valuable work’ (OpenAI Charter, 2018) 

with the important caveat that AGI is a continuum which encompasses everything from 

emerging AGI—which arguably already exists in frontier models—to superhuman, 

which is plausible but still theoretical (Morris et al., 2025). 

 

The sense of urgency in preparing for conflict is understandable in the light of Russia’s 

invasion of Ukraine. With a small territory offering limited strategic depth and a 

population of around 1.3 million, Estonia faces major challenges defending its 294-

kilometre border with Russia and its population of 144 million. NATO’s new force model 

enables greater deterrence through the forward positioning of more members’ forces, 

including in Estonia. However, if an attack did come, the 0-10 day, 30-day, and 180-

day mobilisation timelines (Deni, 2024) may be too late for Estonian and greater Baltic 

defence, with potential aggression scenarios measured in hours rather than weeks 

(Robert Lansing Institute, 2025). Estonia’s 2025 defence AI strategy describes the 

situation well: ‘Considering Estonia’s small territory and limited resources available for 

defence, applying technological solutions, similarly to Ukraine, is vital for Estonia’ 

(Kaitseministeerium, 2025).  

 

Artificial intelligence technologies, specifically frontier AI systems, represent just such 

an asymmetric technological solution. Rapid advancements in frontier AI technologies 

and the removal of limitations for integration with defence development show that there 
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is great potential in this area (Evans, 2025). Additionally, the last few months have 

shown that well-equipped single actors can have an impact size that was previously 

reserved for large teams or networks, levelling the cyber playing field significantly for 

small states. Defensive uses of frontier AI models are also now useful for cyber 

defence ‘in practice, not just in theory’ (Anthropic, 2025), meaning that a state with 

highly digitalised infrastructure and an entrepreneurial base in technology fields can 

punch above its weight class in both the physical and the digital world. These effects 

are only likely to become more pronounced as frontier AI models continue to grow on 

the AGI capabilities continuum. 

 

With this in mind, the thesis of this paper is that frontier AI model growth and potential 

AGI emergence by 2035 will asymmetrically benefit Estonia's defence and deterrence 

capabilities relative to Russian offensive capabilities, because current AI and potential 

future AGI amplify existing digital infrastructure advantages and reward rapid adoption 

and adaptation over military mass. 

 

This paper will be relevant to NATO generally and to Estonian security specifically. It 

will contribute to deterrence theory by examining existing theory, its adaptation, and its 

application to small states in the context of ongoing and accelerating advances in the 

field of AI.  

 

The roadmap for the paper is as follows: firstly, there is an examination of deterrence 

theory through the lens of frontier AI system capabilities and their likely abilities in the 

near future, given current AI use in the Ukraine conflict. This is followed by a discussion 

of Estonia’s digital infrastructure advantages. Next, the asymmetric defensive benefits 

of AGI for a capable small state are presented, after which potential deterrence 

mechanisms are showcased. Lastly, there is a discussion of limitations, followed by 

the conclusion.  

 

Deterrence theory and current AI use in war 

 

The academic literature on deterrence is wide and varied, spanning decades and 

multiple shifts and divergences in opinion. Taking this into account, this paper will 

primarily use Mazarr’s succinct analysis and summary written for RAND to gain a basic 
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understanding of the current status of deterrence as an idea. Deterrence theory 

emerged as a set of strategic concepts after World War II as nuclear powers wrestled 

with how to integrate apocalyptic weapons into national defence policy while working 

to ensure the same weapons would never be used against them.  

 

Though nuclear deterrence is still a mainstay of great power security strategy, 

deterrence as a concept has widened to include conventional and hybrid warfare and 

can be defined in modern terms as the ‘nuanced shaping of perceptions so that an 

adversary sees the alternatives to aggression as more attractive than war’ (Mazarr, 

2018, p. 2). Successful deterrence depends on three variables: the level of aggressor 

motivation, the clarity of deterrent communication, and the aggressor’s belief in the 

deterring state's capability and will (Mazarr, 2018, p. 8-10). For Estonia, the principal 

identified threat actor is the Russian Federation (Kaitseministeerium, 2023). The level 

of motivation for an imminent invasion of the Baltics is unclear, but Putin does have 

clear long-term ambitions to ‘restore’ what he sees as ‘historically Russian lands’ 

(Dickinson, 2025). With aggressor motivation difficult to control, clarity of 

communication and demonstration of capability and will are the remaining levers for 

deterrence. The rapid development of frontier AI systems and AGI presents a uniquely-

timed opportunity to manipulate these levers.  

 

In the traditional calculus, the deterrence variables mentioned above favoured mass. 

State capability has been determined by the number of fieldable divisions or by GDP. 

Small states such as Estonia have therefore been unable to deter large powers alone. 

However, if this calculus shifts from mass to the speed of adaptation, it changes 

fundamentally, because potential aggressors are no longer able to rely on differences 

in mass alone to determine capability mismatches. This is exactly the sort of change 

that AI, and eventually AGI, are poised to deliver.  

 

Research and development in the field of artificial intelligence has been ongoing since 

the 1950s. Though they existed since around 2018, large language model (LLM) 

advances in 2023 introduced the public at large to breakthroughs in AI brought about 

in large part through unsupervised learning and self-optimisation with training on 

massive datasets (Marr, 2023). These breakthroughs have drastically shortened 

estimates of timeframes for the emergence of AGI; ‘in four years, the mean estimate 
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on Metaculus for when AGI will be developed has plummeted from 50 years to five 

years’ (Todd, 2025). Shrinking timelines have led thinktanks such as RAND to tackle 

the issue as AGI or even superhuman level intelligence are deemed to be ‘plausible’ 

in the near term and present security problems with no current clear solutions (Mitre, 

Predd, 2025).  

 

Contemporary Examples of AI in the Ukraine Conflict 

 

The initial invasion of Ukraine was dubbed a ‘special military operation’ and experts in 

the West, as well as in Russia, expected Kyiv to fall in a matter of days, with the 

government and military lasting a few weeks at most (Naveed, Brennan, O’Connor, 

2022). This, in retrospect, hugely underestimated the Ukrainians' will and capacity to 

resist and the political will in the West to materially support this resistance. What made 

Ukraine capable with such asymmetry of conventional forces? It was initially thought 

to be their innovative use of drones for ISR and direct strikes. However, the ability to 

rapidly adapt has proved to be the most powerful weapon in the conflict. With ‘AI 

support[ing] decision-making, intelligence processing, and targeting, [...] what makes 

Ukraine's achievements particularly impressive is the speed of change in the doctrine 

of warfare’ (Kaitseministeerium, 2025).  

 

Stated simply, AI has been integral to this war of adaptation. As an example, in 

Ukraine, the targeting, command and control and situational awareness comprising the 

‘nervous system’ of the battlefield, are enabled by AI-powered DELTA and Avengers 

digital combat platforms. This is accelerating the speed of battle to a jarring pace, with 

kill chain decisions being made in seconds, even when vehicles are camouflaged or in 

non-ideal weather conditions (Digital State UA, 2025).  

 

Though Ukraine’s use of AI to enable rapid adaptation is more than impressive, a 

paradox immediately arises. If Ukraine has so successfully integrated AI and Russia 

has continued incurring massive losses (Lendon, 2026), why is the conflict still 

ongoing? The most intuitive explanation is that the deterrent and combat advantages 

of AI systems are overblown and are inadequate for a determined adversary. However, 

it is likely the truth is more complex.  
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As described above, the first highly capable LLMs did not emerge until 2023, with the 

Ukraine conflict already ongoing, and therefore could not have factored into Russia’s 

original risk calculus. Additionally, as Russia underestimated Ukraine’s ability and will 

to defend itself, Putin has faced subsequent pressure for success. As a result, he has 

doubled down on the conflict because a perception of failure within Russia could 

amount to an existential threat to his power. Therefore, it may be that the deterrence 

variable of aggressor motivation is extreme in this case and cannot be overcome by 

conventional deterrence, even with amplified losses from AI-enabled systems. A last 

potential consideration is Ukraine’s lack of NATO Article 5 protection, which lowers the 

perceived cost of aggression. Estonia is not similarly isolated, and the increased 

uncertainty brought about by AI could tip the deterrence scale.  

 

The story from Ukraine confirms that, even when deterrence seems to have failed, 

rapid, AI-enabled adaptation can enable a numerically inferior force to endure well past 

what traditional capability comparisons would suggest would be possible. The 

implications for Estonia are clear. The question becomes whether Estonia also 

possesses the requisite institutional mechanisms to ensure this rapid adaptation. An 

abstract list of potential tech assets is inadequate. There must be a true culture of rapid 

adoption and adaptation to provide a mechanism through which it can communicate 

capability and thereby influence Russia’s threat calculus.  

 

Estonia’s Digital Infrastructure as an Enabler of AI, Adaptation, and Deterrence 

 

Estonia is a highly digitally capable state. It is ‘widely considered one of the most 

technologically advanced nations in Europe, and much of its private sector expertise 

is signed up for a “cyber militia”’ (Freedberg, 2025). Its government functions are 100% 

digitalised as of 2024. They are secured through the open-source X-Road software 

ecosystem. This system has been resilient against cyber attack with ‘no known major 

security breach involving X-Road’ (Marak, 2025; e-Estonia, 2024a; Vassil, 2016).  

 

Nationwide, mandatory two-factor authentication ensures citizens can securely interact 

with online services, and the Estonian-designed KSI blockchain enables distributed 

consensus with near-complete transparency and security. This means that no one, 

from hackers to the government, can manipulate data without the alterations being 
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visible to all (e-Estonia, 2024b). KSI blockchain implementation by Estonia at an 

architectural level after Russian cyberattacks in 2007, demonstrates a digital security 

focus at a national level (Semenzin, Rozas, Hassan, 2022).  

 

The sophisticated triad of Smart-IDs, X-Road and KSI blockchain in its ‘Secure by 

Design’ digital infrastructure makes it highly resilient and usable for secure work. It is 

also capable of rapid adaptation with new AI-based businesses and defence 

applications easily integrated into the ecosystem. A highly secure and resilient national 

digital infrastructure is an example of deterrence by denial, with demonstrated 

capabilities making it unlikely for adversaries to achieve their goals in the cyber 

domain. In addition to its broad-based foundation of digitisation and digital security plus 

resilience, Estonia is also a leader in the field of cyber defence.  

 

As part of its response to massive Russian cyberattacks in 2007, the NATO 

Cooperative Cyber Defence Centre of Excellence (CCDCOE) was established in 

Tallinn in 2008, and Estonia remains the permanent host country as well as a regional 

hub office of DIANA, a NATO defence innovation accelerator (Clement, 2024). 

CCDCOE organises annually the largest and most complex live-fire cyber resilience 

exercise in the world—Locked Shields—with over 2000 participants from 32 nations. 

Five other major NATO exercises are hosted or supported by the CCDCOE annually. 

This robust collaboration with allies in offensive and defensive cyber operations is well-

publicised. In deterrence terms, it represents efforts to reinforce any aggressor’s belief 

in Estonia's capability and will to fight in the cyber domain, along with opportunities for 

clear deterrent communication. 

 

The focus on defence sector cybersecurity and operations also attracts entrepreneurs 

with Estonia’s ‘agile start-ups and small or medium enterprises [...] emerging as a 

significant driver of defence AI development’ and more than a dozen companies 

implementing AI in their processes or products. Additionally, international projects 

involving Estonian companies secured over half a billion euros of funding in 2023 alone 

(Jermalavičius, 2024; Kaitseministeerium, 2025).  

 

Estonian national policies also make it relatively easy for this defence innovation to 

occur, as they systematically encourage an environment that benefits startups, 
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especially in the digital sector. Tax competitiveness encourages rapid small-business 

growth. The e-residency program opens up a large European customer base to foreign 

entrepreneurs while adding their talents to the start-up scene. Programs like 

Accelerate Estonia ensure that adaptation and flexibility are baked into government 

structure and policy. This allows for both public and private sector organisations to 

remain agile in the face of emerging opportunities and threats.  

 

Estonia’s cyber infrastructure, its cooperation with allies in the cyber domain, and its 

agile startup ecosystem create a system that is more than just the sum of national 

strengths. It promises to decouple mass from military capability in the age of AI. 

Conventional capabilities scale with population and industrial production, but AI-

enabled capabilities scale with adoption and adaptation speed. Estonia’s digital system 

is purpose-built for modular adoption of new capabilities as technology advances. 

While Russia can always field more conscripts or produce more artillery ammunition, 

it cannot easily change its entire digital infrastructure or business environment. As AI 

continues to advance, this adaptation speed gap will become crucial for defensive and 

deterrent advantages. 

 

Defensive Advantages of AI Integration 

 

Since Estonia is a digitally optimised state whose defence sector and agile start-up 

ecosystem are readily integrated with frontier AI models and, eventually, AGI, it is worth 

considering the defensive advantages that could be gained by adopting this 

revolutionary technology to the greatest extent possible. This section will discuss a 

small number of advantages—non-exhaustive examples—to be gained at the 

technology’s current level, as well as speculatively with the emergence of AGI.  

 

As an initial example, in the realm of defensive cyber operations, defenders have 

historically had the advantage of choosing the ‘terrain’ as they have control of how 

systems are set up and administrated. Attackers, in turn, can choose any point on the 

attack surface to conduct their operations. When dealing with an adversary with greater 

mass, two historical issues for defenders have been scale and speed: the sheer 

amount of attack surface that exists for any given program, and the ability for attacks 

to propagate at machine speed while human defenders lag behind looking for solutions 
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(Withers, 2025). More attack surface typically means more vulnerabilities and bugs. 

Servers being spread across time zones means fewer humans are available to defend 

them at any given hour. Rapidly spreading attacks have enabled attackers to 

accomplish their missions before solutions are found.  

 

AI provides a unique solution to these problems of mass. If thousands of defensive AI 

‘agents’ are continually inspecting and probing the attack surface for potential issues, 

they are ‘likely to further harden the broader digital ecosystem [...] [by] review[ing] code 

or organisational practices for security vulnerabilities and adapt[ing] them to adhere to 

best practices’ (Lohn, 2025, p. 71). This army of agents could also recognise a new 

vulnerability, phishing target, or malware application being actively exploited and patch 

it before any real damage could be done.  

 

In the past, this was not realisable due to the resource burden and diminishing returns 

involved in securing, probing and hardening systems at scale, let alone in real time. 

Modern AI capabilities make it possible (Withers, 2025). AGI emergence would make 

it both easier and cheaper. Estonia’s current digital infrastructure is a perfect setting 

for this kind of systematic hardening. If Estonia’s critical infrastructure, communication 

networks, early-warning radar, command-and-control systems, etc., are significantly 

more resilient, this does a great deal to enable cost-effective defensive warfighting as 

a small state.  

 

In kinetic terms, an example of how AI integration can bolster defence is through 

autonomous or semi-autonomous defensive weapons. An example of this is Israel’s 

Iron Dome, which uses AI-powered algorithms to recognise, categorise, and counter 

incoming airborne threats (Laje, 2024). Ukraine has also integrated AI into its air 

defence systems. It has been able to repel combinations of cruise and ballistic missile 

attacks which would have proven difficult or impossible for traditional human-based 

teams (Kaitseministeerium, 2025).  

 

Further development in this direction, especially with frontier AI models and AGI, could 

even allow for defence against massive swarms of cheap drones, cruise missiles, and 

ballistic missiles of the style that overwhelm even the best modern defences. An 

advanced AI could quickly recognise the slower speed or signature of drones and 
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automatically deploy counter-drones and other inexpensive loitering munitions to 

counter these threats, while saving the more expensive interceptor missiles for faster-

moving targets. This would protect targets and ameliorate the current economic 

attrition imbalance brought about by munitions price disparities, which a small state 

like Estonia could not sustain in the long term. AGI could also be integrated with future 

advances in air defence, such as directed-energy weapons, to further shift the 

battlefield balance back to the defender, even when this defender is a small state and 

less numerous or possesses fewer resources.  

 

A third defensive advantage is decision-making and decision speed superiority. This is 

already being witnessed on both sides of the Ukraine conflict, but with Ukrainian forces 

embedding AI into their C2 and battlefield awareness systems. These systems can 

recognise and respond to threats in real time, far outstripping human processes and 

reaction times. This ‘Super-OODA loop’ shrinking from hours to seconds effectively 

removes the attacker’s traditional advantage of surprise and redefines the offence-

defence balance on the battlefield (Raksa, 2025). A true AGI could fully automate this 

process, making any non-machine coordinated attack much less likely to succeed. 

Despite real risks of machine miscalculation and escalation, compounding advantages 

result. As retired Royal Navy Adm. Radakin stated in a recent interview, ‘Whoever 

reaches artificial general intelligence, and then artificial super intelligence, will be the 

ones with an enormous military advantage [...] And if ASI means I fall one second 

behind my opponent, I may never catch up’ (Radakin, 2025). 

 

In addition to cyber, kinetic, and C2 defensive advantages, frontier AI models and AGI 

also offer a chance to offset economic and manpower disadvantages inherent to a 

small state. For instance, digital information warfare is cheap and effective, making it 

a ‘perfect’ asymmetric weapon. Russia spent only four million USD on their most high-

profile information operation in the US (Polyakova, 2018). AI and AGI integration into 

targeted information campaigns would further reduce costs and personnel 

requirements and increase effectiveness. AI-driven automated and unmanned 

systems also decrease the manpower losses that a relatively small organisation like 

the Estonian Defence Force cannot afford in the face of a more populous adversary 

(Jermalavičius, 2024). 
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This section has outlined examples of defensive advantages to be gained through AI 

adoption and integration. The key similarity of the above defensive advantages is that 

none of them depend on the mass of the force employing them. They instead scale 

based on the quality and speed of integration into existing systems, something 

Estonia’s infrastructure is primed to deliver. But defence and deterrence are not the 

same thing. The question remains of how potential defensive advantages can 

effectively provide deterrent signalling.  

 

Deterrence Advantages with AI integration 

 

For a country in a defensive alliance like NATO, deterrence is at least as important as 

defence. This section will discuss a limited number of deterrence opportunities 

enhanced or enabled by AI in a small, digitally capable state like Estonia. Offensive 

cyber capabilities could theoretically be applied to persuade adversaries of a state's 

capability and will. The current problem with using them for deterrence is that the 

offensive cyber operations of a state are inherently classified (Kosseff, 2019). This is 

to prevent the adversary from gaining knowledge of capabilities, prevent escalation in 

competition or conflict, and preserve expensive and hard-won cyber advantages.  

 

This could all change with AGI. ‘AGI could cause a systemic shift that alters the balance 

of global power [...] [and] upend military balances by uplifting a variety of capabilities 

that affect key building blocks of military competition’ (Mitre, Predd, 2025, p. 4). If the 

cost of acquiring and fielding offensive cyber abilities—both in time and money—is 

dramatically reduced, then the idea of ‘defending forward’ through intermittent 

disruption of adversary military capabilities through cyber attack could be a viable, 

though risky, approach to deterrence.  

 

Also, in the cyber domain, leveraging the capabilities of AGI to return to the original 

nuclear deterrence theory is useful. The idea exists of creating an AGI-powered 

‘splendid first cyber strike that completely disables a retaliatory cyberstrike’ (Mitre, 

Predd, 2025). It would be difficult to demonstrate this capability, but its crippling 

potential could be a potent deterrent against a large state if realised.  
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For physical operations, integrating AI into automated border defence could upend the 

current risk calculus for adversary incursions. The Baltic Defence Line is an ongoing 

project to harden the border with Russia by using a combination of explosive and non-

explosive barriers, combined with strongpoints (Riigi Kaitseinvesteeringute Keskus, 

2025). These relatively passive defences could be enhanced by 24/7 monitoring, threat 

analysis, and automated response. Existing Estonian defence companies can already 

provide integrated drone stations, smart cameras, and AI-driven C2 software to 

monitor and defend the border (Vihma, 2024). During peacetime, this sort of system 

could be hardwired and scaled for remarkable resilience and resistance to electronic 

warfare, allowing a small number of Estonian personnel to effectively monitor and 

rapidly respond along the border against a numerically superior foe.  

 

The amount of ‘Human in the Loop’ for kill chain decisions could be adjusted from semi 

to fully automated and back again based on the evolving threat picture, political 

appetite, and type of threat identified. The right system, with the right frontier AI or even 

AGI, could dramatically reduce the costs for defenders to cover the entire border in 

real time and increase the risks for attackers, even for ‘routine’ probing incursions or 

special reconnaissance missions. Publicity about an AI-guarded border and ultra-rapid 

response would offer clear deterrent communication. A few botched missions into 

Estonian territory with high-profile Russian losses would increase deterrent credibility 

through action.  

 

As with the defensive advantages, the deterrence opportunities discussed above 

exploit speed and uncertainty instead of mass. For Estonia, the implication is that 

deterrence can be reframed at a base level. The credibility message is not that cost 

can be imposed on the aggressor through resistance and attrition over time, but rather 

that disproportionately high and uncertain costs can be inflicted before the mass can 

be brought to bear. This shifts the advantage from mass to agility.  

 

The Game is Changing: Why Agility Beats Mass in the World of AI and AGI 

 

Though the above-noted defensive and deterrent advantages of AI and AGI represent 

shifts in the offence-defence balance of war, it could be argued that offensive 

advantages could offset these gains. However, in Estonia's case, there is reason to 
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believe this will not be the case. As discussed in an earlier chapter, Estonia is primed 

to rapidly adopt and integrate AI and AGI breakthroughs due to its robust and secure 

digital infrastructure, as well as its agile startup ecosystem, both encouraged by state 

policy. As RAND’s analysis argues, ‘Cultural and procedural factors drive an 

institution's technological adoption capacity and are more consequential than being the 

first to achieve a scientific or technological breakthrough’ (Mitre, Predd, 2025, p. 4). 

Estonia’s Ministry of Defence has also embraced this idea and acknowledges that AI 

and autonomous systems represent a chance to create asymmetric advantages 

against an adversary of larger mass (Kaitseministeerium, 2025, p. 4).  

 

In contrast, despite its proven ability to adapt on the battlefield in Ukraine, Russia does 

not share the same institutional culture regarding AI technology. Russian political and 

military leaders seem stuck in a narrow view of AI’s rapidly developing capabilities, 

insisting on its usefulness for specific tasks, but not for system-transforming input and 

oversight (Fink, 2021, p. 2-3). Though Russia has genuine technical talent, the 

systemic differences between Estonian and Russian approaches to defence AI could 

lead to compounding advantages for the smaller state as advances beget further 

advances.  

 

AI is an amplifier of existing systems and will multiply what exists in each state, 

respectively (Peter et al., 2026, p. 17). In this setting, Russia’s asset of numerous 

citizens would be eclipsed by Estonia’s smart and adaptive strategies and systems 

(Dear, 2024, p. 5), which could ‘neuter and potentially undermine’ Russia’s traditional 

advantage of being a military power with more mass effect, something similar to what 

is already being seen in today’s conventional conflicts (Radakin, 2025).  

 

The resource factor is also likely to swing heavily in the small state’s favour as AI 

technology advances. The current barriers to domination in the world of AI, such as 

raw compute power, which are keeping wealthier nations at the cutting edge, could 

change in an instant as unexpected breakthroughs lower resource requirements in the 

nascent field (Pavel et al., 2025, p. 5). DeepSeek is a recent example of a model which 

achieves results just inferior to industry leaders, but at a fraction of the development 

cost due to differences in its training methods and reasoning algorithms (Martens, 

2025). This example shows a trend away from scale and toward fine-tuning of models, 
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which may allow countries with much smaller national budgets to develop economically 

viable defence AI solutions.  

 

The last and potentially most crucial unknown that AI brings to the traditional offence-

defence-deterrence balance is precisely that: the unknown. The future has always 

been unknowable, but if a true AGI or rather an artificial super intelligence emerges—

an AGI which far surpasses human capabilities—then the nature of war will likely 

become qualitatively different than it is now, and ‘the past will not be a guide to forecast 

or understand the future’ (Compagnoni, 2023, p. 1).  

 

The cumulative implication of the factors described above is that military mass, which 

has traditionally been insurmountable in the warfighting calculus, finds its decisive 

status reduced. When resource barriers to cutting-edge technology are plummeting, 

and when each new breakthrough can render previous technology and force structures 

obsolete overnight, the deterrence advantage shifts from the heaviest hitter to the most 

nimble. For Estonia, this means that the deterrent and defensive advantages 

discussed in this paper are synergistic, not just additive. The goal shifts from matching 

Russia’s mass to outpacing its ability to adapt.  

 

Limitations 

 

This paper argues that advances in frontier AI systems and the potential step forward 

to AGI will asymmetrically benefit Estonia’s defence and deterrence relative to Russian 

offensive capabilities. The paper's logic is grounded in deterrence theory and further 

supported by examples from the Ukraine conflict and Estonia’s digital and 

entrepreneurial ecosystem. However, there are important limitations to this which must 

be considered. 

 

First and foremost, the argument leans heavily on non-objective forecasting regarding 

timelines and potential capabilities of AGI. Though the paper defines AGI according to 

the OpenAI charter and explicitly describes it as a continuum of ability, the absence of 

a universally accepted definition for AGI makes it difficult to cleanly argue against the 

thesis. In the same vein, the forecasts quoted in the paper, as well as those present in 

other source materials, are vulnerable to shifting definitions, technological bottlenecks 
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and rapid advances. This uncertainty affects the deterrence and defensive advantages 

emphasised in the paper. As a caveat, it should be noted that these advantages do not 

depend on AGI emergence. After all, frontier AI systems are effectively utilised in 

current conflicts. The emergence of AGI would only further enhance them. 

 

Secondly, many examples of potential deterrent and defensive applications of AI and 

AGI in the paper make reference to the Ukraine conflict. While this conflict provides 

unique insight into modern applications of technology, it must be noted that Estonia 

and Ukraine are quantitatively and qualitatively different, from population to area to 

features of terrain and fiscal resources. Additionally, elements of the Ukraine conflict 

which are unique, such as massive Western military and financial support, the density 

of the battlefield spaces, and rapid innovation in the current battle space, may not 

translate to conflict in the Baltics. This limitation is at least partially mitigated by 

Estonia’s membership in NATO, which provides the alliance depth and access to 

resources which Ukraine lacked.  

 

Third, the paper’s cyberspace-related claims in the realm of deterrence are severely 

limited by the already-discussed secrecy surrounding cyber operations. Even if AGI 

significantly reduces the costs of cyber capability development and execution, states 

will still have strong incentives to keep their most powerful capabilities classified, 

thereby impairing the clear communication required for deterrent signalling. Ambiguity, 

by its very nature, however, could provide some benefits to deterrent signalling as 

Russia must assume the capabilities exist, especially given regular cyber exercises 

conducted with partners.  

 

Fourth, the paper’s core claims regarding asymmetric development of AI and AGI-

related capabilities assume that Estonia’s policy and start-up environment, as well as 

its digital infrastructure ecosystem, will continue on course, encouraging a culture of 

rapid adaptation. Alongside this, it assumes that, in the years ahead, Russia’s past 

organisational and political constraints will remain as they were. However, adversaries 

can adapt new doctrine, and Russia can make up time and capabilities through 

espionage and commercial acquisition, especially as AI technology improves and 

becomes cheaper. Parallel to this, systems which work well today in Estonia can slide 

into complacency if they are not properly maintained and refreshed. However, it takes 
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time for change to happen at the national level, and it seems likely that the current 

rapid adapter will keep adapting rapidly, and vice versa.  

 

Last of all, there are legal and ethical questions which challenge the feasibility of 

several proposed AI applications in this paper—think automated border defence, 

flexibility of human input for kill-chain decisions, and pre-emptive cyber attacks. In the 

face of existential threats, Ukraine has been largely free to defend itself while, in the 

near term, ignoring or setting aside some of these questions. This will likely not be the 

case for a NATO member. Rules of engagement, alliance cohesion, escalation 

management, and other legal and ethical questions will have to be addressed, which 

could hamper adoption speed to the point of severely limiting any advantages. 

Importantly though, Estonia's existing role as host of the CCDCOE and DIANA regional 

hub positions it to shape these frameworks. With this in mind, Estonia has the 

opportunity to ensure that alliance governance enables rather than constrains the rapid 

adoption of AI-related technology applications. 

  

Conclusion 

 

In conclusion, this paper has argued that frontier AI model growth and potential AGI 

emergence by 2035 will asymmetrically benefit Estonia's defence and deterrence 

capabilities relative to Russian offensive capabilities because current AI and potential 

future AGI amplify existing digital infrastructure advantages and reward rapid adoption 

and adaptation over military mass.  

 

The examination of deterrence theory through the lens of AI technology and 

contemporary examples from the Ukraine conflict gave context. It demonstrated that 

modern warfighting calculus is shifting from mass to agility, benefitting a small state 

like Estonia. The examination of Estonia’s digital infrastructure and its policies 

encouraging a vibrant start-up community highlighted the advantages of its digital 

infrastructure and its ability to adapt rapidly. Both advantages will be amplified by AI 

technology and will contribute to the agility advantage, further boosting Estonia’s 

capabilities vis-à-vis Russia in the age of AI and AGI. Finally, the examination of current 

and future deterrence and defensive advantages enabled and compounded by this 

agility gave practical examples of how Estonia can punch above its weight class in the 
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age of AI and AGI. This will subsequently offer asymmetric benefits in competition with 

Russia, whose greater mass and slower adaptation are relative disadvantages in this 

context.  

 

Framed simply through Mazarr’s three deterrence variables, this paper showed that AI 

enables greater uncertainty for attacker costs, which blunts the aggressor’s motivation 

variable, even though it is difficult to control. Estonia’s digital infrastructure, both public 

and within NATO’s structure (CCDCOE/DIANA) cover the remaining two deterrence 

variables through clarity of communication and demonstrations of capability and will.  

 

This argument has implications for NATO. Small states, which historically have lacked 

the mass needed for large-scale conflict, can serve as the alliance’s innovation nexus. 

While larger states can provide deterrence through mass effect, smaller alliance 

members can work to ensure that the NATO apparatus remains nimble and relevant 

in a rapidly changing environment. With this comes a few recommendations. Firstly, 

Estonia could consider formalising AI milestones within its 2025-2030 window, aligned 

with the 30-50% defence AI commitment already made. Secondly, Estonia could use 

its position as host of CCDCOE and DIANA to spearhead NATO development of 

frameworks for AI autonomy in defence, turning a potential limitation into an 

advantage. Lastly, NATO could create small-state capability incentives which value 

agility and technology adoption speed as much as it currently values traditional 

capabilities.  

 

In conclusion, the very speed of development and opacity which make AI technology 

so revolutionary also counsel caution and humility when prognosticating about 

outcomes. The most decisive future advantages brought about by AI may not currently 

be foreseeable, but could emerge from the interplay between second- and third-order 

effects in advancing algorithms, automation, politics, and escalation dynamics in a 

changing world. If AI development crosses the border from current highly advanced 

frontier systems to a genuine superintelligence, then deterrence may be shaped by the 

‘unknown unknowns’ of the future. The current realities make investments in 

reasonable, governable AI integration essential. The near-future possibilities make the 

building of resilient and adaptable institutions an imperative, as the rules of the security 

environment may change faster than any state is able to adapt. 
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1. INTRODUCTION 

1.1 Background and Relevance 

 

The Baltic Sea region has become one of NATO's most strategically sensitive theatres 

(Surwillo et al, 2025, p.8). The Russian invasion of Ukraine has led to regional 

changes. The most significant is that Finland and Sweden, which had previously 

remained neutral, have joined the North Atlantic Treaty Organisation (NATO). This 

decision has significantly expanded NATO's operational responsibilities and extended 

the Alliance's border with Russia. At the same time, Russia has also continued to 

strengthen its military presence in the Baltic Sea region. Deploying weapon systems 

and electronic warfare capabilities in the Kaliningrad Oblast that create extensive anti-

access/area denial (A2/AD) capabilities in Baltic Sea Region (Dalsjö et al., 2021, 

p.171). Continued airspace violations and incursions by unmanned aerial vehicles into 

allied territory, as well as hybrid activities by Russia, underscore the vulnerability of the 

Baltic Sea region. In such a security environment, NATO's deterrence and defence 

posture should become more dynamic. This requires a change in mindset and the 

adoption of new concepts. 

 

Euro-Atlantic Deterrence and Defence Concept (DDA) from 2022, clearly emphasizes 

the need for greater operational flexibility, distributed power projection, and rapid 

response capabilities across the Alliance (Covington, 2023). The example of the war 

in Ukraine shows that speed, agility, and dispersed location can be decisive factors in 

preventing an aggressor from achieving air superiority (Goodwin, 2024, pp 51-57). In 

summary, NATO's operational thinking is increasingly moving towards more dynamic, 

dispersed capabilities. 

 

This paradigm shift is most clearly reflected in the Agile Combat Employment (ACE) 

concept. ACE represents a strategic shift for NATO air forces from traditionally 

centralized operations to a more flexible, dispersed, and resilient operational concept 

(Oppelaar, 2023, pp. 52-57). Furthermore, ACE is not only a technical change, but it 

should also be a broader transformation that increases the Alliance's ability to operate 

in an unpredictable, rapidly changing, and increasingly hostile threat environment 
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(Oppelaar, 2023, p. 59). Considering also the limited air force capabilities of the three 

Baltic states, Finland and Sweden's NATO membership and Russia's A2/AD coverage, 

the implementation of ACE in the Baltic Sea region is relevant and warrants an 

analytical approach. Addressing this topic will help highlight regional characteristics 

and opportunities within the NATO framework. 

 

1.2 Objectives and Structure of the Study 

 

Consequently, this study examines the possibilities and limitations of implementing the 

ACE concept in the Baltic Sea region and identifies strategic, operational, and 

institutional challenges to better understand how to organise the ACE concept more 

effectively. This study emphasises that the effective implementation of ACE in the 

Baltic Sea region is feasible. However, this requires a shift from fragmented bilateral 

exercises to a coordinated regional approach that systematically integrates a 

dispersed operational culture with the host nation’s support capabilities. 

 

The analysis draws on doctrines, regional security studies, and recent exercises, 

examines the historical development of ACE, the specific characteristics of air forces 

in the Baltic Sea region, and the threat development, with the aim of assessing how a 

unified regional framework could transform existing capability gaps into operational 

strengths. 

 

This study is structured into five parts. The first two parts provide a comprehensive 

understanding of the nature of the ACE concept and its historical development into a 

separate US Air Force doctrine. In addition, NATO's adaptation and interpretation of 

ACE principles are analysed, and the most essential principles of the concept in the 

context of operational and strategic planning are highlighted and illustrated with 

examples from previous exercises. The third part focuses on the specific 

characteristics of the Baltic Sea region, considering the security threats in the area and 

NATO's existing and potential capabilities. The fourth and fifth parts are analytical. 

Building on the preceding chapters, they assess the feasibility of ACE implementation 

in the region and develop concrete recommendations for a unified regional framework. 
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2. THE EVOLUTION AND ESSENCE OF AGILE COMBAT EMPLOYMENT  

2.1 Historical Background 

 

What exactly is ACE in the context of air power? To answer this question, we need to 

consider it from two perspectives. The first perspective is the US's revival of this 

concept from a historical perspective. The ACE concept cannot be considered a new 

idea. This is more of an evolutionary development that has been shaped by the 

practices of US expeditionary forces in various military conflicts (Davis, 2021, pp. 1-

10). Those conflicts have highlighted the importance of dispersed bases and mobile 

logistics systems in maintaining survivability (Davis, 2021, pp. 1-2). In addition, political 

and geographical constraints have created a constant need for the US to have a 

flexible network of bases (Nicastro, 2024, pp. 1-2). 

 

In the post-Cold War period, the US significantly reduced the number of its global air 

bases, which reduced its worldwide dominance and operational capabilities (US AF 

Doctrine Note 1-21, 2022). Due to the changed geostrategic situation, the growing 

dominance of Russia and China in certain regions, the development of weapon 

systems, and budgetary and political constraints, the ACE concept is seen as one 

possible measure for adapting to the changing situation described in the previous part 

(Nicastro, 2024, p. 1). In other words, ACE is part of a broader US Air Force strategy 

aimed at maintaining competitive advantage over major powers, particularly China and 

Russia. 

 

2.2 Core Principles and Definition 

 

According to US Air Force doctrine, ACE is defined as a ‘proactive and reactive 

operational scheme of manoeuvre executed within threat timelines to increase 

survivability while generating combat power’ (US AF Doctrine Note 1-21, 2022). 

Doctrinally, the central idea of the concept is the distribution of units and capabilities 

between separate locations according to the situation, with minimal time expenditure 

and logistical footprint. This makes it more difficult for the enemy to plan actions against 

it, allowing for greater survivability, operational flexibility, and operational sustainability 

(US AF Doctrine Note 1-21, 2022). ACE is divided into five types of activities based on 

its characteristics. The first of these is Setting the Theatre. This includes the pre-
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placement of equipment and troops, access, and negotiations with allies. Another 

essential feature is the dispersal of forces before the enemy acts, known as the 

Proactive ACE Manoeuvre. This, in turn, necessitates a robust Command and Control 

structure. Thirdly, the response to the opponent's actions is discussed, focusing on 

dispersion and flexibility to operate from separate locations and to move to different 

places during the operation. Fourth, a coordinated attack by dispersed forces, which 

can rely on robust C2 and force protection before operational activity. The last 

important element is support and sustain between dispersed locations, as well as fast 

recovery capability. (US AF Doctrine Note 1-21, 2022). 

 

In summary, the ACE concept in the US is treated doctrinally within a strategic 

framework, emphasising its global applicability and role in the context of competition 

between major powers (Nicastro, 2024, p. 1). 

 

NATO's approach is operational, focusing on practical principles that enable the 

concept to be translated into concrete actions through coordinated operations among 

allied countries. This difference in approach to ACE reflects the US's strategic ambition 

and NATO's need to adapt the concept to the operational realities of a multinational 

environment. This involves increasing operational flexibility and resilience, reducing 

dependence on large air bases, which are highly vulnerable to attack, and thus directly 

related to maintaining combat readiness. In the context of combat readiness, the rapid 

redeployment of units and the conduct of dispersed operations are no less critical. 

(Oppelaar, 2023, pp. 54-59). 

 

It creates the conditions for operating in multiple locations simultaneously and, in the 

context of deterrence, demonstrates the interoperability of the allies. The successful 

implementation of the ACE concept is based on changes in logistics, command and 

control, and training to support the independent and flexible operation of smaller units. 

At its core, ACE is built upon three fundamental principles. Establishing a distributed 

network of bases, employing modular force structures, and executing autonomous 

operations (Oppelaar, 2023, pp. 56-59; US AF Doctrine Note 1-21, 2022). Collectively, 

these principles enable allied forces to operate in a dispersed manner, mitigate 

logistical vulnerabilities, and preserve air superiority under crisis conditions. 
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Implementing ACE, however, requires comprehensive doctrinal, logistical, and cultural 

adaptation across the alliance (Oppelaar, 2023, pp. 56-59). 

 

The success of ACE depends on several other factors as well, like infrastructure 

readiness, logistical flexibility, resilient communication capabilities, interoperability 

among allies, and multi-capable airman capabilities. Interoperability is particularly vital 

in a multinational environment, where harmonisation of standards and cross-servicing 

are essential to ensure operational flexibility. By integrating these principles into 

regional defence planning, NATO strengthens its ability to deter aggression and 

maintain strategic stability in an increasingly contested security environment 

(Chadwick, 2024). However, without adequate resource allocation and sustained 

investment, ACE risks remaining a declarative concept rather than evolving into a 

tangible operational capability (Taylor et al., 2024). 

 

2.3 US and NATO ACE Approaches Comparison 

 

The US and NATO approaches to the ACE concept differ in some respects but share 

several similarities. The US places greater emphasis on flexibility and rapid response 

(US AF Doctrine Note 1-21, 2022). For NATO, cooperation, standard procedures, and 

the fact that all member states operate within a common framework are more 

important. To better understand, a comparison of the differences is presented in Table 

-1. It focuses on five key attributes including origin and doctrinal status, scope and 

framing, command and control (C2), logistics and sustainment, protection and 

integration with joint functions. These attributes were selected because they capture 

the essential dimensions of ACE implementation and enable a systematic analysis of 

how the US and NATO address similar operational challenges within different 

organisational frameworks and priorities. 
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Table 1: Comparison of the operational impact of the US and NATO ACE concepts 

Attribute US ACE doctrine NATO approach Operational impact 

Origin 

and 

doctrinal 

status 

Service-level, formalized 

in USAF doctrine (AFDN 

1-21) as an operational 

concept for the US Air 

Force 

Alliance-level adaptation. 

ACE principles adopted 

across NATO and 

implemented through 

national contributions and 

NATO guidance rather than 

a single service doctrine 

US doctrine gives clear 

authorities and processes. 

NATO relies on harmonising 

many national doctrines 

Scope 

and 

framing 

Emphasises five core 

elements (posture; C2; 

movement; protection; 

sustainment) linked to 

Joint All-Domain 

Operations 

Emphasises interoperability, 

Host Nation Support (HNS), 

multinational exercises and 

regional practices tailored to 

member capabilities 

US framing drives service 

investments and specific 

TTPs. NATO framing 

prioritises interoperability, 

sovereign constraints and 

collective burden-sharing 

Command 

and 

control 

(C2) 

Focus on decentralised, 

resilient C2 within USAF 

constructs and delegated 

authorities to enable 

rapid manoeuvre under 

threat timelines 

Focus on multinational C2 

harmonisation, NATO 

command relationships and 

political control. Requires 

coordination across national 

chains  

US can authorise rapid 

delegated action within 

service. NATO must reconcile 

national authorities, which can 

slow decision cycles in some 

scenarios 

Logistics 

and 

sustainm

ent 

Emphasises 

expeditionary logistics, 

pre-positioning, service-

led sustainment solutions 

Emphasises HNS, 

multinational coordination, 

reliance on national stocks 

and host-nation 

arrangements 

US invests in organic 

expeditionary sustainment. 

NATO approach depends on 

member willingness to pre-

position and on harmonised 

RSOMI/HNS procedures 

Protection 

and 

integratio

n with 

joint 

functions 

ACE explicitly integrates 

protection counter-UAS, 

and considerations as 

core elements 

NATO integrates ACE 

principles into collective 

defence planning but must 

balance member air/missile 

defence architectures and 

regional A2/AD threats 

US doctrine drives specific 

protection investments. NATO 

must coordinate diverse 

national IAMD/SEAD 

capabilities and doctrine to 

protect dispersed sites 

Source: Compiled by the author based on the sources used 
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To bring out the most important, the US ACE doctrine has been formally articulated at 

the Air Force level, enabling rapid decision-making and clear processes. In NATO, 

ACE principles are adopted at the alliance level and implemented through member-

state contributions and NATO directives, which means that standardisation takes 

longer but increases political legitimacy. The US doctrine emphasises the creation of 

a distributed base network and invests in organic logistics solutions, while NATO relies 

more on host-nation support and cooperation among member states. In terms of 

command, the US doctrine allows for rapid delegation and flexible command. At the 

same time, NATO must consider the decision-making processes of different countries, 

which can slow down response times but strengthen collective cohesion. In summary 

the strengths of the US approach are flexibility and innovation, while those of NATO 

are broad-based cooperation and standardisation. 

 

2.4 ACE in Practice 

 

Allied air force exercises in the Baltic Sea region over recent years have clearly 

demonstrated that the implementation of the ACE concept has become a practical 

reality. Table -2 highlights practical examples of implementing the ACE concept in the 

Baltic Sea region. It clearly confirms the key arguments presented in previous 

subchapter. 

 

The success of the ACE concept depends primarily on next factors. First, the creation 

of a dispersed base network that allows air forces to operate flexibly and reduces 

dependence on fixed infrastructure (Chadwick, 2024). Second, the use of modular 

force structures that support rapid redeployment and interoperability between allies 

(Taylor et al., 2024; Oppelaar, 2023). And thirdly, the capability for autonomous 

operations, which allows units to operate independently in different conditions and, if 

necessary, restore operational capability even in situations with limited resources 

(Oppelaar, 2023). 
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Table 2: Implementation of the ACE concept in Baltic Sea region over recent years  

Year Location Description Sources (Appendix – 1) 

2025 
Finland / 

Sweden 

Finland–Sweden: aircraft cross-servicing 

exercise and interoperability testing 

NATO Allied Air Command; 

Finnish Air Force  

2025 Estonia 
Estonia–Netherlands, F-35 detachment 

and cross-servicing and combat readiness 

Estonian Ministry of 

Defence; NATO Allied Air 

Command 

2024 Lithuania 
Lithuania–Sweden–France: Distributed 

deployments and HNS testing 
NATO Allied Air Command 

2025 Finland Baana ex series highway landings  Finnish Air Force  

2024 Finland 
 Dispersed-base operations exercise 

(resilient C2 and dispersion drills) 
Finnish Army; Yle 

2024 Estonia 
Estonia–USA runway repair / expeditionary 

airfield damage repair exercise 

Aviano Air Base (USAF); 

NATO Allied Air Command 

2025 Estonia 
Estonia–UK hot-pit refuelling training and 

exercise  

Forces News (RAF hot-pit 

coverage) 

2025 Estonia Estonia–Canada highway landing exercise  ERR News; Forces.net 

2025 Finland 
ACS technician training (aircraft cross-

servicing course) 
Finnish Air Force  

Source: Created by the author based on a variety of public sources  

 

The exercises and cooperation projects listed in the table also illustrate how these 

principles have been applied in different countries and situations and adapted to local 

conditions. The creation of a dispersed base network has become a reality thanks to 

regular exercises in which aircraft land and operate on temporary landing strips or 

roads. This reduces dependence on large, stationary bases and increases unit 

survivability. Such dispersion is at the core of the ACE concept and enables rapid 

response and flexibility. 

 

The cross-servicing of aircraft, hot-pit refuelling, and airfield restoration (ADR) 

highlighted in the table demonstrate how a modular force structure and cooperation 

between allies enable rapid redeployment and the continuation of operations even 

under conditions of limited resources. ADR exercises, such as the runway repair or 

expeditionary airfield damage repair exercise conducted in Estonia, are crucial 

because they enable the restoration of operational capability even after an enemy 
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attack or infrastructure damage. This reinforces the chapter's argument that successful 

implementation of ACE depends on interoperability among allies, standardised 

procedures, and continuous training. 

 

Autonomous operational capabilities are supported by exercises in which units operate 

independently across different countries and under varied conditions, using local 

resources and relying on allies. We can also conclude that the successful 

implementation of ACE requires not only technological and logistical changes but also 

a change in mindset, with flexibility and adaptability key to this concept. 

 

3. SECURITY ENVIRONMENT AND AIR POWER IN THE BALTIC SEA REGION 

3.1 Capability Gaps in NATO’s European Air Forces 

 

NATO air forces can be characterised by their unique technological capabilities 

worldwide (Burcznska, 2018, p. 85). Extensive multinational exercises and operations 

demonstrate impressive interoperability, but also reveal persistent shortcomings that, 

if underestimated, could result in failing to realise the full potential of the air domain in 

a military context. Focusing on Europe's current air capabilities, it is essential to note 

that the ability to conduct air operations requires not only the existence of various 

aircraft platforms but also other complementary capabilities (Wall et al., 2023, pp. 1-

2). This means that, in order to project air power at a specific time to a specific place, 

enablers are needed in addition to weapon platforms. For example, in order to carry 

out widespread and high-intensity air operations, AAR, ISR, EW capabilities, and a 

functioning C2 system are essential (Binnendijak et al., 2020, pp. 17,87). If these 

capabilities are lacking or fragmented in a regional context, this has a direct impact on 

operational planning and the simultaneous execution of operations (Wall et al., 2023, 

p. 1; Binnendijak et al., 2020, p. 17). 

 

Currently, Europe is undergoing modernisation of its air domain capabilities, 

characterised by the gradual introduction of fifth-generation platforms. However, 

modernising platforms alone will not solve today's operational bottlenecks (Binnendijak 

et al., 2020, pp. 5-7). Without the development of airborne ISR, EW, and C2 

capabilities, the potential of these platforms in Europe may remain unrealised. 

Furthermore, in an operational context, the tactical advantage of fifth-generation 
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aircraft may not translate into a broader impact end goal (Bronk, 2022, p. 2; Binnendijak 

et al., 2020, p. 7). This clearly highlights one of the bottlenecks in European air 

capabilities. Focusing on enablers, we see that Europe lags behind the US in this area, 

with European countries collectively possessing approximately only one-third of the 

NATO Airborne C2 or AAR capabilities (Wall et al., 2023, pp. 1-3). 

 

Another critical factor in the case of European air forces is the low concentration of 

operational bases in the region, and their reinforcement has been neglected (Bronk, 

2023, pp. 5-9). The vulnerability of bases, the number of aircraft parking spaces, and 

logistical concentration are critical factors that limit operational resilience. Densely 

concentrated infrastructure makes air forces vulnerable and reduces their ability to 

maintain operational tempo and minimise counter-effects (Taylor et al., 2024). 

 

The operational sustainability of European air forces is also limited by insufficient 

SEAD capabilities, ammunition shortages, and the fragmentation of integrated air and 

missile defence (IAMD) systems (Bronk, 2023, pp. 29-35). The production capacity 

and stockpile size of European countries have so far been insufficient to support long-

term, intensive air operations, which has increased dependence on imports and 

created a risk of rapid stock depletion in a conflict situation (Bergmann et al., 2025 pp. 

27-28). In addition, based on the NATO IAMD development perspective (NATO, 2025), 

we can conclude that coverage in Europe is uneven and fragmented across countries, 

which reduces collective defence capabilities and creates gaps in coordinated air 

defence and missile defence operations (Muravska, 2023, p. 11). It is also important 

to focus on aspects related to political, institutional, and geographical characteristics. 

This means that the interests and objectives of union members may differ (Sperling et 

al., 2018 pp. 888-914). Small countries often lack complex capabilities and frequently 

depend on integration and contributions from other countries (Burcznska, 2018, pp. 

85-104; Gioe et al., 2024, pp. 145-153). Furthermore, the geographical aspect cannot 

be considered less important. 

 

3.2 Characteristics and Limitations of Baltic States' Air Forces 

 

The Baltic Sea region is NATO's eastern axis and one of the main focuses of its critical 

deterrence strategy since Russia's full-scale aggression against Ukraine (Covington, 
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2023). Russia's A2/AD capabilities in Kaliningrad create a situation where the Baltic 

Sea region is geographically vulnerable (Dalsjö et al., 2021, pp. 169-174). It has 

become increasingly difficult for NATO in terms of both operational continuity and 

adaptation, given the specific characteristics of the air forces of the countries in the 

region. 

 

The Baltic states' limited defence capabilities and small armed forces make them 

dependent on NATO's collective defence. From a capability perspective, one of the 

most significant gaps is the lack of air defence, which makes the Baltic states entirely 

dependent on NATO in today's security environment (Hurt et al., 2023, pp. 1-16). In 

addition, the Baltic states lack weapon platforms, which are crucial for air defence and 

achieving air effects (Harper et al., 2018, pp. 1-28). Furthermore, due to the size of 

these countries, their military infrastructure is limited (Saab, 2024). At the same time, 

based on open sources, it is clear that the Baltic states have focused on the rapid 

reception and hosting of allies, training their personnel in cross-servicing aircraft and 

refuelling, and are practising operating with allies from austere landing strips and an 

operational network integrated with NATO. 

 

3.3 The Impact of Finland and Sweden’s NATO Accession 

 

The accession of Finland and Sweden to NATO has significantly reduced the region's 

vulnerability, bringing substantial military resources and strategic advantages 

(Lawrence et al., 2025, p. 5). When discussing Finland's current air force and prospects 

from an ACE perspective, we can argue that the principles discussed in the previous 

chapter have been a fundamental pillar of the air force. 

 

Various sources provide a reasonably comprehensive overview of these principles. 

Finland can be considered a pioneer in the use of dispersed bases and temporary 

landing strips, and in the implementation of this concept (Keränen, 2024, pp. 6-12). 

Thus, for them, ACE is not an abstract doctrine but an everyday practice, as 

demonstrated by the different series of exercises and drills as well as the heightened 

interest of allies in participating in them. In operational terms, this could have a 

significant impact on their integrated air defence system through the combination of 

SEAD/DEAD and ACE principles. (Keränen, 2024; Bronk, 2023, pp. 12-13) 
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Theoretically, it can be concluded that Finland is setting a precedent with its approach. 

Combining the operational activities of the fifth-generation platform with the ACE 

principles may offer a solution to several operational challenges that NATO is currently 

facing. Examples include dependence on technology provider nations, survivability, 

operational sustainability, and vulnerability of critical capabilities (JAPCC, 2022). 

 

In addition, the limited air refuelling capability, currently one of the most significant 

operational capability gaps for European air forces, can be eliminated through support 

for their operational design (Wall et al., 2023). In summary, this is what makes the 

Finnish Air Force unique in the region. Their dispersed infrastructure, systematic 

training, and operational design, which focus on short-range, rapid aircraft servicing at 

various temporary locations during operations, make them less dependent and ensure 

operational flexibility (Keränen, 2024, pp. 8-11). 

 

Sweden’s approach may seem similar to Finland's. Specifically, Sweden has been 

developing and implementing the principles derived from the ACE concept since the 

Cold War era (Friis et al., 2024, pp. 813-824). However, what makes Sweden unique 

compared to Finland is the existence of a national aircraft platform developed with a 

focus on dispersion, operational flexibility, and rapid readiness (Wikman, 2024, pp. 9-

11; White Book, 2021, pp. 5-6). In other words, their aircraft, weapons, and crews can 

move between bases in Sweden under operational pressure, disperse, and continue 

to operate according to standardised procedures, which ensures their legal certainty 

and operational sustainability (Wikman, 2024). Additionally, the operation of these 

platforms is not directly impacted by air refuelling capabilities or donor country support. 

Thus, operationally, their approach is quite similar to that of Finland, or vice versa. 

 

4. ASSESSING ACE IMPLEMENTATION IN THE BALTIC SEA REGION 

4.1 The impact of Russia's A2/AD capabilities on the Baltic Sea region 

 

Based on the discussions in the previous chapter, we can conclude that NATO air 

forces in Europe possess cutting-edge technological capabilities. In addition, various 

operations and international exercises have demonstrated their strong interoperability. 

However, we can conclude that there are also persistent shortcomings that, in one way 
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or another, undermine credible deterrence and the air forces' readiness to address 

specific factors that hinder operational activities. 

 

One such vulnerability is Russian A2/AD capabilities in the Baltic Sea region, whose 

impact on the tempo of operations should not be underestimated, and whose 

suppression at critical moments may prove challenging in an operational context, 

limiting freedom of manoeuvre. At the same time, various starting points emphasise 

exploiting rapid operational windows to minimise the effects of hostile A2/AD. This, in 

turn, can only be based on rapid operational readiness and sustainability. 

 

Considering everything described above, a dilemma is emerging. On the one hand, 

NATO's European air forces are focused on technological superiority and fifth-

generation capabilities. On the other hand, there is a lack of enablers, and small 

countries are unable to develop a full range of capabilities in the air domain. 

 

Focusing specifically on the unique characteristics of NATO air forces at the Baltic Sea 

region it is possible to fill the gap between the two extremes. The question is how to 

transform weaknesses into strengths and thereby create operational effects. In other 

words, is it possible to turn the limited number of bases in the region, the lack of tanker 

aircraft, and the overall lack of mass into strengths? 

 

The operational activities of bases in Estonia, Latvia, and Lithuania have demonstrated 

that short rotation cycles, modular logistics, and rapid reception and service 

capabilities enable allies to quickly deploy various power packages, regardless of 

nationality, if necessary. The concept of dispersed bases in Finland and Sweden, 

austere landing-stripe operations, and modernised platforms ensures reliability, rapid 

deployment, and sustainable operations. 

 

However, limited air refuelling capabilities, fragmented air defence, and the ability to 

suppress enemy air defence are existential problems. At the same time, by 

implementing a distributed, modular approach and keeping sorties short, it is possible 

to achieve the same operational effect at theoretically lower resource costs. This 

means fewer tanker hours, less risky flight profiles, and greater flexibility. They should 

not always rely on more equipment, but on different operational thinking and more 
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effective management, which reduces vulnerability and maintains operational tempo 

even under conditions of limited resources. 

 

4.2 Regional Strengths and Weaknesses in ACE Implementation 

 

The air forces in the Baltic Sea region can be considered a testing ground for the ACE 

concept, where its specific activities and capabilities are being tested. In the Baltic 

states, ACE-type practices are often associated with NATO rotations and the 

enhancement of local air force units' capabilities. Estonia, Latvia, and Lithuania are 

characterised by growing readiness to implement host-nation support (HNS) 

mechanisms. At the same time, the practice is often rotation-based and depends on 

specific exercises or the country of the allies. 

 

In recent years, Finland and Sweden have demonstrated capabilities that align with 

ACE principles. Hot-pit refuelling reduces dependence from AAR capabilities. Aircraft 

cross-servicing enables different nations to provide a range of services to allied 

platforms, reducing logistical dependence on home bases and from national support 

elements. Using austere landing strips in the Baltic and Nordic countries has 

demonstrated dispersal capability, complicating the enemy's planning cycle and 

making targeting more difficult. Regular dispersed deployments will test pre-positioning 

of equipment and HNS procedures. 

 

4.3 Challenges of Regional Cooperation 

 

Despite the above examples, this also comes with one of the main regional 

bottlenecks. When we analyse the various exercises conducted in the region in recent 

years, we see an interesting pattern. Namely, cooperation between the countries 

discussed above is minimal. For example, Estonia has conducted its latest exercises 

in cooperation with Canada, Belgium, and the UK. Lithuania has cooperated with 

France and Sweden, while the Nordic countries have focused on each other and other 

European countries. As a tentative conclusion, this points to a lack of a harmonised 

regional approach. 
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The states of the Baltic Sea region clearly demonstrate that, by implementing the 

principles of the ACE concept, previously significant weaknesses in an operational 

context may no longer be as important. Furthermore, the implementation of ACE-

related activities and thinking by Finland and Sweden has proven that it increases 

operational flexibility and survivability. Regular capability deployments, such as those 

in Estonia and Lithuania, strengthen trust between allies. Interoperability with many 

different countries serves as a psychological deterrent, especially in today's security 

environment. At the same time, regional fragmentation should not be viewed as a 

technical problem or a growing difficulty. It should be viewed as a significant bottleneck, 

given the regional specificities of NATO's capability shortfalls. If the implementation of 

ACE remains fragmented in the regional context, it may lose some of its deterrent 

value. 

 

5. TOWARDS A UNIFIED REGIONAL ACE FRAMEWORK 

 

The analysis presented in this study shows that ACE-related activities in the Baltic Sea 

region are growing but remain structurally fragmented. The preceding chapters 

identified three interrelated problems: limited regional capabilities in key supporting 

areas, the lack of a common framework among the five countries bordering the Baltic 

Sea, and exercises conducted bilaterally rather than based on a unified regional logic. 

The following recommendations address all three problems in order and build on 

existing strengths in the region. 

 

The first and most critical recommendation is dedicated to the creation of a Baltic Sea 

ACE sub-working group under the command of NATO Allied Air Command. An 

analysis of the region’s current exercise patterns reveals an interesting pattern. 

Specifically, Estonia, Latvia, Lithuania, Finland, and Sweden all conduct ACE-related 

activities, but do so on separate tracks and with rotating partners. A permanent working 

group would change this. It would bring together the air component planners and HNS 

coordinators of all five countries on a common platform, harmonize ACE-related 

tactics, techniques, and procedures across the entire region, and coordinate an annual 

exercise cycle that systematically rotates through the countries. In other words, it would 

transform the progress of individual countries into a shared regional warning posture. 
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Without such a mechanism, what has been achieved so far will not translate into a 

reliable collective capability. 

 

The second recommendation concerns Finland and Sweden specifically. As discussed 

in Chapter 3.3, both countries have developed a dispersion-based operational culture 

prior to the formal articulation of ACE in U.S. Air Force doctrine. This experience is not 

yet being fully utilized at the alliance level. Therefore, it is recommended to 

institutionalize Finnish and Swedish dispersion expertise as a knowledge package to 

be transferred through the NATO, making it available to all allied partners. Specifically, 

this means expanding existing Finnish-Swedish cross-service exercises to include full 

participation by the Baltic states and conducting dedicated joint exercises involving all 

five countries to test the regional concept from the chain of command down to logistics 

and dispersion. For them, dispersed operations are not an abstract doctrine, but daily 

practice. This makes them natural sources of expertise for the region as a whole. 

 

Third, the region needs targeted capability investments that do not depend on large-

scale procurement. Three areas stand out as priorities. The harmonization of cross-

service standards should be accelerated so that every allied aircraft can be serviced 

at any regional temporary landing site, regardless of national affiliation. Robust, 

multinational C2 systems must be developed to enable the command and control of 

dispersed units under warfare pressure. And the Baltic states’ current focus on austere 

runway operations and airfield restoration capabilities should be set as one of the 

priority capability development. These investments build on what already exists. They 

combine national strengths rather than starting from scratch. 

 

It can be concluded that implementing the ACE concept in the Baltic Sea region is 

feasible. However, this requires a substantive shift from fragmented bilateral 

cooperation toward a coordinated regional approach. The region has the foundations 

in place. What is missing is a framework to bring them together. 

 

CONCLUSION 

 

Russia's A2/AD capabilities in Kaliningrad, combined with the limited air power 

resources of the Baltic Sea region, make the implementation of the ACE concept both 
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urgent and strategically relevant. The ACE concept focuses on dispersing air forces 

and capabilities to different locations to reduce dependence on enablers such as AAR 

and fixed infrastructure, and to make it more difficult for the enemy to plan its actions. 

This enhances survivability, operational flexibility, and sustainability, without requiring 

the mass that small nations cannot generate. 

 

The Baltic Sea region has made real progress, focused on the rapid reception of allies, 

host-nation support, and operating from austere strips. However, they lack 

independent air defence platforms and remain entirely dependent on collective NATO 

deterrence. Finland and Sweden's accession has changed the region's strategic 

calculus, both bring decades of dispersal-based operational experience, and in 

Sweden's case, a nationally developed platform designed from the outset for rapid 

redeployment under operational pressure. 

 

The main finding of this work is that regional cooperation remains fragmented. The 

Baltic Sea region countries conduct exercises with different allies, but there is no 

unified regional approach. This reduces the deterrent value and operational 

effectiveness of the ACE concept. Platform modernisation is underway but upgrades 

alone will not solve this. What the region needs is a framework that connects existing 

national strengths into a coherent collective capability and the foundation for that 

framework already exists. 

 

ACE is not a silver bullet. It does not eliminate capability gaps, nor does it replace the 

mass and enablers the region lacks. However, in today's security environment it is the 

most accessible and practically achievable option available. No new platforms, no 

large budgets, no fundamental restructuring of forces required. When air power is 

dispersed, continuously moving, and operating from unpredictable locations, an 

adversary faces a targeting problem that is difficult to solve. That enables ensuring 

survivability, rapid combat readiness, operational sustainability, and reduced 

dependence on enablers in a resource-constrained environment. 
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Introduction 

I. The Transatlantic Power Evolution 

 

Si vis pacem, para bellum - if you want peace, prepare for war. This maxim has long 

defined strategic thinking, yet Europe chose a different path. Out of the devastation of 

two world wars, the European Economic Community emerged with one central 

purpose: to achieve peace through economic integration and control of strategic 

resources. This vision became Europe's grand design. Across the Atlantic, however, 

the United States held fast to the logic of hard power, prioritizing military primacy and 

global force projection. This divergence in strategic culture was the ideal stage for 

Robert Kagan's (2002) influential provocation, in which his Power and Weakness 

thesis framed European rejection of power politics as postmodern and the United 

States as modern and willing to exercise power. Kagan's binary was analytically 

convenient, but it rested on a static conception of power that left little room for 

economic instruments as genuine tools of strategic coercion. Two decades later, that 

binary is under strain when envisioned as an economic project; the EU has evolved 

into a more credible security actor, with the Lisbon Treaty setting the promotion of 

peace as its primary objective (European Union, 2012). The EU has started to increase 

its strategic role by weaponizing its market power and regulations (Farrell, Newman, 

2019, pp. 65–70). 

 

These posture changes demand a conceptual clarification. Nye’s expanded soft power 

framework provides a partial corrective to Kagan, but in his own taxonomy, he explicitly 

classified coercive economic tools as hard power because they rely on punishment 

rather than attraction (Nye, 2004, p. 8). The EU's chosen instruments of sanctions, 

export control, and defence financing are in line with Nye's category of hard power. 

Rather than positioning Europe between soft and hard power, this paper argues that 

economic instruments constitute a distinct modality of hard power, challenging the 

assumption that Europe's influence is only civilian or normative compared to America's. 

This dynamic, analysed using Mearsheimer’s lens, suggests that all actors ultimately 

will prioritize security and relative power over institutional commitments (Mearsheimer, 

2001, p. 29). This framework clarifies why the EU’s economic instruments have 
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transitioned from purely normative tools into strategic assets designed to ensure 

institutional survival and autonomy. 

 

This evolution matters beyond the question of institutional development, as the Ukraine 

war has transformed the EU from a normative actor into a strategic one, deploying 

sanctions, utilizing defence financing, and coordinating industry at a scale previously 

unseen. At the same time, the United States is recalibrating its global posture, 

demanding European allies assume greater responsibility for their own defence and 

prioritizing the Indo-Pacific. Nevertheless, coercive power has never been exclusively 

military. Europe's much-cited weakness, in which leverage is exercised through market 

access, regulatory standards, and financial architecture, begins to look like a different 

kind of strength. Kagan's framework was not wrong on its own terms, but his binary did 

not anticipate the way European power would mature. 

 

II. Theoretical and Analytical Framework 

 

The research framework builds on the literature of interdependence and 

institutionalism (Keohane, Nye, 2011), recognizing that in a globalized security 

economy, power operates through networks of mutual dependence rather than 

unidirectional coercion. Within this context, the paper introduces a ‘complement-

versus-friction’ framework to analyse how EU economic instruments interact with U.S. 

hard power. It also engages with recent scholarship on European strategic autonomy 

(Kilic, 2023; Česnakas, Juozaitis, 2024; Anghel, Damen, 2025), which situates the 

EU’s economic policies within a broader quest for self-determination in security affairs. 

 

The study focuses on the EU’s institutional mechanisms, primarily the Common 

Security and Defence Policy (CSDP), the European Defence Fund (EDF), and the 

European Peace Facility (EPF), as the operational frameworks through which 

economic security tools are deployed. It omits non-economic aspects such as 

intelligence, cybersecurity, and nuclear deterrence to maintain thematic coherence. It 

also excludes Great Britain, as Brexit renders the UK a separate case that falls outside 

the paper’s scope. Methodologically, the research adopts a qualitative, case-based 

approach, examining both complementarity and friction through representative case 

studies from financial, energy, industrial, and technological sectors, to illustrate the 
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multifaceted nature of economic security in transatlantic relations. This method is 

suited to the research question because the complement-versus-friction dynamic is 

better captured through qualitative analysis than through aggregate data or formal 

modelling. It manifests in the specific decisions, institutional responses, and political 

choices that case analysis is designed to examine. To evaluate how strategic 

autonomy operates across these cases, the analysis uses the threefold distinctions 

proposed by Fiott (2018), which distinguish between different levels of autonomous 

capability, and applies them in Chapter 3 to assess what the friction cases reveal about 

the nature and limits of European strategic agency. 

 

III. Research Question and Thesis 

 

This paper investigates how European economic instruments complement or 

challenge U.S. security policy, and what this interaction reveals about the nature of 

Europe’s strategic autonomy. It argues that these instruments both reinforce U.S. hard 

power when objectives converge and constrain the extraterritorial reach of U.S. 

pressure when autonomy is prioritized. This evolving tension, rather than signalling 

weakness, supports the argument that the EU is evolving into a strategic actor 

increasingly capable of shaping global outcomes through economic means. 

 

IV. Outline of the Study 

 

Following this introduction, Chapter 1 establishes the historical baseline of Europe’s 

economic-security orientation, from the Gulf War to the Helsinki Headline Goal. 

Chapter 2 analyses the EU’s current economic-security instruments. In contrast, 

Chapter 3 focuses on the institutionalization of strategic autonomy by applying the Fiott 

typology to the ‘complement-versus-friction’ of selected case studies. The conclusion 

reflects on whether European economic power represents a cooperative extension of 

the transatlantic order or the foundation of a distinct, autonomous security identity. 

 

  



76 
 

Chapter 1: Historical Foundations of Europe’s Economic-Security Orientation 

I. The Gulf War & Early Institutional Fragmentation 

 

The 1990–1991 Gulf War revealed a clear gap in Europe’s strategic capabilities, 

highlighting how its expanding economic power was not matched by sufficient military 

strength. This dynamic was described by Mauer (2011, p. 28), who noted that Europe’s 

inability to stabilise its immediate neighbourhood underscored its persistent reliance 

on the United States for security. The political context preceding the conflict was 

defined by the success of economic statecraft, in which the final deal to unify Germany 

did not rely on military force. Instead, the deal was struck in the Kohl-Gorbachev 

meeting, where the Federal Chancellor was alone representing the ‘West’, drawing 

strength mostly from its economic, not military, power (Freedman, Karsh, 1993, p. 3). 

Efforts led to several initiatives to reform the Western European Union (WEU) into a 

defence role and to transform NATO involvement into a political one. However, the 

actual deployment to the Gulf highlighted a massive capability gap: while the US 

provided the vast majority of the 660,000 coalition forces, European Community 

countries contributed only 63,000 troops (Nonneman, 2011, p. 207). Emphasizing the 

Union's lopsided economic weight, Germany provided no troops but made an 

enormous financial contribution, covering approximately 10 per cent of the total 

coalition costs. (Nonneman, 2011, p. 207). 

 

In the Gulf War, Europe’s cohesive response materialized primarily as economic 

coercion, underscoring an early pattern of complementing U.S. strategy without 

acquiring independent hard-power leverage. During the intensifying crisis, European 

nations supported decisions at the UN and helped establish an economic embargo on 

Iraq's oil and the freezing of its monetary assets (Freedman, Karsh, 1993, p. 81). 

However, this unity was strictly economic. The Gulf episode revealed a structural 

credibility gap: European diplomacy could not translate its economic weight into 

agenda-setting influence over U.S. hard power choices. While the UK sought to 

leverage its direct ties with the U.S. to participate in decision-making, ‘none of the 

European powers had any impact on the U.S. strategic agenda in the Gulf’ (Nonneman, 

2011, p. 208). This period highlighted a recurring theme where European leaders, 

particularly in London, overestimated their leverage with Washington. For example, the 

assumption that standing ‘shoulder to shoulder’ would yield strategic rewards was later 
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undermined by U.S. officials like Donald Rumsfeld publicly belittling the British military 

effort (Mauer, 2011, p. 33). 

 

Institutional design relegated Europe to a supporting role, substituting for absent 

military capability with economic tools. This fragmentation was primarily due to the 

WEU's lack of a military command system and to the questionable extension of its area 

of operations. Furthermore, the means were reactive, implemented after the invasion, 

and thus had only a limited impact, if any, against a conventional military force. These 

dynamics also led to situations where European decision-making was neglected on 

the world stage (Freedman, Karsh, 1993, p. 40). Post-Cold War optimism failed to 

translate into military capabilities. The institutional answer to this lack of hard power 

would become the necessary focus for the ensuing decade, culminating in the 

ambitious Helsinki Headline Goal of 1999. Europe's failure to halt ethnic cleansing in 

Bosnia and later in Kosovo made it impossible to ignore the political cost of military 

dependence on the U.S. (Michaels, Sus, 2025, p. 59). These crises showed that 

economic means carried no deterrent value when mass atrocities required rapid 

military intervention. The Gulf War had exposed the structural problem, but Bosnia and 

Kosovo generated the political will to act on it. It was this accumulated frustration that 

drove European leaders toward the formal institutionalization of a credible military 

capacity. 

 

II. The Hard Power Attempt and the Strategic Pivot 

 

The institutional failures and the evident lack of a coordinated military response during 

the Gulf Conflict awakened European leaders, creating a political momentum that led 

directly to the formalization of the European Security and Defence Policy (ESDP) in 

1999. This period marked a significant transition as the EU evolved from a ‘nested 

security community highly dependent on the US to become a more independent actor’ 

(Mauer, 2011, p. 32). The strategic realization that a deficit in deployable military hard 

power greatly limited Europe’s enormous economic weight (Freedman, Karsh, 1993) 

was codified in the 1999 Helsinki European Council conclusions. The central and most 

ambitious component of this initiative was the Helsinki Headline Goal (HHG), in which 

the Union committed to develop and maintain a rapid deployable reaction force of 

50,000 to 60,000 troops capable of the full range of Petersberg Tasks (European 
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Council, 1999). This commitment showed the EU’s ambition to match its economic 

power with a credible military capability. By establishing these specific security 

structures and crisis management instruments, the EU aimed to reinforce its credibility 

as a global actor (Musu, 2011, p. 132). This institutionalized that political desire into a 

concrete force goal. HHG's success or failure would be definitively tested just four 

years later by the EU's first autonomous military deployment, Operation ARTEMIS. 

 

ARTEMIS tested whether Europe could transcend a reliance on economic instruments 

by demonstrating credible, autonomous hard power—or whether complementarity with 

U.S. power would remain the structural default. Operation ARTEMIS, deployed in 2003 

to Bunia, Democratic Republic of Congo (DRC), served as the critical and ultimate test 

of the emerging ESDP. The operation provided a definitive measure of the capacity so 

far developed under the HHG (Duke, 2011; Tomolya, 2015). Marking the first time the 

European Union led an autonomous military mission outside the NATO-agreed ‘Berlin 

Plus’ framework (Tomolya, 2015). The French-led force achieved immediate military 

and political success by swiftly stabilizing the humanitarian crisis and bridging the 

security gap between UN missions (Duke, 2011). The mission represented a significant 

milestone in the EU’s decision autonomy to participate in military operations and crisis 

management (Musu, 2011, p. 132). However, the French-led framework nation 

concept used to launch the operation effectively circumvented the complex pooling 

mechanisms envisioned by the HHG, demonstrating the operational failure of the goal 

itself, despite the military operational victory. At the same time, the mission 

simultaneously exposed structural division and systemic failures in the EU's military 

design. Reliance on France as the sole framework nation confirmed persistent 

capability shortfalls — strategic airlift above all — and a continuing deficit in hard power 

(Duke, 2011; Müller, Spencer, 2011, p. 113; Tomolya, 2015). Additionally, the mission 

revealed profound differences in national interests regarding risk appetite and burden-

sharing for intervention outside Europe. The lesson was clear: the EU could stabilize 

short-term crises but lacked the capacity for complex, long-term conflict management 

— a gap its economic institutions were better positioned to fill, confirming the pivot 

toward civilian tools as the primary expression of its strategic identity (Justaert, 

Keukeleire, 2010). 
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III The Divergence in Strategic Thought 

 

This historical progression from military fragmentation in the Gulf War to civilian-

military imbalance in ARTEMIS establishes the institutional logic for the EU's strategic 

orientation. Whereas the United States consistently reinforced its global posture 

through instruments of hard power, implemented using its National Security Strategy 

(NSS) and National Defense Strategy (NDS), which prioritize military primacy and 

coercive capability. The EU's failure to operationalize a unified deployable capability 

through the HHG shifted focus back to economic means. The described institutional 

dynamic sets the later stage for the push toward strategic autonomy, not as a desire 

to replicate U.S. military power, but as a necessity to weaponize the Union’s core 

economic and regulatory strengths. This sets the stage for an analysis of how these 

instruments have been formalized and deployed in the modern era, focusing on the 

friction between allies and their use of military and economic power. Having shown 

why Europe’s strategic identity tilted toward economic instruments, Chapter 2 

inventories today’s toolkit - sanctions, financial/energy autonomy, and 

defence-industrial finance - and evaluates where these complement U.S. power and 

where they generate friction. 

 

Chapter 2: The Modern Arsenal of European Economic Security 

I. The Institutional Shift: From Market Power to Strategic Actor 

 

European security is often defined by a series of wake-up calls that were heard but 

seldom acted upon. Despite internal divisions during the 2003 Iraq war and the 

subsequent development of the Common Security and Defence Policy (CSDP) to 

address coherence, the EU aspired to remain a ‘normative actor’ whose security role 

was viewed as strictly complementary to NATO's. Despite recognizing threats, many 

member states failed to meet defence spending targets before the war in Ukraine. This 

confirmed that the EU lacked the mechanism to translate its economic weight into 

usable security assets (Lațici, Krause, 2021). 

 

The 2022 Strategic Compass marks a definitive pivot, transforming the EU into a 

proactive ‘Security Provider’ (EEAS, 2022, p. 6). Unlike the 2003 Security Strategy or 

the 2016 Global Strategy, this framework introduces ‘measurable means and actions 



80 
 

with a deadline’ to ensure implementation (EEAS, 2022, p. 7). High Representative 

Josep Borrell notes that the invasion of Ukraine forced the Union to finally ‘unite and 

use the full range of EU policies and levers as instruments of power’ (EEAS, 2022, p. 

4). By prioritizing ‘technological sovereignty’ and joint procurement to reduce strategic 

dependencies, the EU has matured beyond the ‘capability gap’ of the 1990s, and the 

transition and weaponization of its regulatory and industrial core should be understood 

as the primary expression of the EU's strategic identity. 

 

II. Sanctions and Coercive Diplomacy 

 

The Russian invasion of Ukraine was the catalyst described by Timofeev and 

Chupriyanova (2024, p. 15) as a ‘major transformation’ in EU sanctions policy and 

elevating them to the central pillar of European power. Previously characterized by 

incrementalism, the EU’s economic response evolved into a comprehensive system 

aimed at decoupling the Russian economy from global value chains. Pertiwi (2024, p. 

42) argues that European measures serve to close loopholes that U.S. sanctions alone 

cannot reach, reinforcing U.S.-led strategic objectives through the structural weight of 

the European Single Market. However, this complementarity is consistently aligned 

with the EU’s strategic interests and its commitment to a rules-based international 

order. Historical friction, such as the 1990s sanctions against Iraq, illustrates that 

European states often resist when U.S. policy ‘changes the rules of the game’ by 

shifting from disarmament goals to regime change (Nonneman, 2011, p. 221). This 

tension is institutionalized through the EU Blocking Statute (EC, 1996). This 

mechanism effectively works ‘backwards’ to protect European operators from being 

constrained by third-country sanctions that conflict with EU law. Thus, while sanctions 

often act as a force multiplier for U.S. goals, they also serve as a tool for the EU to 

assert its own autonomous strategic identity and legal standards. 

 

III. Financial and Energy Autonomy 

 

Beyond coercive sanctions, the EU is developing several new instruments to secure 

its energy and financial sectors against external influence. In the energy domain, the 

pursuit of autonomy centres on diversifying supply chains and reducing strategic 

dependencies (EEAS, 2022, p. 47). Key regulatory initiatives, such as the EU Energy 
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Platform, represent a strategic step toward using the Union’s collective market weight 

to negotiate as a single strategic entity. By reducing resource vulnerability, the EU 

ensures its geopolitical decisions remain insulated from energy-based coercion. 

 

In the financial realm, the EU focuses on strengthening its Open Strategic Autonomy 

by bolstering the international role of the euro to mitigate the impact of third-country 

extraterritoriality (European Commission, 2021, p. 1). This defensive posture is 

reinforced by the EU's framework for Foreign Direct Investment (FDI) screening, which 

coordinates the protection of strategic assets from coercive external acquisitions 

(European Parliament, Council of the European Union, 2019). While these tools can 

complement U.S. efforts to secure global supply chains, they primarily serve to give 

the Union the ‘regulatory power’ necessary to act independently. By building this 

independent infrastructure, the EU creates a frictional edge that can directly limit U.S. 

financial and energy leverage. 

 

IV. The Defence Industrial Pivot 

 

The final pillar of the EU’s modern arsenal is the institutionalization of defence 

financing, which seeks to bridge the ‘capability gap’ identified in earlier decades by 

incentivizing a homegrown defence industrial base. The establishment of the European 

Defence Fund (EDF) through Regulation (EU, 2021a) could be understood as the 

institutional successor to the failed Helsinki Goal, solving through finance what could 

not be solved through force. This marks the first time the EU budget is used to co-fund 

competitive and collaborative projects in defence research and development. The 

primary objective is to enhance ‘technological sovereignty’ and reduce strategic 

dependencies by ensuring that intellectual property remains within the Union (EEAS, 

2022, p. 47). This is complemented by the off-budget instrument, EPF, which allows 

the EU to provide military equipment and infrastructure to partners, effectively 

transforming the Union into a global security provider (European External Action 

Service, 2025). 

 

These instruments are a significant source of friction: the EDF's strict third-country 

rules restrict U.S. contractor access to European funds and ensure interoperability is 

defined on European terms rather than through NATO-standardized U.S. hardware 
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(EU, 2021a Article 9; EEAS, 2022, p. 43; Lawrenson, Sabatino, 2024). By prioritizing 

the development of next-generation aircraft and naval systems within a European 

framework, these funding tools provide the material basis for Strategic Autonomy, 

setting the stage for a Union that can sustain its own security identity independent of 

U.S. industrial dominance.  

 

Chapter 3: Strategic Autonomy and the Transatlantic Interaction 

I. From ‘Strategic Comfort’ to ‘Practical Necessity’ 

 

The institutional developments examined in Chapter 2 find their clearest expression in 

the 2022 Strategic Compass (EEAS, 2022), which sets out the roadmap for deploying 

the EU's economic arsenal, including trade defence and coercive diplomacy, as a 

primary security modality. The interaction between transatlantic complementarity and 

friction in the financial sphere is most effectively analysed through the lens of European 

Strategic Autonomy (ESA). ESA entered EU discourse in 2013 but remains loosely 

defined as the ‘capacity to act autonomously when and where necessary and with 

partners wherever possible’ (EC, 2016, p. 2). To operationalize this concept for this 

paper, the typology (Costa, Soler i Lecha, Vlaskamp, 2025, p. 9) based on Fiott (2018) 

is employed, which allows ESA to be categorized into three distinct levels: operational 

autonomy, asset autonomy, and decision autonomy. Applied to the case studies, the 

typology allows assessment of where EU instruments generate autonomy. An example 

of these tiers in conflict occurred during the 2022 invasion of Ukraine, when EU 

Member States sought to provide military support but were initially restricted regarding 

the transfer of Swiss-manufactured 35mm ammunition for Gepard anti-aircraft 

systems. In this instance, while the EU possessed the operational means and the 

physical assets, it lacked ‘decision autonomy’ due to re-export vetoes imposed by a 

third-party manufacturer (Reuters, 2022). 

 

Michaels and Sus (2025, p. 59) have argued that the necessity of these autonomies 

has been recognized within the EU since the 1990s, when this ideational shift emerged 

in response to the Union’s inadequate mechanisms for addressing the escalating 

conflicts in Bosnia and Kosovo. While this period gave birth to the Common Security 

and Defence Policy (CSDP) and led to independent operations such as Operation 

ARTEMIS, progress was ultimately constrained by ‘peace dividends’ and a persistent 
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reliance on the U.S. security guarantee. However, the transition from ‘strategic comfort’ 

to ‘practical necessity’ has been dramatically accelerated since 2018 by the realization 

that U.S. policy increasingly utilizes ‘weaponized commerce’ and ‘market distortions’ 

to achieve security objectives (Eliasson, Garcia-Duran, 2025, pp. 35–36). This shift in 

the global environment has effectively terminated the era of ‘naïve’ free trade, 

compelling the EU to adopt a more ‘assertive trade policy’ to protect its producers and 

strategic values (Eliasson, Garcia-Duran, 2025, pp. 36–37). While this move toward 

autonomy creates industrial friction, it simultaneously strengthens the EU's institutional 

capacity to act as a primary security provider, particularly through coordinated 

economic sanctions. 

 

II. Complementary Power: The Ukraine/Russia Case Study 

 

The transformation of EU sanctions against Russia since February 2022 marks a 

definitive shift toward the ‘weaponized interdependence’ of the Single Market, where 

regulatory power is used to project coercive force (Timofeev, Chupriyanova, 2024, p. 

43). No longer merely punitive, these measures have evolved into a multifaceted 

‘diplomatic tool’ designed to influence state behaviour and enforce international norms 

when kinetic confrontation is strategically precluded (Jánošová, 2023, p. 35). By 

adopting systemic restrictive measures that targeted core economic vulnerabilities, the 

EU utilized its economic depth as a ‘non-military alternative’ to war (Jánošová, 2023, 

p. 36). This approach has effectively turned sanctions into the ‘cornerstone’ of the 

Union's foreign policy, serving as a primary mechanism for projecting ‘EU actorness’ 

in the global security domain (Pertiwi, 2024, p. 62). Furthermore, the EU’s revised 

stance on ‘secondary sanctions’ and enforcement demonstrates a growing institutional 

willingness to align its regulatory core with the coercive requirements of modern 

geopolitical competition, providing a resilient secondary pillar for transatlantic security 

(Timofeev, Chupriyanova, 2024, p. 43). Ultimately, the EU’s ability to strategically 

reduce Russia's economic integration into the Single Market yields results that would 

be difficult to achieve through military force alone. However, this maturing institutional 

capacity simultaneously provides the foundational ‘asset autonomy’ required for the 

Union to protect its own interests, setting the stage for industrial friction regarding the 

exclusion of third-country contractors. 
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While the EPF's off-budget design simultaneously advances European asset 

autonomy by building an independent capacity to equip security partners, its 

operational effect in the Ukraine context has been unambiguously complementary: the 

Facility has ‘spurred rapid progress’ in the Union's capacity to deliver military 

equipment to partners (Clapp, 2022, p. 26). By coordinating these financial and 

industrial tools, the EU acts as a formidable force multiplier for transatlantic interests, 

reinforcing the credibility of the broader security architecture through market-based 

exclusion. This institutional maturation represents a ‘ground-breaking move’ toward a 

fully-fledged defence union, leveraging the Union’s collective ‘value cohesion’ to 

ensure the costs of aggression are prohibitive (EEAS, 2022, p. 10). This is largely the 

capacity that Kagan’s framework did not fully anticipate. His binary assumed that 

Europe would remain a normative actor, relying on attraction rather than coercion and 

avoiding the use of power. The Russia sanctions regime demonstrates that when 

strategic interests demand it, the EU can and does exercise coercive power at a scale 

that produces outcomes beyond the reach of U.S. military force alone. 

 

III. Frictional Autonomy 

 

While the EU’s sanctions regime primarily serves as a force multiplier for transatlantic 

security, the Union simultaneously employs its regulatory capability as a defensive 

shield to mitigate the extraterritorial reach of U.S. policy. This ‘frictional’ dimension of 

Strategic Autonomy is most evident when the EU perceives that U.S. secondary 

sanctions threaten its financial and industrial interests. The most direct institutional 

expression of this defensive posture is the deployment of the Blocking Statute, 

introduced in Chapter 2 as the legal mechanism that nullifies extraterritorial third-

country legislation within EU jurisdiction (Schindler, 2021, p. 28). This defensive 

posture was operationalized through the creation of INSTEX (Instrument in Support of 

Trade Exchanges), a special-purpose vehicle established to facilitate non-dollar trade 

with Iran following the U.S. withdrawal from the JCPOA. Although its practical impact 

remained limited and it was dissolved in 2023, INSTEX was a powerful show of force 

in the field of decision autonomy, signalling the EU's intent to uphold its sovereign right 

to enforce international agreements even when faced with direct U.S. opposition 

(Schindler, 2021, p. 31). 
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Friction is further pronounced in the energy and technological domains, where 

divergent perceptions of ‘security’ create industrial deadlock. The Nord Stream 2 

pipeline exemplified this ‘energy security dilemma,’ as Germany defended the project 

as a vital ‘commercial endeavour’. At the same time, the U.S. condemned it as a 

‘geopolitical project’ targeted at Ukraine (Pifer, 2021; Shagina, Westphal, 2021). 

Despite intense U.S. sanction pressure, the EU initially resisted Washington’s efforts 

to define European energy parameters, viewing such interference as a challenge to its 

‘decision autonomy’ (Russell, 2021). Similarly, the debate over 5G infrastructure and 

Huawei highlights the EU's struggle to navigate the ‘US-China tech rivalry’ without 

becoming a ‘mere object’ of external geopolitical contests (Rühlig, Seaman, Voelsen, 

2019). By developing the ‘EU Toolbox for 5G Security,’ the Union moved to harmonize 

its internal market standards to mitigate the risks posed by high-risk suppliers, 

prioritizing ‘supply-chain resilience’ and ‘strategic security objectives’ over purely 

bilateral U.S. demands (EU, 2021b). 

 

However, the most structural friction is created in the defence research and 

procurement. As detailed in Chapter 2 analysis of the Modern Arsenal, the European 

Defence Fund (EDF) institutionalizes this pivot by prioritizing ‘technological 

sovereignty’ over simple transatlantic efficiency (EEAS, 2022, p. 47). The Fund’s strict 

‘third-country’ rules effectively control the participation of U.S. defence contractors and 

ensure that intellectual property remains within the Union. Thus, challenging the 

traditional U.S. expectation of open access to European defence budgets (Lawrenson, 

Sabatino, 2024). This creates a deliberate industrial deadlock: while the U.S. pushes 

for increased European spending to support NATO, the EU utilizes these financial 

instruments to build an autonomous industrial base. 

 

IV. Synthesis 

 

Table 1 maps friction cases exclusively; complementary interactions do not require 

autonomous capacity and therefore fall outside the Fiott typology's analytical scope. 
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Case Fiott Mechanism 

INSTEX/ 

Blocking 

statute 

Decision Asserts sovereign right to define legal and trade 

parameters independent of U.S. secondary 

sanctions. 

Nord Stream 2 Decision Resists U.S. attempts to define European energy 

security parameters as a challenge to independent 

strategic choice. 

EDF third 

country rules 

Asset Builds an independent industrial and technological 

base by excluding U.S. contractors and retaining 

intellectual property within the EU. 

Huawei/  

5G toolbox 

Asset 

and 

Decision 

Protects technological infrastructure as a strategic 

asset while asserting the right to define security 

standards independently of U.S. bilateral demands. 

Table 1. Fiott typology mapped to case studies. Source: Author's own, based on the 

work of Fiott, 2018. 

  

Notably, operational autonomy is absent from this table. This is not an oversight, but a 

reflection of a structural reality already established in Chapter 1. Operation ARTEMIS 

demonstrated that operational autonomy, the capacity to plan and execute 

independent missions, while briefly achieved, rested on a single framework nation and 

exposed capability and interest shortfalls that the EU could not collectively sustain. The 

strategic pivot toward economic instruments that followed was, in this sense, a 

deliberate substitution: building decision and asset autonomy through regulatory and 

market means precisely because operational military autonomy had proven largely out 

of reach. The friction cases here are therefore not a partial picture of European 

strategic autonomy, but rather presentations of the institutional logic produced by the 

post-ARTEMIS era. 

 

The recent rise in prominence of European Strategic Autonomy (ESA) has not been a 

temporary reaction to the volatility of specific U.S. administrations, but a structural 

response to a long-term ‘ideational shift’ in the transatlantic relationship. While the U.S. 

historically pursued policies designed to ‘prevent alternatives to NATO’ and maintain 

sole responsibility for European defence (Dietl, 2009, p. 431)The ‘strategic comfort’ of 



87 
 

this arrangement has eroded as the post-Cold War Liberal International Order (LIO) 

undergoes a profound process of ‘fragmentation’ (Costa et al., 2025, p. 3). This 

fragmentation forces the Union to confront its identity as a ‘legal colossus’ that has, 

until recently, remained ‘impotent in terms of the core coercive powers’ typically 

associated with states (Kelemen, McNamara, 2022, p. 964). 

 

Even as the transatlantic alliance has been described by many world leaders and 

scholars alike as the most successful and profitable in human history so far 

(Stoltenberg, 2019; Mayberry, 2022; Biden, 2024), the friction at the heart of LIO 

fragmentation is a fundamental clash of strategic modalities. While the EU defines its 

global role through a commitment to a ‘rules-based global order’ and ‘multilateralism’ 

(Costa et al., 2025, p. 5). It increasingly perceives U.S. policy as adopting an ‘explicitly 

bilateral approach that cuts across these aims’. Some European officials have viewed 

this dynamic as a deliberate sabotage of collective EU policy through the divide-and-

conquer strategy, in which Washington strikes bilateral deals with individual member 

states to undermine the Union’s collective bargaining power (Nonneman, 2011, p. 

214). Consequently, ESA is the EU’s necessary evolution into a strategic provider that 

must ‘weaponize’ its regulatory core to protect its interests in an era in which the U.S. 

security guarantee is no longer a constant but a variable in a fragmenting world. 

 

Conclusion 

 

This paper examined transatlantic security through a complement–friction lens, 

focusing on economic instruments as the centre of the debate over Europe’s strategic 

autonomy. It argued that the EU and the United States approach security from distinct 

origin stories and strategic cultures: first, a European project designed to embed peace 

through law, markets, and institutions, versus a U.S. hegemon accustomed to military 

primacy and global force projection. Reframed in these terms, Europe's reliance on 

economic statecraft is not Kagan's weakness but a different modality of strength, 

institutionalized to support European values and interests. The evidence bears this out 

across a visible developmental arc. Where institutional depth had time to mature, 

sanctions that decoupled a major economy from the global financial system, an EDF 

building an autonomous defence industrial base, the Blocking Statute asserting 

European legal sovereignty, the EU succeeded at operating as a strategic actor. 
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Nevertheless, where it reached beyond its designed capacity the case studies of 

INSTEX and Nord Stream 2, outcomes fell short. However, these are not simply 

failures, as a purely dependent actor does not attempt INSTEX, does not legislate the 

Blocking Statute, does not restrict its own defence fund against its primary security 

guarantor. The attempts, however imperfect, are iterative signals of a maturing actor 

building the institutional memory necessary for more effective future assertion. 

 

This maturation is unfolding precisely as the Liberal International Order fragments, 

driven by a sustained U.S. pivot to the Indo-Pacific and the shock of Russian 

aggression, making this divergence ever more salient. The result is a burden-sharing 

paradox: U.S. pressure on Europe to assume greater responsibility catalyses capacity-

building and reform. However, increased capability also expands decision autonomy, 

which increases friction when worldviews or regional priorities diverge. In short, 

complement rises with shared ends; friction grows with independent means. The 

paper's analysis offers one concrete recommendation for the EU’s development: to 

appreciate and institutionalise the natural friction. The Blocking Statute protects 

European operators from external legal coercion. No equivalent mechanism exists to 

govern member states internally, leaving collective asset autonomy vulnerable to 

bilateral defence deals that bypass the strategic logic the EDF was designed to 

enforce. The recommendation is to institutionalize this protection inward: a code of 

conduct, backed by a consultative veto and funding priorities. This would limit individual 

member states from striking bilateral defence agreements that undermine the EU's 

collective sovereignty – an internal governance tool, not a transatlantic proposal, and 

an institutional complement to the economic-security architecture this paper has 

analysed. 

 

Furthermore, the complement-versus-friction dynamic is not unique to EU-U.S. 

relationship. Parallel signals of allied autonomy and security hedging are visible across 

the bigger transatlantic space, where Canada provides a prime example of defence 

diversification efforts (European Commission, 2025; Office of the Prime Minister of 

Canada, 2025). A realist reading clarifies the mechanism: as Mearsheimer (1994) 

argues, multilateral architectures persist when they serve significant power interests; 

when the implicit bargain - sovereignty traded for security - is questioned, actors 

reinsure with hard power and with economic/regulatory autonomy. With pacta sunt 
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servanda in question and U.S. commitment uncertain, strategic autonomy becomes 

not just the EU's 2013 ambition but a practical necessity. In that context, Europe's 

economic instruments become central components of its strategic agency: coercive 

sanctions, industrial policy, and financial/energy hedges that both amplify transatlantic 

objectives when aligned and constrain them when autonomy is at stake. 
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Introduction 

 

Disinformation campaigns exploit the freedom of the information environment, 

especially online, by leveraging the characteristics of human cognition. AI-enabled 

capabilities applied to disinformation campaigns are rapidly evolving, driven by the 

abundance of data, innovative algorithms, and massive computing power; their most 

significant impact is likely to be on social media. Western societies, due to their 

openness, are particularly vulnerable to the malicious effects of AI-powered influence, 

as they continually struggle to balance free speech with the harmful consequences of 

disinformation. The primary aim of disinformation, particularly the one conducted by 

authoritarian regimes, is to exploit the vulnerabilities of democracies, provoking, 

disrupting, and dividing, while straining individual decision-making, societal cohesion, 

and the ability to reach consensus; in short, inhibiting democracies from functioning 

and eroding the underlying pillar of trust. Due to their reach, media organisations are 

prime targets of disinformation campaigns. (Sedova, et al., 2021a) 

 

Hence, what is the impact of Generative AI on the effectiveness of disinformation 

campaigns in grey zone operations? 

 

Unlike traditional propaganda, which relies on the manual creation of biased narratives, 

I argue that Generative Artificial Intelligence (GenAI) in the grey zone could be 

characterised by four variables: scale, realism, speed and cost. The shift in the 

effectiveness of disinformation campaigns enabled by GenAI is both quantitative and 

qualitative; it reduced the production costs of high-fidelity, multimodal, and culturally 

resonant propaganda, thereby enabling persistent, pervasive, and personalised 

influence operations that can overwhelm traditional fact-checking and societal 

resilience. Therefore, it simultaneously amplifies their ability to spread confusion, 

division, and distrust in target societies. Yet, GenAI also fosters the development of 

new countermeasures (such as deepfake detection and fact-checking tools), 

highlighting its double-edged impact: it enhances the offensive effectiveness of 

disinformation while forcing defensive adaptations in grey zone information warfare. 
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As highlighted in recent NATO analyses, the strategic objective within this grey zone 

is no longer merely to deceive, but to destabilise. (Hsu, 2023) 

 

To illustrate this shift, this research employs a qualitative methodology to examine the 

causal mechanisms by which GenAI enhances the effectiveness of disinformation in 

grey zone operations. Two micro-case studies were selected based on three criteria: 

documented forensic evidence from credible institutional sources, divergent strategic 

objectives between the two state actors, and sufficient operational maturity to allow 

meaningful analysis. Russia’s Operation Doppelgänger and China’s Shadow Play 

network satisfy all three conditions. The primary sources for this analysis consist of 

open-source reports, forensic analyses published by institutional actors (NATO 

StratCom COE, EU DisinfoLab, ASPI, RAND Corporation), and peer-reviewed 

academic literature. A notable limitation of this approach is its reliance on secondary 

forensic data; the classified intelligence that would provide a complete operational 

picture of these campaigns remains inaccessible. Additionally, selecting only two 

micro-case studies limits the generalisability of the findings, though the depth of 

analysis compensates for this limitation. The research also applies the OODA Loop 

(Observe-Orient-Decide-Act) model to evaluate how AI-driven velocity disrupts the 

decision-making cycles of democratic institutions. 

 

This study is organised to advance from theoretical frameworks to empirical analysis 

and a possible response. The first section introduces the concepts on which the entire 

analysis rests, capturing the shift in disinformation from the pre-generative era to the 

present. The second section provides the empirical foundation for this analysis through 

comparative micro-case studies of Russia’s Operation Doppelgänger and China’s 

Shadow Play network, highlighting how state actors operationalise AI-driven 

interference. Building on this evidence, the third section deconstructs the specific 

strategic enhancement mechanisms that disrupt the democratic decision-making 

cycles. The fourth section evaluates the limitations of existing technical and legislative 

countermeasures and advocates cognitive immunity as a necessary step toward 

societal resilience. Finally, the last section synthesises the research findings to 

address the primary research question and suggests future implications and areas of 

research. 
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Context of Research and Background 

 

This section defines the conceptual baseline of the research by situating GenAI within 

the modern geopolitical landscape, specifically in the grey zone. The grey zone is a 

domain characterised by deliberately calibrated aggressive actions below the threshold 

of conventional war. Traditional military engagement is bypassed to maintain 

operational ambiguity and complicate attribution through alternative and 

unconventional means to exploit and potentially weaponise civilian instruments. For 

this analysis, I will rely on Watson's (2024) definition of AI, which states that AI is a 

branch of computer science focused on emulating the human intellect in language 

comprehension and logical reasoning. These technologies range from basic algorithms 

to adaptable learning models. The effectiveness of AI in the cognitive domain lies not 

only in its capacity to emulate human intellect but also in its ability to identify and exploit 

human cognitive biases, such as confirmation bias. This capability enables tailoring 

narratives that bypass rational scepticism, thereby creating a personalised reality, as 

discussed later in this research. 

 

Within this ambiguous environment, disinformation serves as a primary tool for 

fracturing the information environment and undermining democratic institutions. 

Formally defined as false information spread deliberately and often covertly to 

manipulate public opinion, disinformation has historically been a resource-intensive 

endeavour. To understand the complexity of this threat, it is necessary to categorise 

the different forms of information interference that it can take. Wardle (2017) provides 

a foundational taxonomy of seven levels of information disorder, ranging from false 

connection to fabricated content. This content-based typology highlights that 

disinformation is a spectrum of manipulation. In the pre-generative era, these 

operations were characterised by the use of human operators, often referred to as troll 

farms, in specific departments to create realistic content and high-volume, repetitive 

messaging that either created a sense of consensus or exhausted authentic users. 

While effective, these operations were constrained by the biological limitations of 

human operators. The emergence of GenAI has altered the work structure by 

automating the time-consuming tasks identified in the Center for Security and 
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Emerging Technology (CSET) RICHDATA1 framework.(Sedova, McNeill, Johnson, 

Joshi, Wulkan, 2021b) This automation may amplify disinformation techniques, 

increasing their effectiveness in shaping future campaigns. 

 

The technology behind this shift lies in Generative Adversarial Networks (GANs), 

which, according to Watson (2024), are a class of two distinct artificial neural networks 

trained together and working as antagonists. The generator aims to produce realistic 

data, while the discriminator attempts to distinguish it from real data. This process is 

behind the creation of increasingly convincing synthetic content. This technology, 

alongside Variational Autoencoders (VAEs), which learn from a compressed 

probabilistic latent representation of the inputs to generate new outputs, as well as 

diffusion models, which create data by progressively adding noise to the data and then 

learn to iteratively denoise the data in an organised fashion to generate new data, 

provide the foundation for Large Language Models (LLMs) that generate human-like 

text, audio, and video from training datasets. (Taeihagh, 2025) 

 

These algorithms are trained to provide human-like content, not accurate information. 

And this is the main feature that makes them a considerable threat if used to spread 

misinformation, propaganda or hate speech. Given that the primary aim of grey-zone 

aggression is to weaken a country without resorting to military violence, GenAI acts as 

an equaliser, particularly for asymmetric actors, allowing them to circumvent traditional 

barriers and achieve technological parity at an unprecedented pace. (Braw, 2023) 

 

The effectiveness of these technical capabilities is further amplified by the structural 

features of social media platforms, which define the terrain and shape threat actors' 

tactics. The open-source culture of the AI research community, which fosters 

advances, also provides malicious actors with ready access. Disinformation 

campaigns are asymmetric. Threat actors often operate across multiple platforms, 

making it difficult to fully understand the scope of their activity. In addition, the lines are 

blurring between the foreign-manufactured disinformation and the homegrown 

misinformation. (Sedova, et al., 2021a) 

 

1 RICHDATA: Reconnaissance, Infrastructure, Content Creation and Hijacking, Deployment, 
Amplification, Troll Patrol, Actualisation. 
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Putting all this together, we see that the scale, realism and speed introduced by GenAI 

constitute a great challenge for modern democratic societies characterised by freedom 

of speech when it comes down to discerning truth from generated lies. The risk is that 

people will either believe anything or won’t know what to believe. And the main 

consequence is what is being defined as the liar’s dividend: exploiting the lack of trust 

through manipulation to advance the liar’s own end. (Hsu, 2023) Disinformation 

campaigns leverage the technical, cognitive and social spheres of our lives, eroding 

the shared baseline of reality required for democratic consensus and societal 

resilience. 

 

Micro-Case Studies Foundation 

 

This section moves from the conceptual frameworks described so far to the empirical 

analysis of documented events. By contrasting the divergent methodologies of the 

Russian Federation and the People’s Republic of China (PRC), the two following 

micro-case studies, Russia’s Operation Doppelgänger and China’s Shadow Play 

network, will highlight how AI-driven disinformation is being actively manufactured to 

achieve specific geopolitical effects. 

 

Russia: Operation Doppelgänger 

 

The investigation into Operation Doppelgänger provides a primary data foundation for 

characterising the evolution from traditional disinformation to high-fidelity semantic 

infiltration within the grey zone. According to the NATO Strategic Communications 

Centre of Excellence (Sessa et al., 2024), Operation Doppelgänger is a Russian-based 

network that has been operational in Europe since at least May 2022 and has been 

exposed by EU DisinfoLab. The technique behind this campaign is an architecture of 

impersonation, in which dozens of internet domain names were purchased to mimic 

the digital fingerprints of trusted Western institutions (a practice known as 

typosquatting). Over 17 major news sites, including The Guardian, Le Monde, and 

ANSA, were targeted. The Official NATO website was not immune either; during the 

July 2023 Vilnius summit, it was cloned on a different domain to host counterfeit press 

releases. 
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These efforts are not limited to deception but also utilise doctored videos, 

manufactured polls, and articles to perfectly replicate the journalistic tone of the 

hijacked authentic websites. The operation leveraged social media platforms like 

Facebook as an amplification engine; the network utilised paid advertisements totalling 

at least $115,000 USD to boost the visibility of its synthetic content. Despite significant 

takedowns and legal prosecutions in affected member states, forensic findings from 

2023 confirm the campaign is persistent and expanding. 

 

The persistent and decentralised nature of this campaign has led the counter-

disinformation community to institutionalise it as a prominent Information Manipulation 

Set (IMS), as the EU DisinfoLab stated and analysed in its 2026 report. (EU DisinfoLab, 

2026) This framework identifies Doppelgänger as a cluster of technically and 

operationally linked assets used for coordinated interference. The adoption of the IMS 

model by institutional stakeholders (EU DisinfoLab, Viginum, and the European 

External Action Service) represents a significant acknowledgement of the systemic 

threat posed by high-fidelity disinformation. By shifting the analytical focus away from 

isolated social media incidents toward a wider, decentralised infrastructure, the IMS 

designation signals that cognitive warfare has moved beyond episodic propaganda 

into a phase of permanent aggression. This institutional shift addresses the critical 

vulnerability of duplicate reporting, which often inflates the apparent scale of operations 

and overwhelms policymakers. It recognises that in the grey zone, the primary target 

is no longer just the narrative itself, but the institutional capacity to recognise and 

attribute the underlying mechanisms of interference. 

 

The Doppelgänger IMS thus poses a challenge to institutional situational awareness, 

limiting defensive efforts to a reactive cycle of technical verification. 

 

China: Shadow Play 

 

While Russia employs a strategy of disruption, the PRC utilises GenAI to shift the 

narrative. (Keast, 2023) The theoretical writings on the People’s Liberation Army (PLA) 

by researcher Li Bicheng emphasise how Beijing’s strategy is transitioning from 

defensive censorship to offensive algorithmic cognitive warfare. The objective is not 
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anarchy, but the displacement of Western liberal narratives with a synchronised, 

authoritarian consensus defined as ’positive propaganda’. (Beauchamp-Mustafaga et 

al., 2024) The Shadow Play campaign (2023-2024) represents a proactive effort to 

dominate global normative narratives and shape the international information 

environment through algorithmic volume. 

 

A forensic analysis by the Australian Strategic Policy Institute (ASPI) identified a 

network of at least 30 YouTube channels that produced over 4,500 videos, garnering 

approximately 120 million views and 730,000 subscribers. The campaign utilised AI 

voice cloning and avatar generation to create accounts that narrated pro-CCP talking 

points in English, including Chinese technological superiority and Western decline 

across various sectors. While formal attribution is not yet clear, ASPI suggests it may 

be a commercial actor operating under some degree of state direction. 

 

This operation demonstrates the removal of human biological constraints, enabling a 

volume of content that submerges viewers. GenAI is being utilised to create an artificial 

consensus, leveraging the cost-efficiency of synthetic media to establish strategic 

narratives that are increasingly difficult for audiences to distinguish from public opinion. 

The videos covered a consistent set of thematic clusters: Chinese advances in 

semiconductor manufacturing, electric vehicles, space exploration, and high-speed rail 

were compared with narratives of American institutional dysfunction, economic fragility, 

and social division. The AI-generated avatars presented these narratives in fluent, 

accent-neutral English. The YouTube recommendation algorithm served as an 

amplifier: once a user engaged with one video, the platform’s engagement-optimisation 

logic directed them toward an expanding catalogue of related content, creating a self-

reinforcing exposure loop without any additional cost to the operators. (Keast, 2023) 

 

The RAND report focuses on extensive original Chinese-language open-source 

material by Li Bicheng, a Chinese military-affiliated researcher, to understand how the 

military approaches social media manipulation. The Chinese military likely began 

developing social media manipulation capabilities by the mid-2010s. The advent of 

GenAI accelerated a shift from traditional information operations models 

(psychological, public opinion and legal warfare) toward a more holistic approach that 

seeks to manipulate how target audiences process information and perceive reality. 
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GenAI serves as a force multiplier by overcoming cultural nuance and linguistic 

barriers. According to Li Bicheng's theories, Shadow Play appears to be the practical 

validation of the evolution of information warfare. 

 

Comparative Synthesis 

 

The two micro-case studies reveal a fundamental divergence in how state actors 

instrumentalise the same technology. Russia’s Operation Doppelgänger operates 

through a logic of disruption: the objective is to fracture Western cohesion by flooding 

the information space with contradictory narratives, eroding trust in institutions and 

media. The campaign is decentralised, opportunistic, and reactive to the news cycle. 

China’s Shadow Play, by contrast, follows a logic of displacement: rather than sowing 

chaos, it aims to construct a coherent alternative narrative architecture that gradually 

normalises authoritarian perspectives within global discourse. Where Russia seeks to 

destroy consensus, China seeks to replace it. 

 

Despite these divergent objectives, both operations share a common reliance on 

GenAI to overcome the same three constraints: the cost of producing culturally credible 

content at scale, the linguistic barriers that previously limited the reach of non-English-

language actors, and the biological limitations of human operators. These shared 

enablers constitute the enhancement mechanisms analysed in the following section. 

 

Enhancement Mechanisms 

 

The evidence gathered from Operation Doppelgänger and the Shadow Play network 

reveals a convergence in the use of GenAI as an enabler and a force multiplier. 

Russian and Chinese methodologies on the use of GenAI diverge in their geopolitical 

objectives. Drawing on the mirco-case studies, this research identifies three distinct 

dimensions of GenAI enhancement: speed, realism, and scale. All of which are 

enabled and scaled by a fourth overarching variable: the collapse of production costs. 

These factors affect the human and political levels and democracies, enabling strategic 

gains (Whyte, 2020) while challenging the ethical dimension (Bontridder et al., 2021). 

Their combination allows adversaries to synchronise shaping actions across different 

domains to define the environment in which they occur, while obscuring the 
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aggressor’s ultimate intent. To the defender, the shaping actions might appear as 

isolated incidents (fake news stories, cyber intrusions, protests). However, to the 

aggressor, these are tiles of a wider mosaic designed to shape the operational 

environment. By the time the defender connects the dots, the target nation’s cohesion 

has been degraded. Hence, GenAI becomes a powerful amplification tool, and not only 

one of deception. 

 

Speed and Asymmetry of Verification 

 

The integration of GenAI into influence operations has created a ‘dissemination engine’ 

characterised by machine-speed velocity. As detailed in the RICHDATA framework 

(Sedova et al., 2021b), the transition from human-operated troll farms to digital GAN 

armies removes the constraints of fatigue and cognitive load that are typical of human 

operators. An automated system generates, tests, and deploys thousands of 

multimodal variations of a narrative in the time it takes a human operator to draft a 

single tweet. This capability enables saturation of the information environment at a 

pace that outpaces the natural speed of human discourse while reducing costs. 

  

This velocity introduces an asymmetry of verification. While a generative model can 

produce a high-fidelity deepfake artefact in milliseconds, forensic verification of that 

artefact by democratic institutions can take hours or even days (Braw, 2023). The 

Vilnius summit cloning during Operation Doppelgänger illustrates this gap concretely: 

counterfeit NATO press releases were circulated and shared across social media 

platforms well before institutional verification declared them fraudulent. The damage 

was not in the content of the fake releases themselves, but in the doubt they seeded 

about the authenticity of legitimate communications. This temporal gap creates a 

manoeuvre space for malicious stakeholders, where they operate unopposed, 

exploiting the defender's inability to identify aggression during its early stages 

(Stockwell et al., 2024). By the time the truth is established, the potential impact of the 

disinformation has already been internalised by the target audience, rendering the 

correction potentially irrelevant. 

 

From a doctrinal perspective, this asymmetry functions as a Denial-of-Service (DoS) 

attack on the defender’s OODA Loop. Traditional defensive doctrines rely on the 
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Observe phase to identify a threat. However, when the observation space is flooded 

with high-fidelity noise, the Orient phase (the ability to understand the context) 

collapses. (Stockwell et al., 2024) The defender is forced into a permanent state of 

reaction, overloading institutional resources on verifying individual artefacts rather than 

countering the broader strategic intent. Consequently, I argue that the aggressor can 

effectively and deliberately disrupt the target state's decision-making cycle, seizing the 

strategic initiative before the defender can even classify the threat. This is a primary 

objective of aggressors: to achieve surprise in the defender, ideally trapping them in 

the verification process. This resembles the Electronic Countermeasures (ECM) and 

Counter-Countermeasures (ECCM) race in traditional warfare, only it’s now being 

applied to the cognitive domain with the precise intent to identify and exploit societal 

and institutional vulnerabilities before a defender even perceives the intrusion. This 

could lead to a reshaping of the defender's decision-making baseline before they can 

effectively orient to the threat. 

 

Realism through Algorithmic Reframing 

 

Influence operations, while not revolutionary, are significantly evolving, transitioning 

from the fabrication of fake news to reframing. GenAI, specifically LLMs, now allows 

adversaries to shift to a more subtle form of language weaponisation. Instead of 

inventing a crisis, AI agents can now ingest legitimate news reports and rewrite them 

in specific ideological terms at an unprecedented scale, below a threshold that could 

trigger alarms or suspicion. This process can be defined as ’algorithmic reframing’. 

Instead of inventing a fake event, AI takes a true story and rewrites it using different 

emotional words and angles. While keeping the basic facts true, it changes how the 

reader feels about them. Because the core facts are technically correct, this slips past 

the software designed to catch fake news and misinformation. The subtlety lies in a 

malicious takeover of meaning by using your own reality against you. 

 

This reframing capability is operationalised through automated micro-targeting. AI 

systems based on machine learning are now capable of analysing vast datasets of 

user or voter behaviour to identify personality-based vote segmentation: psychometric 

profiling. (Kertysova, 2018) By combining this data with generative models, aggressors 

can achieve a level of granularity previously impossible, potentially targeting the 



106 
 

individual, optimising to trigger the specific confirmation bias of their target. This 

creates a personalised reality in which the user feels validated by the content, thereby 

lowering their cognitive resistance to the underlying hostile narrative. Individuals 

become trapped, whether unconsciously or consciously, in filter bubbles and ‘echo 

chambers’, and become victims of opinion manipulation, limiting their access to 

information.(Kertysova, 2018) 

 

Traditional defensive architectures, such as independent fact-checkers and platform 

moderation tools, are optimised to detect factual anomalies. They are not equipped to 

monitor interpretive nuance. By relying on accurate facts and reframing, AI-driven 

campaigns operate in a vague area of content moderation that shapes the context 

while bypassing content removal. This results in a cognitive fracture that could 

jeopardise democracy through manipulation, rendering political consensus potentially 

impossible. 

 

Scale and Epistemic Paralysis 

 

The sole existence of generative technology provides state actors with a powerful 

shield of plausible deniability. In a grey zone context, this advantage allows aggressors 

to operate with impunity below the threshold of war. Historically, real video evidence 

has been probative evidence, capable of triggering international condemnation or 

sanctions. Today, the aggressor can dismiss such evidence as an AI-generated 

fabrication or a deepfake. This generates a self-reinforcing cycle of distrust within the 

international security architecture. Moreover, the state’s diminished capacity to 

authoritatively adjudicate fact from fiction renders democratic institutions structurally 

vulnerable to partisan weaponisation. (Whyte, 2020) 

 

The cumulative effect of this dynamic is the emergence of a society with no trust. When 

a population is conditioned to believe that anything can be faked, they paradoxically 

cease to believe in anything. This suggests that the result is epistemic paralysis: the 

inability to discern and analyse information. Democratic governance relies on a shared 

baseline of reality to form consensus. The erosion of a common factual reality 

undermines the consensus necessary to withstand external influence and 

manipulation. For the grey zone actor, the primary measure of success shifts from 
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persuasion to epistemic degradation; the objective is to incapacitate the target 

population’s truth-seeking mechanisms rather than to implant a specific narrative. 

 

It can be argued that the strategic utility of epistemic paralysis lies in its weaponisation, 

drawing a direct parallel to the physiological fight-flight-freeze survival mechanism. By 

saturating the information environment with high-fidelity, machine-speed synthetic 

content, adversaries adopt a deliberate posture to exhaust the defender's analytical 

capacity. The risk is that the target population ceases to seek objective truth, thereby 

allowing the aggressor to gain potential decision dominance. 

 

Cost and Economic Asymmetry 

 

Ultimately, the integration of GenAI into influence operations represents a shift from a 

doctrine of persuasion to a cost-imposition strategy. While scale, speed, and realism 

define the characteristics of synthetic content, the strategic effect of GenAI functions 

is equalising, deriving from reduced production costs. The decisive factor is not the 

sophistication of the narrative but the economic asymmetry between the attacker and 

the defender, as we are currently witnessing on modern battlefields with homemade 

drones. 

 

By reducing the cost of propaganda, adversaries can shift from episodic campaigns to 

industrial-scale aggression, as seen in the Shadow Play network. The $115,000 spent 

on Facebook advertisements in Operation Doppelgänger achieved a reach and 

engagement that would have probably required millions in traditional media buys or 

manual coordination. 

 

The transition from human-operated troll farms to automated generation has reduced 

the production cost of high-quality disinformation by orders of magnitude. In contrast, 

the defender’s response remains bound to the highly paid intelligence analysts, legal 

teams, crisis communication experts, and manual fact-checkers: time-consuming, 

costly, and quickly depletable. This disparity creates a significant asymmetry in the 

costs to be sustained. 
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I argue that the strategic goal of this behaviour could be to saturate the defender’s 

attention and deplete their institutional resilience. GenAI turns disinformation into a tool 

of economic attrition, weaponising the defender’s own need for truth against them. 

 

Countering AI-generated Disinformation 

 

The preceding sections have established that GenAI amplifies disinformation through 

speed, realism, and scale, while reducing production costs. The question that follows 

is whether existing defensive architectures are adequate to the challenge. This section 

examines three layers of response: technical detection, legislative regulation, and 

cognitive resilience. 

 

The immediate defensive response to GenAI disinformation has been the deployment 

of detection technologies to analyse digital artefacts that might highlight traces of 

GenAI. Major technology companies have invested significantly in this domain: 

Google’s SynthID embeds imperceptible watermarks in AI-generated content, 

Microsoft’s Content Integrity tools provide provenance verification, and the Coalition 

for Content Provenance and Authenticity (C2PA) has developed an open standard for 

attaching cryptographic credentials to media files, enabling viewers to trace an image 

or video back to its point of capture or creation. However, each of these approaches 

confronts structural limitations, and since GenAI relies on GANs, this method is, by 

default, ineffective in the long run because GANs are designed to bypass detection 

iteratively. The technical defence is therefore structurally unable to achieve a durable 

advantage. Furthermore, this research has highlighted that one of the critical 

challenges today is not finding a technical solution to identify synthetic content, but 

dismantling the influence effect generated by disinformation, which persists even after 

the content has been uncovered and labelled as fabricated. 

 

Legislative frameworks, such as the European Union’s Digital Services Act (DSA) and 

the AI Act, represent significant attempts to regulate the information space. However, 

the operational analysis of Operation Doppelgänger reveals a structural vulnerability 

in this approach: its slow speed. The timeline for identifying a threat, drafting a 

regulation, and enforcing compliance is measured in years. In contrast, the OODA loop 

of GenAI is measured in milliseconds. Adversaries actively exploit this latency through 
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the dissemination engine. The NATO StratCom COE’s analysis of Russian operations 

confirms that while the DSA provides mechanisms for taking down disinformation 

networks, the procedural requirement from noticing the event to its contrast is too slow 

to stop a viral cascade. 

 

Given the technical and legislative limitations, the ultimate line of defence is the 

cognitive sovereignty of societies. Resilience should not be achieved through 

protection from AI, but through exposure to it. Citizens should be trained to use 

generative tools and understand how they work, rather than treating them as black 

boxes, and to use critical thinking. The analysis in this paper advocates to a transition 

from societies as passive consumers of media to active auditors of content as a 

defence mechanism against GenAI disinformation. By training users to understand the 

mechanisms of hallucination or artifacting, they are less likely to anthropomorphise the 

machine or blindly trust its output. A fluent user develops an intuitive sense for the 

texture of synthetic text and the gloss of AI imagery. The current asymmetry of 

verification exists because the tools for detection are localised within specialised state 

agencies or large technology firms. By developing a system that empowers users to 

conduct initial verification and allows direct signalling of potential IMSs faster than a 

centralised bureaucracy could, the inherent latency of the current debunking system 

could be reduced.  

 

By fostering bottom-up cognitive immunity, democratic societies can reduce the 

aggressor's strategic advantage while protecting democracy's values. If the target 

population treats all digital content with a baseline of technical scepticism, out of a 

sense of understanding, the adversary's influence strategy could be rendered less 

effective if not countered. 

 

Conclusion 

 

This research has evaluated the shift in disinformation campaigns enabled by the 

advent of GenAI within grey zone operations. By deconstructing the transition from 

human-intensive troll farms to automated, industrial-scale aggression, the analysis 

identified three primary variables and a fourth overarching one that have fundamentally 

altered the information environment. Through the examination of Operation 
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Doppelgänger and the Shadow Play network, it was highlighted that these 

technological force multipliers do not only aim to deceive but to systematically induce 

epistemic paralysis and disrupt the decision-making cycles of democratic institutions. 

 

The research question regarding the impact of GenAI on the effectiveness of these 

campaigns has been addressed by highlighting the emergence of an asymmetry of 

verification. Generative models enable adversaries to saturate the information 

environment with high-fidelity, deceptive information at low implementation cost, 

forcing defenders into a permanent state of forensic reaction that depletes institutional 

resources. Ultimately, the strategic measure of success in the grey zone has shifted 

from influencing or persuading an audience to potentially the degradation of truth-

seeking mechanisms, weaponising the openness of Western democracies to erode 

the baseline of trust required for collective defence. 

 

Several limitations constrain the scope and generalisability of this research. First, the 

analysis rests on two micro-case studies; hence, they cannot be representative of the 

full spectrum of state-sponsored AI-enabled disinformation. Operations conducted by 

Iran, North Korea, or non-state actors may follow significantly different patterns. 

Second, the reliance on open-source forensic reports, while methodologically 

transparent, excludes the classified intelligence that would provide a more complete 

operational picture. Third, this research has focused exclusively on the targeting of 

Western democratic audiences; the dynamics of AI-driven disinformation in non-

democratic information environments or in the Global South remain unexamined.  

 

The implications of this shift suggest that the primary threat in the coming decade will 

be the further development and exploitation of algorithmic reframing, using AI to 

leverage emotional and ideological interpretations of true events and further exploit 

biases. Future research should focus on the long-term depletion of human cognitive 

resilience in environments dominated by synthetic media. As the boundary between 

the authentic and the synthetic continues to blur, the survival of democratic governance 

will depend less on the hardening of digital borders and more on cultivating a 

cognitively immune society capable of maintaining intellectual sovereignty in a world 

of manufactured consensus. Further research is required to understand how to 

strengthen this resilience.  
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Perhaps the most significant danger lies in the domestic application of these tools and 

could be expanded as a future research direction. The same mechanisms used in 

foreign interference (micro-targeting, linguistic mirroring, and manufactured 

consensus) can be exploited by domestic actors as well. There is a growing risk that 

state leaders will utilise propagandistic AI campaigns to lure citizens into supporting 

their electoral campaigns. When these tools are used to manufacture a false mandate, 

the distinction between a healthy democracy and an autocracy in disguise blurs.  
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1. Introduction 

 

Modern life is dependent on a stable supply of rare earth elements (REE). The United 

States (U.S.) depends on its primary rival, China, for this critical raw material. The 

Chinese Communist Party (CCP) can use this dependence to disrupt the U.S. 

economy and military. 

 

China has a near-monopoly over the REE supply chain and could restrict exports to 

the U.S. and Europe. Rare earth elements are critical building blocks of modern life 

and are used across industries (GSEU, 2024, p. 1). They are fundamental to defence, 

aerospace, medical, automotive, renewable energy, and most future electronic 

technology, including AI. The Chinese Communist Party has threatened and limited 

the supply of REE as a coercive tactic. For example, multiple sources reported that 

China stopped shipments to Japan in 2010 over territorial disputes (Evenett, Fritz, 

2023, pp. 68–69; Sutter, 2019; Select Committee, 2023, p. 3,43-47). In 2025, China 

implemented export controls on REE to the U.S. in response to U.S. tariffs on Chinese 

exports (Perera, 2025; Baskaran, Schwartz, 2025a). During a visit to a Rare Earth 

Element Magnet (REEM) facility in Jiangxi province in 2019, Chinese President Xi 

Jinping publicly stated that, ‘(In) waging a trade war against China, the United States 

risks losing the supply of materials that are vital to sustaining its technological strength’ 

(Sutter, 2019). In the great power competition, China will likely restrict or limit the export 

of REE to coerce the U.S. from intervening in a Chinese invasion of Taiwan or actions 

in the Arctic. 

 

Because of this rare earth element vulnerability, Greenland has become strategically 

significant to the U.S. Geographical surveys indicate that Greenland has some of the 

largest undeveloped rare earth reserves on the planet, and it could become a fully 

independent country from Denmark. The U.S. has one significant rare earth mine and 

insufficient processing capacity to meet demand. Therefore, the U.S. must import 90% 

of REE, making it dependent on China (Cordier, 2024). To mitigate this risk, the U.S. 

is focused on securing a REE supply chain as a matter of national security, and 

Greenland is an attractive option for three reasons. First, REE are abundant. Second, 
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its location in the Arctic is strategically significant. Third, U.S. control of Greenland 

denies China the opportunity to expand its REE monopoly or influence in the Arctic.  

 

How to pursue rare earth elements in Greenland to advance U.S. national security 

interests without alienating allies if Greenland declares independence? The United 

States uses an indirect, soft-power approach with an independent Greenland to 

improve national security by strengthening the U.S. and EU rare earth supply chains 

and denying Chinese influence. China imposed export controls on REE to the U.S. in 

response to the Trump Administration’s tariffs in 2025, exposing this national security 

vulnerability (Perera, 2025). Thus, a secure rare earth supply chain is critical to the 

U.S., and Greenland's rare earth reserves are strategically significant because the U.S. 

requires an external source of REE independent of China to reduce China’s influence 

on the U.S. economy and military. First, this research paper analyses the strategic 

significance of REE. Second, this paper analyses soft, hard, and smart power options 

for the U.S. to pursue developing a secure REE supply chain in Greenland through a 

comparative case study. Finally, it makes a recommendation and discusses potential 

associated risks.  

 

2. Methodology 

This research employs a qualitative approach due to the complexity of international 

security policy, which is influenced by multiple variables and human subjectivity. A 

comparative case study, across cases and time, is the qualitative method utilised to 

analyse policy options using historical cases with similar subjects: strategically 

significant geography, critical resources, and great power competition. The 

comparative case studies are: 

1. U.S. relations with Saudi Arabia to access oil from 1930 to the present. 

2. U.S. relations with Iran to secure oil through Operation AJAX. 

 

These cases are viewed through the concepts of soft, hard, and smart power to 

analyse stakeholder actions and outcomes. 

 

2.1 Analytical Framework 

This paper utilises international relations concepts of Hard Power, Soft Power, and 

Smart Power to analyse how the U.S. has approached securing critical raw materials 
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and the outcomes from those approaches. The outcomes of cases are compared to 

inform how the U.S. should approach securing rare earth elements in Greenland. 

Rather than testing these concepts, this paper uses case studies to illustrate their 

effectiveness within the limits of these cases. 

 

Hard Power 

Hard power focuses on employing instruments of national power to force, coerce, or 

induce others. In this paper, the instruments of national power are Diplomacy, 

Information, Military, and Economics (DIME). Some means of employing hard power 

are tariffs, military force, the threat of military force, economic sanctions, diplomatic 

sanctions, extraditions, and payments. The defining characteristics are immediately 

actionable, prioritised short-term gains over long-term losses, observable, and/or 

transactional (Nye, 2004, pp. 1–10). Operation AJAX, the clandestine U.S. operation 

in Iran, is a case in this research that illustrates the application of hard power to secure 

a critical raw material, oil. 

 

Soft Power 

Soft power utilises attraction or persuasion through the employment of the instruments 

of national power and society, including culture, to achieve outcomes; this attraction or 

persuasion develops through alignment of internal motivation with the other party(s). 

Means of employing soft power include, but are not limited to, military humanitarian 

operations, institutional values, adherence to values and norms through diplomacy, 

perceived fair economic policy, and exchange programs. Examples of U.S. soft power 

include the history of peaceful transfer of power, technological advances, the public 

education system, and successful higher education systems. The characteristics of 

soft power are generally indirect, delayed effects, less quantitative or measurable, 

sustainable, and enduring (Nye, 2004, pp. x–xiii, 1–10). The case used to illustrate soft 

power is the U.S and Saudi Oil development. The U.S. Marshall Plan in Europe after 

World War II and the E.U. enlargement are also examples of soft power but are not 

used as cases in this work. 

 

Smart Power 

Smart power is the optimal combination of hard and soft power. The optimal integration 

of hard and soft power resources is situation-dependent, but not always an option. 
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Means include projecting military power through multilateral exercises, combined with 

cooperative economic development programs established through enduring diplomatic 

actions, or economic sanctions coordinated with allies that support the rules-based 

world order (Armitage, Nye, 2007, pp. 7–9). 

 

Additionally, this paper examines the direct or indirect application of hard, soft, or smart 

power. In this analysis, ‘direct’ means that a nation's government employs instruments 

of national power directly toward the intended nation, organisation, non-state actor, or 

population without an intermediary. Conversely, ‘indirect’ means that a nation employs 

instruments of national power through a third-party national government, organisation, 

non-state actor, or population. Hard power is typically direct, while soft power is 

typically indirect (Nye, 2004; 2023). However, this is not always true. For example, 

Hard military power is being applied indirectly against Russia in the Russo-Ukraine 

War by the U.S. and EU through training, advising, and funding programs to support 

Ukraine. 

 

2.2 Case Selection Criteria 

Cases were selected based on three criteria: the subject nation was a major power2, 

the critical raw material was a variable, and there was competition between nations for 

the critical raw material. Major powers include the U.S. after 1900, England in 1700-

1800, China after 1990, and the Soviet Union 1940-1991. Major power status is desired 

to be more comparable with future U.S. engagement with Greenland regarding REE. 

The existence of critical raw materials is desired in the cases to be comparable to 

Greenlandic REE because they are critical raw materials and a variable in the current 

U.S.-China great power competition. Finally, competition is included to provide the 

county with critical alternative raw material options. Greenland has multiple options, 

and the competition between the U.S. and China has arguably given it more options, 

as Denmark and the EU feel obligated to offer counteroffers. Prior to any competition, 

there was less incentive for Denmark and the EU to allocate more resources to 

Greenland. 

 

 

2 The subject nation is the nation seeking the critical resource from another nation. For example, the 
U.S. is the subject nations seeking oil from another nation, the Kingdom of Saudi Arabia, in the first 
case. 
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2.3 Justification and limitations 

This qualitative and theory-informed approach is appropriate for two reasons. First, the 

research question is strategic and forward-looking; it attempts to identify the optimal 

international policy option for a hypothetical future scenario, an independent 

Greenland. Second, there is no objective means to measure an observable outcome. 

Therefore, qualitative methods, grounded in theory, are the best option for exploring 

such scenarios. Soft, hard, and smart power are the theoretical frameworks employed 

to exercise theoretical knowledge. 

 

The limitation of the research is the reliance on publicly available sources; classified 

assessments of Greenland’s resources or great power competition are beyond its 

scope. Additionally, this research cannot fully account for differences in selected cases 

(Saudi Arabia and Iran) and Greenland, including indigenous rights, environmental 

concerns, leadership personalities, and domestic politics, that affect strategic policy. 

These limitations are minimised through explicit assumptions, multiple sources where 

possible, and by focusing on policy options available to leaders in the case studies and 

to leaders now. 

 

3. Strategic Importance of Rare Earth Elements 

Rare earth elements are critical raw materials for several strategic industries: defence, 

aerospace, automotive, renewable energy, and advanced electronic technology, 

including Artificial Intelligence (AI). All branches of the U.S. military rely heavily on REE 

for current and next-generation systems. For example, the F-35 requires 900 pounds 

(408 kg) of REE. Every Arleigh Burke DDG-51 requires 5200 pounds (2359 kg), and 

the Virginia Class of submarines requires 9,200 pounds (4173 kg) (CRS, 2013, p. 4). 

The weapon systems and radars that these platforms carry also require REE: Joint 

Direct Attack Munition (JDAM) or ‘smart bombs,’ Tomahawk cruise missiles, Surface 

to Air missiles, Air to Air missiles, and radar systems like the Army’s Patriot Air Defence 

system all require REE (Lopez, 2024). The manufacturing requirement of REE for 

these platforms and weapons systems means that a supply disruption would prevent 

the ability to replace them, causing operational and strategic effects for the U.S. 

 

The 2022 and 2025 U.S. National Security Strategies prioritise military modernisation 

of advanced weapons systems, which further increases the U.S. demand for REE 
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(Biden, 2022, p. 8; Trump, 2025a, p. 3). For example, the U.S. Navy plans to order 364 

manned ‘battle force ships’ over the next 30 years, from 2025 through 2054, to 

modernise the fleet (Labs, 2025). This does not include an unknown number of 

unmanned vessels. According to the plan, the construction of 23 Arleigh Burke DDG-

51 and 28 Next Generation DDG(X) large surface combat ships will consume around 

265,200 pounds (120 metric tons) of refined REE alloys or rare earth element magnets. 

Similarly, 542,800 pounds (246 metric tons) of REE and REEM are needed to construct 

the planned number of Virginia Class and Next Gen attack submarines. See figure 1. 

Public figures are not available for every ship in the Navy’s modernisation plan, nor the 

DoD as a whole. However, a logical assessment is that U.S. military modernisation will 

increase U.S. demand for REE. 

 

 

Figure 1: Estimated Consumption of REE based on the U.S. Navy’s Ship Modernisation Plan: 

Developed by the author (CRS, 2013; Labs, 2025; LaGrone, 2016; Lopez, 2024) 

 

The increase in demand for rare earth elements in the defence industry will be greater 

for certain elements. There are 17 REE; each has a unique utility in modern 

technology. Neodymium Iron Boron (NdFeB) and Samarium-Cobalt (SmCo) are critical 

raw materials for manufacturing REEM, which retain magnetic properties at high 

temperatures. Therefore, they are used in radar systems, aircraft, and missiles (GAO, 

2016, pp. 1-2,3-6; CRS, 2013, pp. 44–45). Because Neodymium Iron Boron and 

Samarium-Cobalt are irreplaceable in modern weapons systems, their supply chains 

are strategic chokepoints for the U.S. defence industry and U.S. national security. 

Greenland has essentially all the magnet-critical light and heavy rare earths: 

2025 Plan REE per Ship REE per Type

Number of Ships lbs kg lbs m tons

Aircraft Carriers (with out aircraft) 6 10,120 4,590 60,720 28

Ballistic Missile Submarines 10 9,200 4,173 92,000 42

Large Payload Submarines 6 9,200 4,173 55,200 25

Attack Submarines (Virginia, Next Gen) 59 9,200 4,173 542,800 246

Large Surface Combantants (DDG -51, DDG-X) 51 5,200 2,359 265,200 120

Small Surface Combantants 81 2,600 1,179 210,600 96

Large and Midsize Amphibious Warfare Ships 25 2,600 1,179 65,000 29

Medium Landing Ships 55 520 236 28,600 13

Combat lgistics and Support Ships 71 520 236 36,920 17

Unmanned Surface and Subsurface Ships unknown

Total 364 1,357,040 616

Consumption Per year 45,235 21



122 
 

neodymium, praseodymium, dysprosium, terbium and others, in addition to large 

volumes of more abundant REE (Baskaran, Schwartz, 2025b). Thus, Greenland’s 

deposits are a potential solution to the U.S. defence vulnerability. 

 

3.1 China’s strategy 

Decades ago, China recognised the strategic importance of rare earth elements and 

pursued a strategy to dominate the REE supply chain (Hearty, Alam, 2019). China’s 

control of the REE supply creates a strategic vulnerability for the United States, the 

European Union, and NATO. China controls 90% of mine production, 85-95% of 

separation, and 97% of refined REE, including the REE magnet production (Select 

Committee, 2023; Baskaran, Schwartz, 2025b). The U.S.'s dependence on and 

China’s control over supply enable the Chinese Communist Party to influence the U.S. 

and advance its goals. The CCP strategically subsidises Chinese companies to 

produce low-cost REE. This creates a competitive disadvantage to produce REE in the 

U.S. or EU (Kefferpütz, 2010; Select Committee, 2023). This competitive advantage 

led U.S. consumers to shift to Chinese suppliers, while U.S. producers closed facilities. 

 

China's manipulation of the REE supply confirms that this dependency is a vulnerability 

and poses a risk to U.S. economic and defence interests. In 2010, China reportedly 

halted shipments of REE to Japan over disputed territory to secure national interests, 

causing production slowdowns and cost increases for REE-dependent industries 

(Waters, 2016, pp. 33–34). China implemented export restrictions on certain U.S. 

defence companies in 2025 (Baskaran, Schwartz, 2025a). Additionally, Russia’s 

manipulation of energy supplies from Russia to Europe after the invasion of Ukraine 

further reinforces that adversaries are weaponising critical supply chains to achieve 

their objectives. Manipulation resulted in price surges in energy and contributed to 

inflation across multiple sectors of the European economy (Struk, 2024; Khudaykulova, 

Khudaykulova, Obrenovic, 2022). To avoid coercion and build resilient economies, the 

U.S. and Europe need to develop independent, secure supply chains, including REE 

supply chains. 

 

3.2 U.S. REE Supply Chain Challenges 

Recognising the threat posed by Chinese control of REE production, this sub-section 

explains why U.S. domestic efforts are insufficient to close the REE production gap. 
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The U.S. produces fewer rare earth materials than it consumes. The U.S. consumption 

of refined rare earth oxides (REO) and alloys is on the order of 6,000–10,000 metric 

tons annually. The U.S. imports 80-95% of its refined rare earth materials and rare 

earth magnets; 70% of these imports are from China. The Mountain Pass mine, owned 

by MP Materials, is the only significant producer of REO in the U.S., averaging 40,000 

metric tons of unprocessed REO per year from 2019-2024 (Cordier, 2024, pp. 144–

145; 2025, pp. 144–145). The U.S. exports most of its domestic rare earth production 

due to a lack of processing capacity. According to the USGS, 43,000 tons of the 45,000 

tons of rare earth ore produced in 2024 were exported (Cordier, 2025, p. 144). Most of 

the ore is exported to China for processing and magnet manufacturing. Thus, the U.S. 

needs to develop domestically and allied REE reserves, independent of Chinese 

influence, to secure a REE supply chain. 

 

Unfortunately, developing an integrated REE supply chain takes decades. The U.S. 

Government acknowledged this vulnerability in 2010 and invested $400 million in a 

domestic REEM supply chain in 2022 to meet the defence industry requirements by 

2027 (Lopez, 2024; Waters, 2016, pp. 33–34). However, this goal may not be 

achievable. First, current MP mine production only supports 1000 m-tons of NeFeBn 

magnets. Second, U.S. domestic Heavy Earth Element (HEE) processing is in the pilot 

phase and not ready for production at scale (Baskaran, Schwartz, 2025a). This 

suggests that increasing domestic capacity takes 5 or more years and millions to 

billions of dollars. Additionally, the U.S. has limited economically viable REE deposits 

outside the MP mine. Therefore, the U.S. is seeking alternative mining, separating, and 

refining capability in Greenland as an option to speed REE production.  

 

4. Greenland’s Strategic Importance 

Greenland is strategically relevant for multiple reasons: access to the Arctic, location 

between the U.S. and Europe, and critical raw materials. For this paper, Greenland’s 

rare earth element deposits are the central analytical element of U.S. policy toward 

Greenland. Greenland is a self-governing territory of Denmark. In the last decade, the 

possibility of Greenland voting to declare independence has become more probable. 

A poll conducted in January 2025 indicated that 85% of eligible voters want 

independence, but the desire varies with the level of consequences (Marx, 2025). 

Thus, potential U.S. interests with an independent Greenland are relevant because it’s 
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probable that Greenland declares independence; Greenland has significant REE 

deposits; the U.S. needs external sources of rare earths; the U.S. will attempt to deny 

China to Greenland’s REE; the U.S. will engage Greenland prior to independence to 

shape international agreements; and the U.S. has historical and continued interest in 

Greenland. 

 

5. Case Study Analysis 

This section analyses U.S. hard, soft, and smart power approaches to securing critical 

raw materials in Saudi Arabia and Iran to identify an optimal approach with Greenland. 

Similarly, Saudi Arabia and Iran were both young nations with critical raw materials 

seeking support like a potentially independent Greenland. There are two differences. 

First, Saudi Arabia was a hereditary monarchy, unlike Iran in the past and Greenland 

today, which are democracies. Second, public opinion of the U.S. in Saudi Arabia and 

Iran was positive, whereas Greenlanders now have a more sceptical view of the U.S. 

 

5.1 Case: U.S. relations with Saudi Arabia to access oil. 

Justification 

The U.S. and Kingdom of Saudi Arabia relationship is an example of how the U.S. has 

employed national instruments of power directly to secure access to critical raw 

materials, oil, deemed necessary for national security. In accordance with the case 

study selection criteria, first, the U.S. was a major power after World War I. Second, oil 

was the emerging critical raw material. Economies and industries were undergoing a 

paradigm shift from coal to oil, similar to the strategic emergence of REE today. Third, 

the U.S., the World, and later the Soviet Union were all competing to secure oil. In line 

with the case study typology, the subject is the U.S. employment of instruments of 

national power with the Kingdom of Saudi Arabia to secure stable oil supplies for the 

U.S. The object is the direct or indirect application of soft, hard, and/or smart power 

through diplomatic, informational, military and economic instruments.  

 

Analysis 

The United States applied soft power both directly and indirectly in its international 

relations with Saudi Arabia. The overall categorisation is indirect soft power because 

the principal mechanism for securing oil was the U.S. Petroleum Industry and the 

Arabian American Oil Company (ARAMCO). Direct U.S. diplomacy, such as the 1945 
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U.S. Quincy Agreement, supported the 1933 Concession Agreement between 

Standard Oil of California (SOCAL) and the King. The creation of ARAMCO also 

allowed U.S. workers to influence Saudi Arabia through culture and education. Saudi 

Arabia could have aligned with the British, who had historically operated and controlled 

the region, but instead chose the U.S. initially by agreeing to let SOCAL explore for oil, 

arguably demonstrating the effect of previously executed U.S. soft power around the 

world. However, the defining U.S. action was the U.S. Treasury approving the 

ARAMCO foreign tax credit that enabled Saudi Arabia to be an equal beneficiary of its 

nation's natural resources. This legitimised the U.S. and probably prevented a hard-

power conflict over Saudi Arabia's nationalisation of ARAMCO, as demonstrated by 

Iran's nationalisation of the Anglo-Iranian Oil Company and the subsequent conflict in 

Iran. 

 

Outcome 

The United States achieved reliable access to Saudi oil while fostering political goodwill 

and regime stability then and into the future. First, this is demonstrated by ongoing 

positive U.S. and Saudi relations. Second, access was enduring, laying the foundation 

for ARAMCO's growth. Third, the costs were minimal and largely limited to foregone 

opportunities for tighter political control. The U.S. accepted a short-term $44 million tax 

reduction, which minimised the risk of long-term loss of ARAMCO tax revenue if the 

company was nationalised. This case demonstrates that indirect soft power alone can 

be sufficient to secure access to and benefits from critical raw material development in 

a permissive environment where interests are aligned. Relative to Greenland, this 

implies that indirect soft power via U.S. companies can secure a durable rare earth 

supply because Greenland is looking for technical and investment partners to develop 

its national resources and is a historic partner with the U.S. 

 

5.2 Case: U.S. relations with Iran to access oil around 1953 

Justification 

The U.S.-led Operation AJAX to overthrow Iranian Prime Minister Mohammad 

Mosaddeq in August 1953 exemplifies how major powers employ instruments of 

national power directly to secure access to critical raw materials deemed necessary 

for national security. In accordance with the case study selection criteria, first, the 

United States and the United Kingdom (U.K.) were both major powers during the early 
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Cold War period. The U.S. had emerged from World War II as a global superpower 

with unparalleled economic and military capabilities. Britain, despite post-war decline, 

maintained significant imperial influence and extensive overseas economic interests. 

Second, Iranian oil was a strategic critical raw material. The U.S. government 

determined that Iran's production was critical not only for British energy requirements 

but also for sustaining the broader Western alliance structure and global capitalist 

economy as the Cold War intensified. Third, multiple nations competed for access to 

Iranian oil resources.  

 

The United Kingdom sought to preserve the Anglo-Iranian Oil Company's (AIOC) 

monopoly over Iranian production. The U.S. sought expanded access for American oil 

companies and regional stable oil production. The Soviet Union served as the third 

counter competitor (Rahnema, 2013, pp. 12–14, 289–294). In line with the case study 

typology, the subject is the U.S. employment of instruments of national power to 

secure Iranian oil for the U.K. and the broader global market. The object is the 

analytical framework of soft, hard, and smart power applied through all four DIME 

instruments. In this case, the specific mechanisms of DIME are diplomatic deception, 

information warfare, covert military operations, and economic sanctions, to coerce and 

then ultimately overthrow Iran’s nationalist government to secure critical resources. 

 

Analysis 

During Operation AJAX, the U.S. employed hard power directly on Iran and specifically 

the Mossedaq government. As a primary instrument, the Eisenhower Administration 

directly employed military power by pursuing regime change, planning and conducting 

a coup d’état. A Central Intelligence Agency (CIA) agent worked directly with the 

Iranian opposition, not through external organisations or states. Other instruments 

supported this principal instrument of direct military power. This case illustrates the 

employment of direct hard power. First, the covert nature of the operation enabled U.S. 

Informational power that was employed directly in Iran and indirectly in the international 

community to mitigate damage to U.S. legitimacy. The information was intended to 

coerce or deceive because it was hypocritical to American Ideals. Second, U.S. 

diplomatic support for the Shah as Mossedaq’s successor was transactional. The 

implicit deal required the Shah to denationalise AIOC, allowing British and American 

oil companies to regain control. Third, U.S. and British economic sanctions against 
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Iranian oil sales were intended to weaken and coerce Mosaddeq and the Iranian 

Parliament (Majlis). In summary, this is a clear example of direct hard power. 

 

Outcome 

Context is important to understanding the Outcome of Operation AJAX. Before, the 

U.S. held a unique status in international relations due to its ideology and historical 

record. Woodrow Wilson’s principle of self-determination and the U.S. contribution to 

free Europe in the two World Wars from authoritarian powers stood in contrast to 

European Imperialism and the emerging Soviet authoritarian power. Iranians were 

altruistically drawn to America as a potential ally to balance against European colonial 

powers due to the perceived lack of U.S. territorial ambitions during decolonisation 

(Wright, 2021). Mosaddeq sought to align himself with the U.S. by visiting Truman and 

Eisenhower, voicing his agreement with American values and requesting economic 

assistance amid British sanctions. Simply, the U.S. held an advantageous position. 

 

As a result of Operation AJAX, the U.S. countered Soviet influence in Iran and obtained 

access for American Oil companies to Iranian oil in the short to medium term (26 

years). In this case, there were two long-term costs of employing direct hard power. 

First, the U.S. relinquished influence in Iran to the Soviet Union (now Russia) and 

China, beginning in 1979 and continuing to the present. More relevant to the subject, 

the U.S. and the U.K. lost long-term access to and revenue from Iranian oil; those 

resources were sold to competitors at a discount. 

  

The tragic paradox is that Mosaddeq was genuinely attracted to American democratic 

principles, representing the positive effect of previous U.S. soft power in Iran, but the 

Eisenhower administration rejected the opportunity to partner with Mosaddeq under 

suspicion of his susceptibility to communist influence. The administration decided to 

overthrow the democracy and establish an authoritarian client state, which degraded 

U.S. legitimacy. The Iranian people were excluded from benefiting from their country's 

natural resources; the Shah remained the primary Iranian beneficiary. Because the 

Shah wasn’t the legitimate leader, he utilised the secret police (SAVAK) to violently 

suppress domestic opposition. Despite the covert nature, Iranians largely attribute the 

coup to the U.S., which gave rise to anti-American sentiment that ultimately exploded 

in the 1979 revolution and hostage crisis. In the long term, the U.S. lost influence in 
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Iran to the Soviet Union (now Russia) and China. The costs of Operation AJAX are still 

being felt. The 911 attacks, the Afghanistan War, the Iraq War, and the continued 

instability in the Middle East are logical residual effects of Operation AJAX (Kilcullen, 

2016). This case reveals that short-term resource security achieved through direct hard 

power intervention can destroy the very soft power that initially provided influence, 

ultimately destabilising the access it sought to secure. This implies that U.S. 

employment of hard power on a friendly, independent Greenland could undermine soft 

power options and push Greenland toward competitors like China or Russia. 

 

6. Case Study Comparison 

The case comparison reveals four findings. First, the application of direct hard power 

can secure critical resources in the short-term but will likely result in long-term 

consequences or costs that negate the short-term gain. The U.S. secured access to 

Oil in Iran by employing direct hard power in its relations with the Iranian government. 

Second, the degree of resulting costs also correlates to whether the application of 

power is within international and national accepted norms. With respect to Iran, 

Operation AJAX was counter to the U.S. ideals of self-determination and democracy, 

and the Iranian public opinion shifted from pro-American to anti-American.  

 

Third, the second and tertiary-level consequences of hard power are likely not fully 

understood and difficult to predict. In the case of Iran, U.S. support for an illegitimate 

authoritarian leader created conditions for a chaotic future transfer of power; Khomeini 

replaced the Shah during a popular uprising, turning Iran into a long-term U.S. 

adversary. Fourth, the international environment can mitigate hard power costs and/or 

enable soft power. Countries not directly affected may still view the aggressor as a 

legitimate or viable partner relative to worse alternatives. For example, Saudi Arabia 

continued its relationship with the U.S. after Operation AJAX. Compared with former 

European imperialist powers or the Soviet Union, the U.S. remained a viable partner 

for Saudi Arabia. Regarding soft power, it will likely succeed in securing critical raw 

materials in a favourable competitive environment. For example, the U.S. leveraged its 

positive image during decolonisation to wield indirect soft power through U.S. 

commercial entities. This led to a long-lasting mutually beneficial relationship between 

the U.S. and Saudi Arabia. 
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7. Recommendation 

To make a policy recommendation, this paper limits argumentation about U.S. actions 

to gain access to REE in Greenland by setting two conditions. First, U.S. actions occur 

after Greenland declares independence. However, current U.S. foreign policy actions 

are considered because the international environment preceding a referendum on 

independence influences the political will to pursue independence, and the 

international agreements made post-independence. For example, Greenland may not 

declare independence without security or economic assurances from Denmark, the 

U.S., or the EU.  

 

Second, the U.S. must act in a manner that doesn’t damage relations with allies; how 

the U.S. pursues REE in Greenland matters because the benefits of a secure supply 

must outweigh the costs to U.S. legitimacy, NATO cohesion, reserve currency status, 

and relations with Europe. During the paper's development, the Trump Administration 

alienated allies while unsuccessfully applying direct diplomatic hard power to secure 

U.S. interests in Greenland, including REE. Trump threatened tariffs and wouldn’t rule 

out military action to gain U.S. control of Greenland (Trump, 2025b; Trump, 2026). The 

Administration's rhetoric and coercive tactics alienated European and Canadian 

leaders, prompting numerous officials, including Canadian Prime Minister Mark Carney 

and EU Vice President Kaja Kallas, to condemn U.S. actions as a threat to the rules-

based international order (Carney, 2026; Kallas, Kaja, 2026). See Annex B for details 

on the Trump Administration’s actions towards Greenland.  

 

These statements signal potential European distrust and erosion of U.S. legitimacy. 

Polling in 2026 indicates that more Europeans now view the U.S. as a ‘necessary 

partner’, not an ally, and 34-61% view the U.S. as a threat (Zerka, 2025; Smith, 2026). 

However, this thesis remains relevant because transatlantic alliances are likely to 

rebound post-Trump, and U.S. interest in Greenland will remain. Polls show European 

public opinion of the U.S. rebounding after the first Trump administration (Smith, 2026). 

Historically, the U.S. has sought to control Greenland, attempting to purchase it in 

1867, 1946, and 1955. The Trump Administration's foreign policy is a continuation of 

this historical interest. Therefore, if U.S.-EU relations are repaired, this 

recommendation will remain relevant. 
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Given these two conditions and the case analysis, the best approach is for the U.S. to 

pursue an indirect, soft-power strategy to develop a rare-earth element supply chain in 

Greenland. The U.S. government should encourage U.S. companies to lead the 

development of Greenland's rare earth resources. Similar to how ARAMCO’s 

cooperative structure benefited both Saudi Arabia and the U.S., all parties can benefit. 

Greenland benefits from co-ownership, increased tax revenue, employment, and 

economic growth. U.S. companies would benefit from the profits generated. The U.S. 

government benefits from a REE supply chain that is independent of China. 

 

8. Conclusion 

In conclusion, this paper presents four key findings. First, because rare earth elements 

are an emerging critical raw material, control of the supply is a strategic priority for 

great power competitors. Secure REE supply reduces national vulnerability to external 

influence, and conversely, control enables influence over nations without independent 

supply. Under the grand strategy to regain standing as a great power, the Chinese 

Communist Party strategically developed a REE supply chain capable of supplying the 

global economy (Goldstein, 2020). Currently, 85-95% of the global REE supply comes 

from mining, processing, or refining in China. The U.S. and other nations were willing 

to depend on China because they could offshore the environmental costs and buy REE 

at artificially low prices (Kefferpütz, 2010, pp. 1–5; Baskaran, Schwartz, 2025c). 

However, this dependency enables Xi Jinping to restrict REE, disrupt economies, and 

limit military options of the U.S. and EU. This shapes the world for China’s rise.  

 

Second, U.S. and European geological surveys indicate that Greenland has significant 

undeveloped REE reserves with the potential to create an REE supply independent of 

China. Thus, the U.S. is interested in Greenland because it needs external sources. In 

addition to its REE, the U.S. is more attracted to Greenland than other locations 

because of Greenland’s strategic geographic position in the Arctic and the competition 

with China for influence there. Finally, history shows that the U.S. has an enduring 

interest in Greenland. Actions from the Trump Administration are a continuation of this 

interest. ARAMCO and Operation AJAX shows that how the U.S. conducts 

international relations to access other nations' critical resources matter. Using hard 

power can potentially gain short-term access to critical raw materials, but there are 

high long-term costs. If the U.S. continues to break established norms by employing 
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hard power against Denmark or an independent Greenland, it risks degrading NATO, 

the United Nations, EU relations, and the U.S. dollar reserve currency status. 

 

How to pursue rare earth elements in Greenland to advance U.S. national security 

interests without alienating allies if Greenland declares independence? The United 

States uses an indirect, soft-power approach with an independent Greenland to 

improve national security by strengthening the U.S. and EU rare earth supply chains 

and denying Chinese influence. The U.S.’s indirect soft power approach toward Saudi 

Arabia, through the creation of ARAMCO, provides a good example. The U.S. should 

proceed by empowering U.S. companies to partner with Greenland and develop a REE 

supply chain that benefits all parties. Greenland benefits from U.S. investment, 

technology, and the REE revenue. U.S. employment of diplomatic hard power by the 

first and second Trump Administrations caused allies to doubt U.S. intentions and 

commitments to NATO, limiting direct U.S. government DIME options in the short term. 

However, there is an opportunity for the U.S. government to make amends and, in the 

future, indirectly support U.S. companies and Greenland. 
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Annex A: Case Background Information 

 

Case Background: U.S. relations with Saudi Arabia to access oil. 

 

U.S. and Saudi relations originated in the early 1930s through commercial oil 

exploration rather than formal government-to-government engagement. American 

firms, particularly Standard Oil of California (SOCAL), now Chevron, secured oil 

exploration rights through an agreement with King Abdulaziz ibn Saud. This 1933 

concession agreement led to the discovery of oil and the formation of the Arabian 

American Oil Company, one of the most valuable companies today. Unlike European 

colonial models, U.S. engagement emphasised technical expertise, long-term 

investment, and respect for Saudi sovereignty, fostering elite legitimacy and domestic 

stability within the Kingdom. During World War II and the early Cold War, U.S. 

policymakers increasingly viewed Saudi oil as indispensable to global energy markets 

and Western security. The 1945 meeting between President Franklin D. Roosevelt and 

King Abdulaziz aboard the USS Quincy symbolised the informal strategic bargain that 

would define the relationship: U.S. access to oil in exchange for American security 

assurances and petroleum engineering knowledge and technology required to develop 

the newly formed Kingdom’s valuable resource. Over time, this understanding 

expanded to include arms transfers, diplomatic protection, and coordination on oil 

production levels within OPEC. 

 

The earliest phase of U.S. and Saudi relations emerged through indirect soft power 

through commercial engagement rather than formal direct government-to-government 

diplomacy. This period coincided with Saudi state formation, making oil development 

inseparable from regime consolidation. As an example of indirect Soft Power, 

American oil companies secured exploration concessions in 1933, and their technical 

and business expertise led to the creation of the Arabian American Oil Company 

(Aramco), which benefited all parties (Yergin, 1991). The U.S. Government benefited 

through tax revenue and access to oil. The Kingdom and American companies 

benefited from shared profits; however, the initial profit-sharing arrangement was 

skewed toward the U.S.  
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In 1950, the U.S government executed direct soft power through the ‘Golden Gimmick,’ 

a decision to follow U.S. tax law by approving a foreign tax credit. The mechanism 

enables Saudi Arabia to receive 50% of ARAMCO profits (Yergin, 1991) In 1950, the 

U.S. Treasury collected $50 million in taxes from ARAMCO, while Saudi Arabia 

received $66 million in royalties and taxes. In 1951, Saudi Arabia received $110 million 

in taxes and revenues, while U.S. tax collection shrank to $6 million (Gasiorowski, 

Byrne, 2004). An action that affirmed U.S. adherence to Saudi sovereignty and the rule 

of law at a time when European powers relied on colonial governance and coercive 

extraction. In summary, U.S. involvement during this phase emphasised contractual 

legitimacy, technical expertise, and respect for Saudi sovereignty, characteristic of soft 

power. Additionally, the U.S. diplomatic engagement remained deliberately limited, 

reinforcing the perception that American involvement posed no threat to political 

independence. Finally, Aramco’s role extended beyond oil extraction to healthcare, 

education, environmental engineering, and workforce training, embedding U.S. 

influence socially and institutionally rather than coercively (Yergin, 1991; Wright, 2021). 

No military force or overt threats were employed to secure access. Again, this 

contrasted with the British threat of military force against Iran in disputes of the Anglo-

Iranian Oil Company in 1951. 

 

Case Background: U.S. relations with Iran to access oil around 1953 

Since 1913, the British controlled the Anglo-Persian Oil Company and later the Anglo-

Iranian Oil Company (AIOC), which maintained control of Iranian oil while extracting 

enormous profits, while Iran received only a fraction of the revenues. The British 

imperialist and colonial mindset viewed and treated Iranian resources with the 

understanding that the U.K. should be the primary benefactor. The company 

mistreated Iranian workers, subjecting them to inadequate housing, unsafe work 

conditions, low wages, and segregated facilities. If Iranian workers protested, the AIOC 

violently suppressed labour strikes. As a long-term strategy to maintain control, AIOC 

management barred Iranians from holding management positions, thereby preventing 

them from acquiring the necessary skills to manage or operate the company 

(Rahnema, 2013, pp. 35–41; Gasiorowski, Byrne, 2004; Wright, 2021, pp. 13–18). 

British actions contrasted with American actions. Namely, the U.S. Treasury 

agreement with ARAMCO that enabled Saudi Arabia to achieve a fifty-fifty share of 

company profits. Prior to this, the U.S. oil companies struck a fifty-fifty deal with 



138 
 

Venezuela and more equitable deals followed in Iraq and Kuwait. Yet Britain's AIOC 

‘refused to adopt a fifty-fifty profit-sharing deal’ despite the U.S. provision of over $83 

million in aid to stabilise Iran (Wright, 2021, pp. 16–17). The British controlled Iran by 

installing a weak monarch, Mohammad Reza Shah Pahlavi, which created the 

conditions for corruption and public resentment. These British actions set the 

conditions for a change in Iranian leadership and nationalisation of AOIC (Gasiorowski, 

Byrne, 2004, pp. 2–4, 12–14, 56–68; Rahnema, 2013, pp. 235–236, 265–267; Wright, 

2021, pp. 15–18).  

 

In April 1951, Mohammad Mosaddeq (alternatively Mossadegh) became Prime 

Minister after leading Iran's parliamentary movement to nationalise the British-

controlled oil industry. The Iranian parliament ratified oil nationalisation on April 29, 

1951, directly threatening Britain's largest overseas commercial enterprise. The British 

government owned 51% of AIOC, which generated £170 million in profit in 1950 alone. 

British Foreign Secretary Herbert Morrison immediately asserted on May 5, 1951, that 

Britain could ‘retaliate economically or militarily against Persia.’ By July 1951, Britain 

deployed three brigades of airborne troops to Iraq and strengthened its Persian Gulf 

naval squadron in preparation for Operation Buccaneer to seize the AIOC’s Abadan 

refinery (Rahnema, 2013, pp. xv–xvi, 289–290). 

 

However, opposition from President Truman and Assistant Secretary of State George 

McGhee persuaded the British military not to invade. Britain then orchestrated a 

comprehensive international oil embargo coordinated with major oil companies, called 

the ‘Seven Sisters’. This caused Iranian oil exports to plummet 97% and devastating 

government revenues. Additionally, the British organised a clandestine coup in the 

Iranian parliament, called the Majlis, to oust Mosaddeq. Despite this economic and 

military pressure, Mosaddeq remained domestically popular through mid-1953, 

implementing non-oil economic strategies that prevented total collapse (Gasiorowski, 

Byrne, 2004, pp. 229–231, 271–273, 319–320). At the time, the Iranian view was 

positive and arguably a result of American soft power; however, the U.S. approach to 

Iran would change with the U.S. president and British framing of Iranian nationalism as 

a communist threat. 
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The Eisenhower administration, which assumed office in January 1953, shifted U.S. 

policy from supporting Mosaddeq to authorising regime change. In coordination with 

British intelligence, U.S. officials concluded that Iran's deteriorating political situation 

and Mosaddeq's inability to settle the oil dispute created conditions where the 

communist Tudeh Party could rise to power and enable Soviet control of Iran 

(Gasiorowski, Byrne, 2004, pp. 229–233). Between February and April 1953, 

Secretary of State John Foster Dulles and CIA Director Allen Dulles approved a joint 

CIA-SIS Operation TPAJAX or AJAX, allocating $1 million to ‘bring about the fall of 

Mosaddeq’ and re-install Rhesah Shah with General Fazlollah Zahedi's support. The 

primary stated justification was preventing Iran from ‘falling into Soviet hands,’ though 

securing Western access to Iranian oil resources was equally critical to U.S. and British 

strategic interests (Wright, 2021, pp. 18–19; Rahnema, 2013, pp. xx–xxiii, 27–30, 290–

293). 

 

On 19 July 1953, Kermit Roosevelt, from the newly formed U.S. Central Intelligence 

Agency, arrived in Iran and successfully executed the plan to overthrow Mosaddeq’s 

government. Roosevelt used covert funding, information warfare, bribery, and 

orchestrated violence through Iranian proxies. The initial attempt failed. Yet, Roosevelt 

persisted, and the second attempt succeeded. On 19 August 1953, General Fazlollah 

Zahedi declared himself the temporary leader until the Shah returned from exile 

(Rahnema, 2013, pp. xxiii–xxv, 60–66, 1–3; Gasiorowski, Byrne, 2004, pp. 249–256, 

259–261, 263–265). After returning, the Shah and Zahedi consolidated power by 

arresting and crushing opposition, extinguishing the fledgling and only democracy in 

the region. With the support of the U.S., the Shah ran an authoritarian state until 1979, 

when a revolution enabled Ayatollah Khomeini to seize power as the Supreme Leader 

of the new Islamic Republic of Iran, using an anti-American message (Gasiorowski, 

Byrne, 2004, pp. 258–263; Wright, 2021, pp. 123–129). 
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Annex B: Recommendation Background 

 

Consequences of Trump’s Hard Power approach to Greenland 

 

While writing this paper, President Trump and his Administration applied diplomatic 

hard power directly on Denmark, Greenland, the EU, and NATO allies. During his 

second term, President Trump made Greenland a major foreign policy priority. Stating 

during his State of the Union address on 4 March 2025, ‘I think we’re going to get it 

[Greenland] one way or the other. We’re going to get it’ (Trump, 2025b). Then, 

International relations concerning Greenland spiked after the successful operation to 

capture and bring Venezuelan President Nicolas Maduro to the U.S. on drug trafficking 

charges. Emboldened by this successful demonstration of U.S. military hard power, 

President Trump implied that annexing Greenland by force was an option. Second, He 

threatened additional tariffs against Denmark and European Countries opposing his 

demands (Vela, 2026). In addition to other statements, President Trump texted the 

Prime Minister of Norway on 19 January 2026, ‘Dear Jonas: Considering your Country 

decided not to give me the Nobel Peace Prize for having stopped 8 Wars PLUS, I no 

longer feel an obligation to think purely of Peace, although it will always be 

predominant, but can now think about what is good and proper for the United States 

of America. Denmark cannot protect that land from Russia or China, and why do they 

have a ‘right of ownership’ anyway? There are no written documents, it's only that a 

boat landed there hundreds of years ago, but we had boats landing there, also. I have 

done more for NATO than any other person since its founding, and now, NATO should 

do something for the United States. The World is not secure unless we have Complete 

and Total Control of Greenland. Thank you! President DJT’(Buli, 2026; Vela, 2026). 

 

These actions have alienated European and NATO allies. The resulting consequences 

are yet to be realised. However, the Prime Minister of Canada, Mark Carney, delivered 

a speech at the 2026 World Economic Forum the following week, indicating that 

potential long-term damage to U.S. legitimacy and the current World Order has been 

done. Carney stated, ‘It seems that every day we're reminded that we live in an era of 

great power rivalry, that the rules-based order is fading, that the strong can do what 

they can, and the weak must suffer what they must…. On Arctic sovereignty, we stand 

firmly with Greenland and Denmark, and fully support their unique right to determine 
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Greenland's future… We know the old order is not coming back. We shouldn't mourn 

it. Nostalgia is not a strategy, but we believe that from the fracture, we can build 

something bigger, better, stronger, more just’(Carney, 2026). The Foreign Minister of 

Denmark and Kaja Kallas, the Vice President of the European Commission, issued 

similar statements condemning President Trump's actions. President Kallas stated, 

‘We [the EU] have no interest to pick a fight, be we will hold our ground [against the 

U.S. coercion to acquire Greenland],’ and ‘We [the EU] want strong trans-Atlantic ties. 

But Europe needs to adapt to new realities. It’s no longer Washington’s primary centre 

of gravity…’(Kallas, 2026). 
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INTRODUCTION 

 

On NATO’s eastern flank, where the pressure of the Russian military remains a 

persistent threat, technological superiority is not a luxury but a strategic necessity. 

Artificial intelligence (AI) has rapidly become a decisive factor in modern warfare, 

shaping everything from intelligence collection and targeting to autonomous systems 

and logistics. However, AI superiority fundamentally depends on access to advanced 

AI chips – the specialised processors required to train and deploy modern machine-

learning systems. As a result, export controls on these chips have become a central 

instrument of strategic competition in the post-2022 security environment. 

 

Following Russia’s full-scale invasion of Ukraine, the United States (U.S.) and its Allies 

imposed restrictions on the transfer of advanced semiconductors and manufacturing 

equipment. These measures now target not only Russia but also China, the world’s 

largest semiconductor consumer and Russia’s most important technological partner. 

As a result, these restrictions limit Russia’s access to high-end chips while 

simultaneously slowing China’s technological progress. 

 

This paper examines the strategic role of export controls on advanced AI chips in 

shaping Russia’s and China’s capabilities and NATO’s technological advantage. The 

analysis primarily focuses on the post-2022 environment and the sanctions that 

followed, assessing how these restrictions influenced the development of AI-enabled 

systems in the ongoing war in Europe. It further assesses whether such controls 

constrain Russia’s military AI innovation and identifies what additional measures NATO 

must take to maintain its technological edge.  

 

Against this background, the following research question is proposed: How can NATO 

strategically leverage export controls on AI chips to maintain technological superiority 

over Russia and China in an evolving military technological competition? This paper 

argues that export controls offer NATO a temporary but significant strategic edge, 

however, to sustain long-term superiority, NATO must pair export controls with 



144 
 

proactive investments in defence innovation, strengthened Alliance interoperability, 

and robust counter-AI strategies. 

 

Export controls may slow the technological progress of both China and Russia, but 

they cannot guarantee long-term superiority. For NATO, the challenge is to exploit the 

current window of advantage created by export restrictions while adversaries try to 

adapt. The relevance of this research stems from the accelerated militarisation of AI 

and the extent to which semiconductor supply chains now directly influence operational 

outcomes and long-term strategic stability. 

 

The roadmap for the paper proceeds as follows. Chapter 1 outlines the conceptual 

foundation for the use of AI in the military and the strategic importance of AI chips. 

Chapter 2 analyses Russia’s AI trajectory and the impact of export controls, including 

China’s role as a significant supplier. Chapter 3 examines NATO’s AI integration efforts 

and the relative advantage created by its access to advanced semiconductors. Chapter 

4 offers strategic recommendations for sustaining NATO’s technological edge. 

 

CHAPTER 1: CONCEPTUAL FRAMEWORK 

 

AI has rapidly become an important component of modern military power. In the 

defence context, AI refers to computer systems capable of performing tasks that 

traditionally require human cognition (Morgan, 2020, p. 9), but at a speed and scale 

not attainable by human operators. Military forces worldwide are integrating AI into 

operations, particularly through systems such as unmanned autonomous vehicles, 

robotic platforms, and decision-support tools that process vast amounts of battlefield 

data at unprecedented speeds (Reinhold, 2025, p. 14).  

 

AI systems do not function in isolation; they depend on the computational power 

provided by specialised hardware. AI chips such as graphics processing units (GPUs), 

field programmable gate arrays (FPGAs), and application-specific integrated circuits 

(ASICs) are designed to handle the intensive processing required for training and 

deploying machine-learning models. IBM defines these chips as computer microchips 

specially designed to execute complex AI tasks that exceed the capabilities of 

traditional CPUs (Flinders and Smalley, 2025). GPUs are widely used for deep 
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learning, image recognition, and large-scale data analysis, including swarm-

coordination tasks (Flinders et al., 2025). FPGAs, being versatile and reprogrammable, 

support specialised tasks involving signal processing and data acquisition, which 

makes them widely used in UAVs, performing flight control, sensor processing, and 

communications (Schneider, Smalley, 2025). ASICs, optimized for specific tasks, can 

support both training and inference in high-performance systems (Khan, Mann, 2024). 

Unlike earlier defence innovations, military AI development is driven primarily by the 

commercial sector. AI companies generate breakthroughs that rapidly advance 

applications relevant to defence. This dynamic creates both opportunities and 

vulnerabilities, as states with access to advanced commercial AI products gain 

significant military advantages, while those without access face structural limitations in 

their ability to develop competitive AI systems (Reinhold, 2025, p. 15). 

 

Earlier assessments of military AI, such as RAND’s 2020 report Military Applications 

of Artificial Intelligence: Ethical Concerns in an Uncertain World, identified three 

primary areas where AI was expected to transform warfare: 

1. operational effectiveness, including acceleration of the OODA loop and 

improved targeting; 

2. data processing and analysis, enabling the exploitation of massive ISR 

datasets; and 

3. resource optimization through automation of routine tasks, predictive 

maintenance, and supply-chain management (Morgan, 2020, pp. 15-20). 

 

At the time, these applications were largely speculative, however, the war in Ukraine 

has demonstrated that AI-enabled systems, especially autonomous platforms, now 

deliver tangible battlefield advantages. Ukraine’s use of AI-supported drone 

operations, including long-range autonomous missions such as the ‘Spiderweb’, 

illustrates how AI can shift elements of warfare away from direct human involvement 

and enable deeper penetration into enemy territory.  

 

Because AI chips are essential for advanced military AI applications, several countries 

have imposed export controls on their manufactured AI chips and semiconductor 

equipment. Since 2022, the U.S. has led coordinated efforts to restrict access to 

advanced semiconductors, focusing primarily on China but with significant effects on 
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Russia as well. These controls target chips that exceed a specific Total Processing 

Performance (TPP) threshold, particularly GPUs and certain high-bandwidth memory 

(HBM) accelerators which are important for training large-scale AI models. The U.S. 

has also extended restrictions to AI chips manufactured abroad using U.S. technology, 

significantly tightening global compliance requirements (Allen and Goldston, 2025, pp. 

2-5).  

 

Recent actions by the U.S. Bureau of Industry & Security (BIS) include closing 

regulatory loopholes (OCPA 15 Jan 2025), expanding the Entity list by adding parties 

attempting to enhance China’s computing capabilities, issuing multi-million-dollar 

penalties (Last 2025), and strengthening enforcement through the Disruptive 

Technology Strike Force. In 2024 alone, BIS Export Enforcement reported 26 criminal 

cases involving export-control violations linked to China, Russia, and Iran (OCPA 2 

Jan 2025). In January 2025, the U.S. announced additional restrictions on advanced 

computing semiconductors, reinforcing due-diligence requirements for foundries to 

prevent diversions to China (OCPA 15 Jan 2025). 

 

Allied efforts have aligned unevenly with U.S. export restrictions, with some partners 

hesitant to apply bigger pressure on Russia’s access to AI hardware. The EU remains 

constrained by the Wassenaar Arrangement, where Russia retains veto power over 

any meaningful amendments concerning AI chips (Allen and Goldston, 2025, p. 6). 

However, key partners such as the Netherlands and Japan have tightened restrictions. 

On 15 January 2025, the Netherlands announced restrictions on advanced 

semiconductor equipment, including lithography tools essential for the manufacturing 

of AI chips (Netherlands 15 January 2025). Japan soon followed with similar measures, 

prompting China to release a statement about ‘certain countries’ abusing export control 

measures to suppress China’s semiconductor industry (Allen and Goldston, 2025, p. 

20). South Korea and Taiwan also mostly comply with U.S. restrictions due to supply 

chain dependencies (Allen and Goldston, 2025, pp. 20-25). 

 

These controls create a temporary window of strategic advantage for NATO. However, 

this advantage is time-limited and may incentivise Russia and China to accelerate 

domestic innovations that could eventually erode or surpass the current Western lead. 
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CHAPTER 2: RUSSIA’S AND CHINA’S MILITARY AI TRAJECTORIES UNDER 

EXPORT CONTROLS 

 

Russia presents itself as an aspiring AI power. Its 2019 National AI Strategy, updated 

in 2023, set two milestones: to improve Russia’s global AI standing by 2024, and to 

eliminate its lag behind developed countries and achieve ‘leadership in certain AI-

related areas’ by 2030 (GINC, 2026). This ambition is reinforced at the political level. 

On 1 September 2017, Vladimir Putin met with students in Yaroslav, Russia, and stated 

that the development of AI raises ‘colossal opportunities and threats that are difficult 

to predict now’. He warned that ‘the one who becomes the leader in this sphere will be 

the ruler of the world’ (AP News, 2017). Almost six years later, on 7 March 2023, in a 

conversation with Sberbank CEO German Gref in Moscow, Putin said that ‘[AI] is 

absolutely the future. If we talk about the importance for the country, for any country, 

it is on par with atomic or missile projects of the Soviet Union in the mid-1940s and 

1950s’ (Reuters, 2023). 

 

However, Russia’s AI ambition rests on a structurally weak foundation. Even before 

2022, Russia depended heavily on Western semiconductors, foreign manufacturing, 

and imported electronics. After the invasion of Ukraine, sanctions severed access to 

these technologies, forcing Russia to rely on domestic products or to import from non-

Western intermediaries (Bergmann et al., 2023, p. 22). According to a Russian media 

news article from 1 October 2024, Russia announced plans to invest up to 240 billion 

RUB (approximately USD 2.5 billion) by 2030 in a project focused on developing 

equipment and materials for domestic chip manufacturing, however, there is no 

evidence that Russia is close to closing the gap with global leaders in AI hardware or 

semiconductor production (Trueman, 2024). 

 

As a result, Russia’s AI ecosystem suffers from limited domestic semiconductor 

components, dependence on foreign components, industrial bottlenecks, and a 

widening gap between political rhetoric and technological reality. These weaknesses 

have been amplified by export controls, which restrict access to the advanced chips 

required for AI development.  
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China occupies a unique position in the global AI landscape. It is both a strategic 

competitor to NATO and a major supplier of commercial electronic components to 

Russia. Yet China’s own semiconductor ecosystem faces significant constraints. 

Despite massive state investment, China still cannot produce AI chips that match the 

performance of leading U.S. designs. In a study published on 15 December 2025, 

researchers compared AI chips produced by Nvidia and Huawei and found that the 

best Nvidia chips significantly outperform Huawei’s, with U.S. made chips 

demonstrating up to five-fold performance advantage over the best of China’s, with the 

gap projected to probably grow in next two years’ time (McGuire, 2025). Chinese 

researchers themselves acknowledge that the AI chips from China have performance 

shortcomings (Wu and Ren, 2025).  

 

Although China pushes its tech companies to use domestic AI chips (Chang, 2025), a 

study from August 2025 shows that China’s tech firms are reluctant to use Huawei’s 

chips themselves. Chinese AI developers overwhelmingly prefer using Nvidia chips 

and go to great lengths to try to obtain them, with Chinese companies spending USD16 

billion to stockpile Nvidia’s H20 chips ahead of a potential U.S. ban on their sales to 

China (Chan, 2025).  

 

China’s broader AI ecosystem, however, is far more advanced than Russia’s. 

According to the World Economic Forum’s Blueprint to Action: China’s Path to AI-

Powered Industry Transformation (January 2025), China has built one of the world’s 

largest AI infrastructures, supported by national computing grids, extensive 5G 

coverage, and a rapidly expanding data environment (Na et al., 2025, p. 12). The report 

states that China is investing heavily in strategic infrastructure, sector-specific AI 

models, and talent cultivation, creating a robust foundation for long-term AI 

development. 

 

China’s 2025 national AI strategy further accelerates this trajectory. According to the 

Global Tech Council (August 2025), China has launched a comprehensive national AI 

plan, supported by CNY 60 billion (approximately USD 8.2 billion) national AI fund, 

extensive regional level investments, and targeted support for generative AI, robotics, 

smart manufacturing, and quantum technologies (Tosh Marketing, 2025). These 
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initiatives reflect China’s intent to reduce foreign dependence, strengthen domestic 

innovation capacity, and build a vertically integrated AI ecosystem. 

 

Despite continued dependence on foreign lithography equipment, U.S. export controls 

on advanced GPUs and semiconductor equipment, and performance gaps in domestic 

AI chips, China remains far more technologically capable than Russia.  

 

Following the 2022 invasion of Ukraine, Western technologies were cut off to Russia 

through extensive sanctions, pushing Russia to exploit loopholes through China, EAEU 

countries, and non-Western intermediaries such as Türkiye and several Central Asian 

states (Zayakin, 2025). Most notably, Kazakhstan emerged as the main middleman. 

Research from January 2025 shows that microelectronics exports to Russia have 

surged from USD 791,890 in June to USD 2,285,227 in July, with post-invasion (from 

February 2022 to February 2024) averages (USD 1,405,244) reflecting a 567% 

increase over pre-invasion (January 2020 to January 2022) averages (USD 210,681) 

(Ruth 2025). These numbers illustrate the scale of sanctions evasion but do not 

indicate access to advanced AI chips. 

 

China became Russia’s largest supplier of semiconductors after announcing its ‘no-

limits’ partnership with Russia 20 days before the 2022 invasion, with exports of 

semiconductors increasing by USD 75.3 million from 2020 to 2023 (Ruth, 2025). 

However, research from April 2025 suggests that these flows may have slowed down. 

In 2024, electronic imports from China dropped from USD 1.6 billion to USD 260 

million, while imports from countries that adhere to the sanctions more strictly, like, 

EU/EEA, Switzerland, the UK, U.S., Canada, Australia, New Zealand, South Korea, 

and Japan, had dropped below USD 200 million (Zayakin, 2025). In the end these 

evasion tactics have failed to deliver any advanced AI chips to Russia. 

 

Overall, sanctions have intensified pre-existing structural weaknesses in Russia’s 

military industry, accelerating technological stagnation, hardware shortages, and 

production degradation (Boulègue, 2025, p. 3). With innovation stagnation and 

hardware shortages, as well as degradation of production, Russia is seeing regression 

rather than progress, substituting higher-end components from Western countries with 

lower-quality alternatives, forcing reliance on attritional warfare using large quantities 
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of inexpensive munitions rather than high technology manoeuvres and operations, a 

contrast pointed out by Ukraine’s more technologically enabled approach (Bergmann 

et al., 2023, p. 36-39). In the AI competition anticipated by Putin, Russia is evidently 

lagging, with noticeable operational impact. 

 

CHAPTER 3: NATO’S AI INTEGRATION AND THE RELATIVE ADVANTAGE 

 

NATO’s approach to AI is anchored in a robust, Alliance-wide governance framework. 

The 2021 NATO AI Strategy established the Alliance’s strategic vision for AI adoption, 

setting four aims: 1) responsible development and use, 2) accelerated adoption and 

interoperability, 3) protection/monitoring of AI and innovation, and 4) safeguarding 

against malicious use. It also introduces Principles of Responsible Use (PRUs) to 

ensure lawfulness, responsibility, accountability, explainability, traceability, reliability, 

governability, and bias mitigation (NATO, 2024), to ensure that AI-enabled systems 

deployed by NATO member states uphold transparency and human oversight, even in 

difficult operational situations. These principles were reaffirmed and operationalised in 

the 2024 Revised AI Strategy, which emphasises accelerating AI adoption, enhancing 

interoperability, protection of innovation, and safeguarding against adversarial AI use, 

including risks arising from new capabilities such as generative AI and AI-enabled 

information tools. By establishing shared standards and governance mechanisms, 

NATO enables its 32 members to integrate AI systems across domains (Clement, 

2024, p. 11). This creates a coordination advantage: NATO can use common principles 

and shared implementation efforts to pursue interoperability across Allies, even though 

national approaches and capabilities still vary. 

 

NATO’s innovation ecosystem is designed to accelerate the development and adoption 

of dual-use technologies across the Alliance. The Defence Innovation Accelerator for 

the North Atlantic (DIANA) serves as a bridge between governments, industries, and 

academia, identifying and supporting promising innovators through accelerator 

programmes (Clement, 2024, p. 6). It gives them access to an Alliance-wide network 

of accelerator sites and test centres to help de-risk, validate, and demonstrate 

solutions (NATO, 2024). The NATO Innovation Fund (NIF) complements DIANA by 

providing long-term investment to scale these technologies, with NATO describing it 

as a multi-sovereign venture capital fund with 15-year timeframe, intended to back 
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early-stage dual-use technologies relevant to Alliance security (NATO, 2025). DIANA 

and the NIF are legally separate but mutually reinforcing – DIANA focuses on problem-

driven challenge calls and acceleration, while the NIF provides larger capital and 

prioritizes investment in DIANA accelerated companies located in participating nations 

(NATO DIANA, n.d.). Together they are meant to shorten the road from innovation to 

adoption by combining problem driven challenge calls, testing and evaluation capacity, 

and scale-up capital aligned with NATO and national demand signals (NATO, 2024; 

NATO DIANA, n.d.). 

 

NATO’s operational integration of AI is noticeable across multiple mission critical 

domains. In intelligence, surveillance, and reconnaissance (ISR), the Alliance employs 

AI-driven orchestration systems such as the STAR (Sharing Tasks with Autonomous 

Resources) system to coordinate manned and unmanned assets, enabling real-time 

task allocation and improved coordination under human oversight (Paul et al. 2025, 

p.1). NATO experimentation activities, such as the Digital Backbone Experiment 

(DiBaX2025) hosted in Latvia, focused on testing the use of unmanned systems in 

complex and contested environments and on assessing how AI can support detection 

and decision-making tasks within multi-domain operations (Latvia MoD Press Division, 

27 Oct 2025). 

 

For decision support, digital assistants like AI FELIX, as well as initiatives like AIDA 

and AI CLAIR, are being developed under NATO ACT to support information 

management, documentation handling, and knowledge discovery across NATO 

structures, with the aim of reducing routine staff workload and improving access to 

relevant information (NATO ACT, 2025).  

 

NATO’s approach to AI is not limited to policy development but also reflects on the 

operational level. In its Science & Technology Trends 2025-2045 report from April 

2025, NATO Science and Technology Organisation (STO) states that, in the military 

context, AI can support strategic planning and tactical decision-making support, 

strengthen intelligence, surveillance, and reconnaissance (ISR) capabilities, and 

improve cyber network monitoring and defence, etc. (Sweeney, 2025, p. 17). Within 

this framework, AI-enabled orchestration tools, such as the STAR (Sharing Tasks with 

Autonomous Resources) system, are intended to support planning, tasking, 
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orchestration, and execution of coordinated multi-domain operations. In a proof-of-

concept implementation, the STAR system achieved tasking accuracy up to 89% in 

modelling and simulation environments, while retaining human control over final 

decision (Paul et al., 2025, p. 12). 

 

Building on NATO’s AI governance framework, innovation ecosystem, and emerging 

operational use cases already discussed above, the Alliance’s relative advantage lies 

primarily in its capacity for multinational integration under conditions of strategic 

competition. Unlike Russia, whose AI development is constrained by sanctions and 

industrial limitations, and China, whose AI trajectory remains heavily state centric and 

nationally bounded, NATO operates as a coalition that must translate technological 

capacity into interoperable and trusted military effects across multiple sovereign actors, 

to achieve common and national AI goals (RUSI, n.d.). 

  

While the need for prioritisation of interoperability imposes coordination costs, it also 

creates a comparative strength, as AI systems designed, tested, and governed for 

coalition use are more readily scalable across allied operations than nationally 

optimized solutions (Huisman, 2025, pp. 5-6). The strategic environment, created by 

export controls on advanced AI chips and semiconductor manufacturing equipment, 

further amplifies NATO’s relative advantage. The controls themselves do not generate 

technological superiority, but they shorten adversarial AI advancement timelines and 

increase the strategic value of NATO’s existing strengths in integration, 

experimentation, and Alliance-wide adoption. The controls work as a force multiplier 

rather than a decisive instrument (Allen, 2025, pp. 2-7).  

 

Despite NATO’s emerging integration advantage, the adoption of AI-enabled 

capabilities introduces a set of persistent challenges and risks that could limit 

operational effectiveness if left unaddressed. For example, interoperability across 

human, technical, and procedural dimensions is not automatic and imposes significant 

coordination costs, which may be aggravated as AI systems become more complex 

and data dependent (Huisman, 2025, pp. 5-6). Related challenges arise from data 

governance and information sharing constraints. AI-enabled decision support systems 

may risk producing degraded or misleading outputs when data is fragmented, 

outdated, or inaccessible across national boundaries, potentially undermining Alliance 
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decision making rather than enhancing it (Reynolds 2024). There are also governance, 

legal, and accountability risks. Uneven national approaches to AI procurement, 

oversight, and ethical standards may slow down adoption and erode trust among 

Allies, particularly where responsibility for AI assisted decisions remains unclear 

(Clement, 2024, pp. 2-5). Finally, digital infrastructure dependencies, including reliance 

on cloud-based systems, introduce independence and resilience concerns in crisis or 

wartime scenarios (Sylvia, 2025). Together these challenges mean that NATO’s AI 

advantage remains conditional and contingent on sustained efforts to manage 

integration risks alongside capability developments.  

 

CHAPTER 4: SUSTAINING LONG TERM SUPERIORITY: STRATEGIC 

RECOMMENDATIONS  

 

4.1 Strategic implications of AI and Export Controls for NATO 

 

The analysis in Chapter 1-3 demonstrates that export controls on advanced AI chips 

and semiconductor manufacturing equipment have altered the strategic environment 

in which NATO, Russia, and China pursue military AI development. However, these 

controls do not determine outcomes by themselves. Rather they create a temporary 

window of opportunity during which NATO can consolidate its relative advantage while 

adversaries face delayed access to advanced AI chips (Allen, 2025, pp. 1-2). 

Sanctions and export restrictions have reinforced Russia’s pre-existing industrial 

weaknesses. They have contributed to shortages of advanced AI chips and 

substitution with lower quality alternatives. China, although constrained by export 

controls, continues to advance through scale, state coordination, and infrastructure 

investments (Bergman et al., 2023, p. 4) (Na et al. 2025, pp. 5, 11-12).  

 

For NATO, the main problem is that technological denial alone is not enough. Export 

controls function primarily as instruments for buying time. Their strategic value 

depends on what the Alliance does during the time these controls are in effect. The 

effectiveness of these controls is also dependent on allied alignment, enforcement 

capacity, and political willingness. But even then, the controls cannot guarantee long 

term technological superiority over competitors (Allen, 2025, pp. 1-2). There is 
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significant uncertainty around the military impact of AI. NATO should not assume linear 

advantage or automatic dominance (Black, 2024, p. 3).  

 

NATO’s relative advantage is conditional and can disappear. It rests not on permanent 

denial of adversary capabilities. Instead, it depends on the Alliance’s ability to translate 

time into durable gains in integration, interoperability, and operational learning. Failure 

to do so risks wasting the strategic space created by export controls. This would allow 

competitors, especially China, to adapt and narrow the gap. 

 

4.2. Policy Option I: Deepening Alliance Wide AI Integration 

 

The first and most important policy option for NATO is to deepen Alliance-wide AI 

integration. This reinforces the core advantage identified in Chapter 3 – NATO’s 

capacity to coordinate and operationalize AI across the Alliance. Interoperability in this 

context goes beyond purely technical compatibility. It also includes procedural and 

human dimensions (Huisman, 2025, p. 1). AI-enabled systems that heavily depend on 

shared data, mutual trust, and assurance mechanisms. As a result, they tend to amplify 

these challenges rather than mitigate them.  

 

The case for prioritizing integration is grounded in the specific challenges identified in 

Chapter 3: uneven digital readiness across Allied states, data governance 

fragmentation that risks degrading AI-assisted decision-making across national 

boundaries (Reynolds, 2024), and the gap between the STAR system 89% simulation 

accuracy and the messier conditions of real coalition operations (Paul et al., 2025, p. 

12). From a strategic perspective, prioritizing integration means embedding 

interoperability requirements more systematically into NATO’s defence planning, 

experimentation, and capability development processes. NATO’s existing 

transformation structure provides a foundation for this approach. However, integration 

must extend beyond isolated pilot projects, central HQs, or small-scale systems. The 

goal is not uniformity but coherence, ensuring that AI-enabled systems developed by 

different Allies can operate together under shared standards, governance frameworks, 

and command arrangements.  
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Deepening integration also requires addressing disparities in digital readiness across 

the Alliance. Uneven development of cloud infrastructure, data architecture, and AI 

processing capacity risks fragmenting NATO’s digital ecosystem. This fragmentation 

could undermine operational effectiveness and political trust. Preventing such 

outcomes requires deliberate coordination, sustained investment in enabling 

infrastructure, and the development of human capital across all member states (Horan, 

2025, p. 2). 

 

This policy option would build directly on NATO’s existing strategies rather than 

replacing them. It treats AI not as a stand-alone capability, but as an enabling 

technology. Its military value emerges only when embedded within interoperable 

systems capable of supporting collective defence and joint operations.  

 

4.3. Policy Option II: Aligning Export Controls with Alliance Innovation 

 

The second policy option concerns aligning export controls more closely with NATO’s 

innovation and integration efforts. As established in Chapters 1 and 2, the need for 

better Allied coordination is demonstrate by specific failures, including the 567% surge 

in microelectronics routed through Kazakhstan that exposed enforcement gaps (Ruth, 

2025), and the uneven Allied alignment with U.S. restrictions, that has left coordination 

structurally incomplete (Allen and Goldston, 2025, p. 6). These restrictions have 

constrained Russia’s access to advanced AI chips and complicated China’s ability to 

obtain high-end AI systems. At the same time, the analysis in Chapter 3 shows that 

these measures do not by themselves generate NATO’s relative advantage. Rather, 

they delay adversaries and shape the strategic environment in which competition 

unfolds.  

 

From a strategic standpoint, export controls are most effective when they are 

coordinated among Allies and fixed within broader strategic objectives. Their impact 

depends not only on formal legal authorities, but also on enforcement capacity, political 

willingness, and consistency across participating states. Where alignment is weak, 

whether due to uneven implementation, regulatory loopholes, or divergent national 

priorities, the effectiveness of controls is diminished. In some cases, this may 

accidentally accelerate adversary efforts to develop new alternatives. On the other 
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hand, overly rigid or unilateral restrictions risk disrupting allied innovation ecosystems. 

This is particularly true in areas where commercial AI development provides the 

technological base for military capabilities. 

 

For NATO, this implies that export controls should be treated as a supporting 

instrument rather than a substitute for capability development. Controls must be 

adjusted to preserve Allied access to critical technologies, protect shared innovation 

pipelines, and avoid creating disincentives for cooperation within the Alliance. 

Achieving this balance requires close coordination with national export controls 

authorities. It also requires engagement with key partners outside NATO whose 

industrial capabilities constitute critical nodes in the global semiconductor supply chain.  

Therefore, the strategic objective is not permanent technological denial, but strategic 

delay. Export controls should buy time for NATO to strengthen its integration 

advantage. At the same time, the Alliance must manage the risk of industrial 

fragmentation and unintended spillover effects.  

 

4.4. Policy Option III: Managing Risk, Governance, and Trust 

 

The third policy option focuses on managing the risks that accompany AI adoption 

within the multinational Alliance. As established in Chapter 3, these risks can be seen 

within the data governance fragmentation, that may cause AI decision support tools to 

produce degraded outputs when information is inaccessible across national 

boundaries (Reynolds, 2024), also in legal ambiguity surrounding accountability for AI 

assisted decisions and divergent national procurement standards risk slowing down 

Alliance wide adoption (Clement, 2024, pp. 2-5), and within cloud infrastructure 

dependency introduced resilience vulnerabilities in crisis or wartime conditions (Sylvia, 

2025). If left unaddressed, such risks can erode trust among Allies and undermine 

operational effectiveness, particularly in time-sensitive and high-consequence decision 

making environments. 

 

AI-enabled decision-making support systems are especially sensitive to quality, 

accessibility, and timeliness of data. Where data is fragmented, outdated, or unevenly 

shared across national systems, AI tools may degrade rather than enhance decision 

making. This amplifies coordination challenges in coalition operations. These risks are 
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compounded by persistent information sharing constraints and variations in national 

data governance frameworks. These factors can limit the reliability and legitimacy of 

AI assisted outputs in multinational settings.  

 

Beyond technical considerations, uneven national approaches to AI procurement, 

oversight, and ethical governance introduce additional challenges. Legal ambiguity 

surrounding responsibility for AI-assisted decisions, combined with divergent national 

standards, can slow down adoption. These issues can also complicate coalition 

operations, particularly where accountability for outcomes remains unclear. Managing 

these issues is essential to maintaining political confidence and operational trust within 

the Alliance.  

 

Digital infrastructure dependencies further shape the risk environment. They increase 

reliance on cloud-based services. Cross-border digital architecture introduces 

vulnerabilities related to independence, resilience, and continuity of operations, 

especially during crisis or wartime conditions. Differences in national risk tolerance can 

complicate collective action and expose critical dependencies at the peak operational 

demand. These dynamics underline that effective AI integration depends as much on 

governance, assurance, and resilience as on technical performance. 

 

Managing these risks does not imply slowing AI adoption. Rather, it requires clarifying 

accountability structures, reinforcing meaningful human oversight principles, and 

ensuring that governance mechanisms scale alongside operational use.  

 

4.5. Strategic Trade-offs and the Cost of Inaction  

 

The policy options outlined above involve unavoidable strategic trade-offs. Deepening 

Alliance-wide AI integration imposes coordination costs. Aligning export controls with 

innovation requires security balanced with industrial capability. Strengthening 

governance frameworks may also constrain rapid deployment. 

 

In an environment characterised by rapid technological change and compressed 

decision-making timelines, inaction does not preserve the status quo. Instead, it 

increases the likelihood of fragmented adoption, uneven capability development, and 
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diminishing interoperability across the Alliance. Strategic advantage in AI is neither 

automatic nor durable. It depends on institutional adaptation and integration. Delays in 

addressing integration and governance create opportunities for competitors to narrow 

gaps. And they may also exploit weaknesses, even under continued technological 

constraint. 

 

AI-enabled military systems also interact with strategic stability. Poorly coordinated or 

weakly governed adoption can amplify misperception, alter escalation dynamics, and 

increase uncertainty in crisis situations. The cost of inaction is therefore not neutrality, 

but strategic erosion. In the end, NATO’s challenge is not whether to adopt AI but how 

to do so in a way that sustains Alliance cohesion and operational credibility. The 

analysis above suggests that NATO’s relative advantage lies in integration, not 

dominance. This advantage must be actively maintained. 

 

CONCLUSION 

 

This research paper set out to answer the following research question: How can NATO 

strategically leverage export controls on AI chips to maintain technological superiority 

over Russia and China in an evolving military technological competition? 

  

The analysis shows that NATO does possess a relative advantage in military AI 

development, but this advantage is conditional, time-bound, and organisational, rather 

than technical. Chapter 1 established the conceptual framework, demonstrating that 

AI is commercially driven, data and hardware dependent technology, making access 

to advanced semiconductors and effective governance central to military relevance. 

Chapter 2 examined Russia’s and China’s AI trajectories under export controls, 

showing that while Russia’s AI development has been significantly constrained by 

sanctions and industrial weakness, China retains the capacity to adapt and advance 

despite external restrictions. Chapter 3 demonstrated that NATO’s advantage does not 

derive from superior national capabilities but from its ability to integrate AI across the 

Alliance through shared governance frameworks, innovation mechanisms, and 

emerging operational applications. 
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Chapter 4 combined these findings and turned them into strategic implications. It 

showed that export controls function as a force multiplier rather than a decisive 

instrument, buying time for NATO, rather than determining outcomes. The analysis 

further demonstrated that NATO’s advantage depends on deepening Alliance-wide 

integration, aligning export controls with innovation, and managing governance, trust, 

and infrastructure risks. Failure to address these areas would erode interoperability 

and undermine collective effectiveness, even in the absence of a rapid breakthrough 

in adversarial AI. 

 

This paper argued that export controls offer NATO a temporary but significant strategic 

edge, but to sustain long-term superiority, NATO must pair export controls with 

proactive investments in defence innovation, strengthened Alliance interoperability, 

and robust counter-AI strategies. The analysis supports the thesis that export controls 

alone are insufficient and that NATO’s advantage is conditional and depends on how 

effectively the Alliance uses the time bought by export controls to build interoperable, 

trusted, and resilient military capabilities. 

 

The relevance of these findings lies in their implications for Alliance strategy in an era 

of rapid technological diffusion. Military advantage in AI will increasingly favour those 

capable of coordinated governance and collective adaptation rather than those relying 

solely on denial. Future research should focus more on the operational level and 

examine how NATO’s AI integration performs under crisis conditions, how counter AI 

strategies evolve alongside adversarial adaptation, and how Alliance governance 

mechanisms adjust as AI becomes more deeply embedded in military operations. 
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Introduction 

 

The European Union (EU) and the Republic of Moldova face an increasingly complex 

security environment as Russia's full‑scale invasion of Ukraine reshapes regional 

dynamics in Eastern Europe. Within this evolving context, Transnistria, the narrow strip 

beyond the Dniester River bordering Ukraine, remains Moldova's primary internal 

security challenge and Russia's lever for exerting influence over Moldovan domestic 

and foreign policy (Fylypenko, 2017). 

 

When the Soviet Union collapsed, Transnistria remained unresolved for more than 

three decades and was often treated as a peripheral or 'managed' conflict in European 

security discussions (Belinschi, 2024). In 1990, this breakaway province declared its 

independence and after a brief but violent conflict in 1992, Transnistria became de 

facto autonomous (De Liedekerke, 2015). A ceasefire agreement, military coerced by 

Russia, signed by the presidents of Moldova and Russia, ended active hostilities, but 

Russian forces stayed in Transnistria as part of a peacekeeping mission (O’Loughlin, 

Kolossov, Tchepalyga, 1998, p. 334). Russia used two justifications for this military 

presence: one is to act as a so-called peacekeeping force and another is to protect the 

Cobasna arms depot, known as the Operational Group of Russian Forces (OGRF) 

(Shevchuk, 2023). Since 1997, the Organization for Security and Co-operation in 

Europe (OSCE) has sought to facilitate a political settlement through the so-called '5+2' 

format, but without durable success (OSCE, 2015). 

 

In international relations theory, de facto countries rely on patron states for political, 

military, economic and social survival (Isachenko, 2010, p. 21). Since 1992, Russia's 

patronage has played a decisive role in sustaining Transnistria's institutions and 

insulating the region from reintegration into Moldova (Caspersen, 2009, p. 58). Over 

time, the enclave has been characterized as '[…] a "diplomatically isolated heaven" for 

transnational criminals and possibly terrorists, a "black hole" making weapons, ranging 

from cheap submachine guns to high-tech missile parts' (Isachenko, 2010, p. 1). For 

Moscow, Transnistria has functioned as a strategic foothold, an instrument for 
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maintaining influence in the Western post‑Soviet space and constraining Moldova's 

Euro‑Atlantic ambitions (Ukrinform, 2025).  

 

Russia’s invasion of Ukraine in February 2022 marked a turning point in this 

long‑standing situation. While the war initially heightened security concerns around 

Transnistria, it also constrained Russia's ability to sustain its traditional control 

mechanisms in the region. Military flexibility was reduced, economic patronage 

became limited, political legitimacy and social coherence within the separatist regime 

began to erode. As a result, this transformation has created a narrow but significant 

window of opportunity for Moldova and the EU to reassess the prospects for 

reintegration. Within this delicate geopolitical process, an important element to 

consider is the perceived personal risk that the Transnistrian elite feels from Moscow. 

A risk that can fuel the resistance or even armed backlash in any reintegration attempt. 

Between 2022 and 2025, constrained as it is by elite caution, Moldova's accelerating 

EU process has sought to exploit this strategic opening. Moldova accelerated 

dramatically when it moved from an ‘associated’ country to a partner ready to negotiate 

accession. EU documents repeatedly emphasise Moldova's territorial integrity and 

identify Transnistria as a source of instability not only for Moldova, but for the EU as a 

whole (Cenusa, 2026; European Council, 2025a). In this sense, Moldova's EU 

accession process has internationalised the Transnistrian issue, embedding it within 

the broader framework of European security and enlargement policy (Całus, 2023, p. 

2). 

 

Against this backdrop, this research paper addresses the main question: how has 

Russian aggression in Ukraine affected the prospects for Transnistria's reintegration 

into Moldova? To answer this question, the dynamics of the Russian influence in the 

separatist entity are analysed across the political, military, economic, and social 

domains, each of which has undergone changes since 2022. This paper argues that 

Russia's 2022 invasion of Ukraine has improved the prospects for Transnistria's 

reintegration into Moldova while simultaneously expanding Moldova's structural 

leverage over the region. However, reintegration remains constrained by the 

Transnistrian elites' acute fear of Kremlin retaliation, which will require credible and 

enforceable security guarantees as a precondition for any durable settlement. 
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The paper is organised into three chapters. The first chapter maps the identified shifts 

that have occurred since the outbreak of the Russian-Ukrainian war, allocating the 

discussion to the four domains. The second chapter analyses how these changes have 

reshaped dynamics in Transnistria and influenced relations with Moldova and the EU. 

Conclusions and future recommendations for the region's convergence are offered in 

the third chapter of this research paper.  

 

Transformations in Transnistria since the outbreak of the war in Ukraine 

 

'In 2025, the left bank of the Dniester River entered the deepest economic and social 

crisis in at least the last 25 years. Industry has collapsed, GDP has fallen dramatically, 

exports are at a historic low, and the population lives worse than a decade ago,' 

presented Veaceslav Ioniță, economic expert, in his analysis (Procopciuc, 2026). 

Moreover, the EU is concerned about the region's security and the presence of military 

forces in Transnistria, therefore the EU is keen to support conflict resolution to draw 

Transnistria more in line with Moldova and the West. Since 2022, Transnistria has 

transformed from a static frozen conflict into a more dynamic element in the EU-Russia 

strategic competition. This chapter explains the main shifts visible in Moldova's favor 

across the different domains. 

 

Political domain 

For a long time, political legitimacy in Transnistria has been created rather than earned. 

The regime survived on the basis of large turnouts in carefully controlled elections 

where there was little possibility of genuine opposition. Since 2022, this manufactured 

consensus has visibly collapsed.  

 

The Freedom House poll indicates that Transnistria is not a democratic entity and non-

citizens of Moldova cannot vote in Moldovan elections nor the democratic basis for 

their elite (Freedom House, 2025). In November 2025, a year-long electoral cycle 

began in Transnistria that will end with presidential elections in December 2026 (Smith, 

2025). It is analysed that Transnistrian elections have made a deep curve: voter turnout 

has dropped from 78.6% in the 2006 elections to about 60% in the presidential 

elections of 2016, then to less than 30% in the 2020 legislative elections, and finally to 

a record low of 26% in 2025 (Vieru, 2025). In addition, as in non-democratic countries, 
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there is no room for a real opposition - 'voting without options' does not indicate stability 

but instead the authority over the administration (Dirun, 2025). Even minor dissent, 

such as a slogan at an FC Sheriff Tiraspol football match calling for fair elections, was 

quickly suppressed during the last elections. The main reason for that is the fear among 

the Transnistrian political elite of any overt European reorientation, as such a shift is 

perceived as a threat of retaliation from the Kremlin. In this sense, political paralysis is 

not only a product of authoritarian control but also a defensive strategy, as local 

decision‑makers seek to avoid provoking Russian coercive measures. Consequently, 

for many individuals, non-participation is the sole form of 'protest vote' that carries 

minimal risk. Therefore, it is not a misinterpretation that the Ukrainian Foreign 

Intelligence Service is presenting the 2025 elections as an indication of a 'deepening 

gap' between the populace and the government in charge (Vieru, 2025). Such actions 

indicate growing cracks in the political system (Smith, 2025), which, in turn, is 

reinforced by the Russian military presence in the region. 

 

Military domain 

Before 2022, Russia's contingent of 1,500 troops and 20,000 tonnes of military 

equipment and armaments (Necsutu, 2022) in Transnistria served as a strategic 

deterrent, which prevented any Moldovan efforts at reintegration. The full-scale 

invasion of Ukraine has altered this calculus. Russia's peacekeeping forces in 

Transnistria are estimated as small, weak and poorly equipped with little combat 

experience (Deen, Zweers, 2022, p. 23) and the military significance of the ammunition 

depots at Cobasna is also likely minimal; the ammunition has either expired, been 

deported to Russia, or been illicitly sold (Baumgardner, 2022). This shift is caused by 

the impossibility to receive Russian logistical support or to rotate officers to Transnistria 

after Ukraine's border closure (Kubica, 2024, p. 22; Korshak, 2025). Without a Russian 

logistical network, the training of the troops also remained limited and unrealistic. Aside 

from a few enthusiasts, the Russian troops do not operate even hobby-sized drones, 

not to mention any operable aircraft or helicopter (Korshak, 2025). Furthermore, they 

likely choose local strategic interests over those of Russia (Baumgardner, 2022), 

because approximately 90% of the combatants are inhabitants of Transnistria (Deen, 

Zweers, 2022, p. 23). Consequently, soldiers are more motivated by financial 

compensation than by a sense of belonging (Foster, 2024, p. 123), and many would 

probably desert rather than engage in conflict (Deen, Zweers, 2022, p. 23). It is claimed 
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that 'Transnistria poses no concern for Moldova' (TCB, 2023) and Moldova’s Prime 

Minister Dorin Recean described Russian forces in Transnistria as 'almost 

meaningless' (Korshak, 2025).  

 

This operational decrease has strengthened diplomatic callings. Moldova's President, 

Maia Sandu, has persistently called for the withdrawal of Russian troops from 

Transnistria. 'We are an independent country that does not want foreign troops to stay 

on its territory,' she told reporters. 'This is not just a declaration; it is a necessity,' she 

added (BBC, 2020). A recent EU document has also called for an end to Russia's 

military presence and deployments in Moldova (Onea, 2026). Nevertheless, the 

Russian and Transnistrian administrations claim that the presence of this contingent is 

necessary to guard the ammunition depots at Cobasna and to maintain the 

peacekeeping mission in Transnistria (Hedenskog, 2022, p. 7). Officially, Russia 

continues to occupy the country, contrary to the populace's will and in violation of 

international regulations and principles (Miklasova, 2023, p. 11; Korshak, 2025) with 

the military called a 'force without a power', capable of the greatest utility in securing 

logistics and transportation (Korshak, 2025). Russia's diminished military capabilities 

have also been exacerbated by the collapse of economic patronage. 

 

Economic domain 

When Transnistria declared secession from Moldova, it retained the region's most 

robust economy. Transnistria accounted for 30% of the industry (Center for Strategic 

Studies and Reforms, 2005, p. 10) and compared to Moldova, Transnistria was 

wealthy. 

 

Before the full-scale Russian-Ukrainian war, Transnistria was the hotbed for drug and 

arms trafficking, as well as nuclear materials (Rădulescu, 2006, p. 3). Trade data 

indicate that Russia and the EU formed the predominant portion of trade in 2020 and 

2021. The primary share of Transnistrian goods went to Moldova and the EU. 

Nevertheless, Transnistria's largest import trade partner was Russia, accounting for 

44% of total imports (Ministry of Economic Development of the Pridnestrovian, 

Moldavian Republic, 2021). After Ukraine closed its border in 2022, Transnistria was 

cut off from both its legal and illegal revenue streams. Now, Moldova is the only route 

for Transnistria to access the outside world (Yoko, 2024, p. 16) and trends indicate a 
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heightened importance of the EU and the Moldovan market for the region. In 2025, 

around 77% of Transnistria's exports were sent towards the EU and Moldova, and only 

7% to Russia. Moreover, almost 50% of its imports originated from the EU 

(Government Republic Of Moldova, 2025).  

 

Against this backdrop, the Moldovan authorities have used the situation to advance 

Transnistria's economic transition and strengthen customs inspections. The Moldovan 

government has required Transnistrian enterprises to remit a fee for customs 

processes that have irritated the Transnistrian authorities (Całus, 2023, p. 5), but also 

highlighted a new reality as Transnistrian companies require Moldovan approval to 

export and thereby affects the democratisation (Parmentier, 2024, p. 3). Additionally, 

the economic shift has created a dilemma for the Sheriff, Transnistria's dominant 

business conglomerate, regarding whether to align with Russia or pursue deeper 

cooperation with Moldova and the EU. 

 

Gas was the instrument that Russia used to exert leverage over Transnistria. Russian 

cheap gas boosted the artificial competitiveness of Transnistrian producers by allowing 

them to manufacture and sell goods at reduced prices and gas gained approximately 

60% of the region’s budget (Kieff, 2026). Weapons production, for example, was a 

strategy: 'The arms industry is one of the pillars of the Transnistrian economy, which 

is supported by Russian firms involved in arms manufacture in Transnistria' (MacLean, 

2019). In January 2025, Transnistria encountered its most acute energy crisis in years. 

The sudden end of Russian gas supplies revealed the region's economy's critical 

vulnerability, and without this vital support, the area had to face its isolation (Byrne, 

2025). The region's main power plant resulted in power interruptions, industries were 

shut down (Kieff, 2026) and the impact on the economy was drastic. During one year, 

the production fell by over 30% (Procopciuc, 2026) and exports dropped by around 

60% (Kieff, 2026). The aid package of €60 million was provided then by the EU, 

demanded with progressive tariff rises, human rights advancements and political 

reforms for Transnistria to comply (Kovalenko, 2025). This shift, including Moldova's 

strengthened energy links and invested alternatives, has weakened Transnistria's 

bargaining power (Comai, Venturi, 2024). In principle, the system functioned as long 

as Russian support was continued. Alongside this economic situation, the social 
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sphere is reshaped by accelerating changes that further undermine the separatist 

regime's legitimacy. 

 

Social domain 

Population integrity, social well-being and loyalty are key factors for any country to 

ensure national stability, security, and future growth (Yevseiev et al., 2025, p. 33). In 

Transnistria, all three are now under strain. Developments in Transnistria's 

demographic situation indicate that it will enter the final stage of demographic decline. 

The de facto country's population has been dropping drastically already since the 

1990s. According to the final Soviet census, Transnistria's population was 679,000 

persons in 1989. By 2017, the population had decreased to 469,000 individuals. The 

most recent data confirm the long-term demographic decline, where Transnistria's 

population continues to decrease by around 465,800-375,000 people (Kemp, 2025). 

Some policy analyses estimate the real resident population to be as many as 350,000 

people (Anisimova, 2024) and according to recent studies, the pensioners make up 

over 50% of them, reflecting a shrinking workforce and a growing dependency ratio 

(Całus, 2023, p. 6). Regarding Russian citizenship, it has always been allowed to 

possess multiple nationalities in Transnistria, which permits travel outside the de facto 

borders. Recent administrative data show an increase in the number of Transnistrians 

acquiring Moldovan citizenship – over 360,000 people registered as Moldovan citizens 

(Government Republic Of Moldova, 2024). Even if the people of Transnistria are 

continuously in Moscow's interest, the increasing integration with Moldova and 

migration to the EU jeopardise the future viability and influence of the de facto state. 

In addition to the above, in 2025, the average monthly salary in Transnistria is 

estimated to be half that in Moldova. The situation of pensioners is even more alarming: 

the average monthly pension in Moldova reached 4,200 lei, while in Transnistria it was 

under 1,900 lei, which is more than 2 times lower. Furthermore, real pensions 

increased by 2,5% in Moldova but decreased by 8,9% in Transnistria. Therefore, it is 

claimed that the real standard of living is similar to that of 25 years ago (Procopciuc, 

2026) and there is a growing perception among the population that Transnistria has 

been abandoned by its traditional patron. Those deficiencies have created difficulties 

for households, leading many individuals to travel to Moldova to buy products that are 

25% to 40% less expensive and available in a greater variety than in the Sheriff-

controlled retail market of the separatist region. Public testimonies indicate widespread 
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dissatisfaction: 'It seems to me that Moldova is developing more [...]. Everything is lost 

here', one of the residents of the Transnistrian claimed (Gorbatovschi, 2025). As a 

result, Russia continues to influence Transnistrian society and maintain its impact, but 

growing dissatisfaction with living standards and declining trust in local authorities 

contribute to an identity shift in which Moldova appears more stable and prosperous. 

Taken together, these four domains reveal a pattern; each of Russia's traditional 

instruments of control has been weakened since 2022, setting the stage for the 

following analytical assessment. 

 

Growing convergence between Transnistria and Moldova since 2022 

 

This chapter examines how Russia's full-scale invasion of Ukraine in 2022 has 

reshaped dynamics in Transnistria and influenced relations with Moldova and the EU. 

Using a domain-based analytical approach, it identifies shifts that have weakened 

Russia’s traditional mechanisms of control and expanded Moldova's opportunities for 

maneuvre. The analysis draws on the calculus aspect across the four domains and 

explains how the Russian-Ukrainian war has disrupted established patterns of 

Transnistria's behavior so far and which new opportunities it has created for Moldova. 

Thus, it describes the factors shaping Transnistria’s current trajectory and the 

conditions for any future integration with Moldova. 

 

Political calculus 

'Moldova can find a gap to influence the region by paying attention to internal political 

legitimacy. Historically, Russia is the one that makes and controls the choices in 

Transnistria, and separatist leadership has maintained control through high turnout and 

tightly managed elections. Last election statistics indicate a deep demoralisation and 

loss of trust in the political system. It is a wake-up call, contemporary, while in 2006, 

the entire population confirmed its political course. This means that the Tiraspol 

leadership is no longer a strong and confident negotiator but rather an internally 

weakened structure. It is not just a matter of apathy reflex here; the belief persists that 

election results are preplanned and that participating has no effect on the individuals 

in power. While Russia still maintains a Kremlin-focused government and continues to 

stoke fear in the region, its position is now facing increasing criticism from the 

Transnistrian people, the Moldovan government, and international actors. A 
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weakened, demobilised electorate leaves the authorities in Transnistria with reduced 

political capital, making them less able to resist pressure from Moldova, although the 

consequentiality of this shift is debatable, given that it is an authoritarian regime and it 

explores coercion to keep popular protests under control. Negotiations now involve a 

fragmented authority apparatus struggling to maintain basic legitimacy. Concretely, 

declining electoral participation shifts the reintegration calculus in Moldova's favor: a 

Transnistrian leadership that commands the loyalty of only 26% of eligible voters that 

the regime's internal legitimacy is less than the official discourse suggests (Vieru, 

2025). This creates a narrow but significant opening for Moldova and the EU to 

advance democratisation conditions as part of any negotiated settlement. 

 

Military calculus 

Russia's prewar 'security guarantee' gave Moldova little negotiating power; any attempt 

to alter the status quo was a risk of direct Russian retaliation. In military terms, Russia's 

influence in Transnistria still exists, but its practical capabilities have decreased. 

Although Russian troops remain in the region, Moscow's incapacity to secure logistical 

supply channels or troop rotations has left them operationally and strategically isolated. 

The closure of the Ukrainian border after 2022 transformed Transnistria from a so-

called 'grey zone' into a controlled space where Russia can no longer covertly support 

its presence and the Russian soldiers' capabilities are low with outdated Soviet‑era 

equipment. Certainly, this needs to be viewed against the limited military capabilities 

of Moldova, with a standing military force of 5,000-6,000 active military personnel. 

However, since the invasion of Ukraine, Moldova invested in the modernisation of its 

armed forces, backed up by the EU (European Council, 2025b) and therefore the 

practical implication for reintegration is significant: the military risk that historically 

paralysed Moldovan policy has decreased. Moldova can now pursue phased 

demilitarisation demands, starting with the Cobasna depot, without the same fear of 

triggering a Russian military response that limited earlier negotiating positions. It has 

also been concluded that in the event of a real conflict, many Russian soldiers, who 

are mainly local residents, would seek refuge in Moldova rather than resist. This 

supports the Moldovan security environment, indicating that the military capabilities in 

Transnistria cannot be considered reliable and the weakening of the Transnistrian 

military's cohesion is in Moldova's favor. That allows Moldova to articulate its security 
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interests, including calls for withdrawal and demilitarisation with far greater confidence 

and less fear of military escalation. 

 

Finally, despite the operational constraints, Russia retains escalation capacity through 

hybrid strategies, long-range weapons (e.g., drones and ballistic missiles), as well as 

a persistent strategic posture; the combination of Russia's strategic weakening and 

Transnistria's internal decline in the military sector has created space for a more 

assertive position by Moldova for deeper integration into EU security frameworks.  

 

Economic calculus 

An even more pronounced shift has occurred in economic terms. Before 2022, the 

Transnistrian economy functioned on the back of Russian subsidies, free gas and the 

shadow economy; Moldova's influence was limited in the region. However, since the 

start of Russian-Ukrainian war in 2022, the entire basis of Transnistria's economic 

autonomy began to crumble, creating structural conditions that decreased Russia's 

influence (Belinschi, 2024). The most significant shift was Transnistria's isolation from 

Russian economic corridors. After the Ukrainian border was closed, the region lost the 

informal economic channels that supported the Transnistrian shadow economy. This 

culminated in a structural dependence on Moldova and now Transnistrian companies 

have to use Moldova's registration and customs system to export and meet the EU 

requirements. As a result, Moldova became the gatekeeper of Transnistria's access to 

the global market, increasing Moldova's economic control. Crucially, this structural shift 

changes the terms of any reintegration negotiation. Whereas before 2022, Moldova 

had little economic leverage over Transnistria, it now effectively controls Transnistria's 

access to export markets, energy mediation and financial lifelines. This asymmetry 

provides Moldova with a durable bargaining tool that does not require coercion to be 

effective. 

 

The 2025 gas crisis further deepened this dependence. The disruption of Russian 

energy supplies led to a sharp decline in Transnistria's industrial production. In this 

new environment, Moldova became the only actor capable of mediating energy 

access. In practical terms, Moldova gained something it had never possessed - the 

veto power over Transnistria's energy security. Russia's inability to deliver gas and 

finance left the region without its traditional patron and further deepened Transnistria's 
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dependence on the West, complemented by the Moldovan and the EU financial 

support that Transnistria was ultimately forced to accept. This acceptance marked a 

symbolic concession: Transnistria could no longer rely solely on Russia for its 

economic survival and needed to cooperate with Moldova to avoid social collapse. 

 

Finally, even though Russia is exerting strong influence over the Transnistrian 

government and elite, a critical factor is the shifting loyalties of the Sheriff 

conglomerate. The decision is challenging: maintain a shaky alliance with Russia or 

pursue negotiations with Moldova, which seeks EU membership. The Sheriff might 

maintain its significant assets through cooperation with Moldova and the EU to become 

a more respectable economic stakeholder (Sydorenko, 2025). Therefore, any 

convergence plan that fails to consider the Sheriff's networks of patronage would be 

inadequate (Pleșca, Kingston-Cox, 2026). The elite's access to the benefits of the EU 

accession process creates an opportunity for Moldova to exert indirect influence over 

Transnistria's internal dynamics in a way that was impossible before 2022. 

 

Taken together, these developments represent a recalibration of dynamics. Russia 

may be able to exert indirect influence through well-established networks, energy 

leverage and elite ties that may make a full economic reorientation difficult, but 

Moldova has unique economic leverage, not through coercion, but through the 

structural dependencies that emerged once Russia could no longer sustain the 

separatist economy. The key for Transnistria will be to frame economic integration as 

a mutually beneficial partnership supported by EU-funded development. 

 

 

Social calculus 

The transformation of the social landscape of Transnistria after the Russian-Ukrainian 

war has not been as strong as in the economic domain. Nevertheless, changes in the 

social sphere are evident. The Russian-Ukrainian war has undermined the ideological 

foundations of the separatist regime, thereby weakening Russian identity and 

encouraging the population to integrate with Moldova. 

 

While in previous years the social environment was characterised by a deeply rooted 

'Russian world' identity, strict control over civil society, and demographic decline, 
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recent developments disrupted these structures and created new opportunities for 

Moldova to increase its influence. The decline in living standards in Transnistria since 

the start of the Russian-Ukrainian war is one of the most significant shifts in the social 

domain. Rising unemployment, falling wages and a dramatic decline in purchasing 

power have forced residents to seek affordable goods and services in Moldovan cities. 

Thus, a society that perceives better living standards on the Moldovan side becomes 

more receptive to reintegration narratives and less loyal to local elites. It reflects the 

social advantage based on credibility 'They are all beginning to understand that the 

future of this region is only as part of the Republic of Moldova,' said Moldovan deputy 

prime minister for reintegration (Gridina, 2024). Furthermore, even though many 

residents hold multiple passports, the growing importance of Moldovan citizenship 

creates a demographic landscape that is structurally linked to Moldova rather than 

Transnistria or Moscow. Furthermore, the separatist regime is unable to maintain a 

functioning society due to an aging demographic and significant labor mobility. The 

population of Transnistria is crucial to Russia, as it justifies the need to safeguard the 

inhabitants of a separated country. Thus, these are structural vulnerabilities that 

Moldova can exploit by presenting itself as a reliable partner in achieving long-term 

stability and development. The scale of these social shifts is captured in data. From 

the declining proportion of the population, 50% are pensioners and the separatist 

regime cannot sustain without external support (Całus, 2023). The economic 

divergence is equally sharp: the average pension is decreasing in Transnistria and 

creates a gap of more than two to one compared to Moldova (Procopciuc, 2026). These 

conditions have produced visible behavioral change. The number of Transnistrian 

residents registered as citizens of Moldova in recent years signals a demographic 

realignment. Together, these factors demonstrate that the social feasibility of 

reintegration has never been higher, even if the political conditions for it remain 

unresolved. 

 

Finally, the cracks in the separatist identity system are expanding the impact of 

Moldova. The population's greater openness to alternative narratives, especially those 

promising social stability and a higher standard of living, reinforces Moldova's position. 

Russia still exerts a specific 'soft power' impact over the de facto state, and there are 

elements of pro-Russian identity influence on Transnistria, which slow down the pace 

of social transition; nevertheless, the social environment is more favorable to 
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convergence, not through force but through the daily experiences and choices of the 

population.  

 

These developments should guide policymaking in the upcoming years. Overall, 

military, political, economic, and social developments show that after 2022, 

Transnistria has moved away from the Russian sphere of influence towards greater 

dependence on Moldova and the EU. The changes are not complete or irreversible, 

but Russia’s ability to control the region has diminished, while Moldova's influence has 

grown, primarily through structural, rather than coercive, mechanisms. 

 

Conclusions and policy recommendations for Moldova and the EU 

 

Despite the fact that Moldova's unofficial reintegration plan (Sydorenko, 2026) 

highlights the 'Russian Federation's propensity to use military force as a foreign policy 

tool,' and that 'Russia has not lost interest in the region [...]' (Solovyov, 2026), it would 

be misleading to view Transnistria as completely monolithic or subordinate to Moscow.  

Since the start of the Russian-Ukrainian war, Transnistria's position in the domains has 

changed significantly. In the political domain, the fear of retaliation from the Kremlin 

regime continues to haunt the Transnistrian elite, but political legitimacy has 

decreased, as evidenced by declining voter turnout and the growing disengagement 

of the public sector. Moreover, it has reduced the regime's ability to act as a confident 

negotiating partner. In the military domain, Russia still has a presence in Transnistria 

but its practical capabilities are limited. Russian forces have remained isolated; their 

operational effectiveness and logistical sustainability are constrained. As a result, 

Moldova now faces a much lower risk of military escalation. An even clearer shift is 

visible in the economic sector. In the pre-war times, the Transnistrian economy was 

largely dependent on Russian subsidies, cheap gas supplies, and informal trade 

networks. After the Ukrainian border closure and the gas crisis in 2025, the 

vulnerabilities of the region's economy were exposed and Transnistria is dependent 

more on Moldova and the EU, primarily for markets, energy and financial support. 

Moldova has gained unprecedented influence over trade flows, regulatory frameworks, 

and energy security. In the social sphere, changes have been somewhat more gradual, 

but no less significant. Prolonged demographic decline, economic hardship, and falling 

living standards have undermined the ideological foundations of the separatist regime. 
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Moldovan citizenship can help many Transnistrians to participate in Moldova’s 

economic and social life. This fosters a growing perception of Moldova and the EU in 

general as a more stable and viable future. Taken together, these developments 

illustrate important changes. Russia's role has shifted from a dominant patron to a 

limited actor with the main focus on maintaining its shrinking foothold in the region. In 

contrast, Moldova, supported by the EU, has gained influence through structural 

dependencies rather than direct coercion. As a result, it is evident that Russian 

aggression in Ukraine has affected the prospects for Transnistria's reintegration into 

Moldova, but a successful reintegration plan has to address the fear of retaliation from 

Moscow while simultaneously demonstrating credible, enforceable guarantees that 

those elites will be safe under a Moldovan‑EU framework. 

 

Mutual recommendations for the EU and Moldova 

For the feasible approach the EU and Moldova should implement the following 

recommendations: develop an internationally recognized 'special status' document 

granting Transnistrian elites and business leaders' immunity from prosecution for 

political crimes; expand consular support mechanisms for Transnistrian elites 

threatened abroad, to increase assurance without formal recognition; continue the 

pressure for the withdrawal of Russian forces, using international law and diplomatic 

channels; strengthen Moldova's security and resilience through EU cooperation; scale 

up the EU-Moldova Security and Defense Partnership to train Moldova military and 

security forces and last but not least, to continue to develop a comprehensive energy 

security strategy, including the use of renewable energy sources. These mutual 

recommendations should align with separate suggestions for Moldova and the EU. 

 

Recommendations for the Republic of Moldova 

On a political level, recommendations are the following: expand the rule of law and 

standards of human rights; establish inclusive participation in elections for 

Transnistrian citizens; link EU accession benefits to constructive engagement by 

Transnistria and form a working group to monitor developments in the Transnistrian 

area. Moldova should also negotiate gas debts in exchange for the withdrawal of troops 

and the prohibition of targeted threats to Transnistrian elites. In the military domain, 

Moldova should disband all Transnistrian military and security forces and integrate 

them into Moldovan institutions, also strengthen legal frameworks to support the 
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demilitarisation of the Cobasna depot. Economic recommendations include the 

implementation of 'strategic investment' in Transnistrian state-owned assets, with the 

elite retaining ownership and tying their wealth to a stable, EU system; phasing out of 

the privileges of the Tiraspol regime and integration of the businesses into the national 

budget, including the Sheriff conglomerate and consolidation of Moldovan customs 

procedures as the sole gateway for Transnistrian trade. The social domain includes 

the following suggestions: implement a program that allows for the relocation of at-risk 

individuals and provides a secure means of communication; accelerate the issuance 

of Moldovan passports, while preserving dual‑citizenship options, and emphasise 

Moldova's role as a provider of stability and welfare. Also, address the decreasing 

demographic and aging population by establishing targeted pension and healthcare 

schemes financed through EU assistance. 

 

Recommendations for the European Union 

The EU should focus on tailored diplomatic, economic, and social measures to support 

Transnistria, including dedicated reintegration funds. Political suggestions are as 

follows: deploy a modest, transparent and non-combatant EU civilian security mission 

to the region, tasked with monitoring human rights violations and responding rapidly to 

threats by creating a visible safety net for the elite by the presence of EU observers; 

expand the EU's role from observer to active mediator in the settlement process, and 

increase the visibility of EU investments in the region. Military recommendations are to 

prepare for a possible international civilian mission to manage a post-demilitarisation 

transition when conditions permit. From an economic perspective, the EU should 

provide access to EU markets and strengthen cross‑border trade facilitation by 

simplifying customs procedures; offer preferential for Transnistrian businesses and 

financial assistance. For social coherence, it is important to prioritise the welfare of 

Transnistria's residents; to intensify the dialogue between Moldova and Transnistria to 

support societal integration; to fund community development and projects that improve 

living standards and make the Moldovan side a visible source of stability; and last but 

not least, to support programs that address demographic decline and encourage 

diaspora return. 

 

The Russian invasion of Ukraine has unintentionally created a strategic opportunity for 

Moldova to approach Transnistria. A well-developed reintegration plan is the key to 
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translating this opportunity into a viable settlement that ensures security, stability and 

credible guarantees for all stakeholders. 
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1. Introduction 

 

On 30 January 2024, Russian President Vladimir Putin awarded the Order of 

Friendship to former Director of the Serbian Security and Intelligence Agency (BIA), 

Aleksandar Vulin. He was honoured ‘for his significant contribution to the development 

and improvement of cooperation between the BIA and the Foreign Intelligence Service 

of Russia (SVR) in ensuring state security and defending the national interests of 

Serbia and Russia’ (Grković, 2024). Only six months earlier, the United States 

Treasury sanctioned Mr Vulin for alleged ties to narcotics trafficking networks and 

Russian intelligence services (US Department of the Treasury, 2023).  

 

An episode with deliberate timing that shows how Serbia is actively managing 

relationships with Russia and China whilst pursuing its ambition for European Union 

(EU) membership. After the 1999 NATO bombing of Yugoslavia, Serbia developed a 

strong pro-Russian and anti-Western sentiment among its citizens. Consequently, 

Serbian authorities rely on Russian and Chinese support for their foreign policy, 

security and economic interests. In contrast, Serbia remains committed to its path to 

EU membership and maintains defence cooperation with Western countries. 

  

The Western Balkans present a chronic political and security challenge to the West. 

Trapped in what the International Institute for Strategic Studies (IISS) describes as 

‘controlled instability’, as a state where external actors and local elites maintain 

permanent tension to delay Euro-Atlantic Integration (MIA, 2024, p. 92). At the centre 

of it stands Serbia. A country that has become a strategic hub for converging Russian 

and Chinese interests in Europe. Successfully resisting the choice between East and 

West, Serbia has for years shown reluctance to integrate into Euro-Atlantic structures 

and is viewed as an anti-Western ‘little Russia’ in the Balkans. (Petrović, 2024, p. 7).  

 

Such foreign policy, where the nation deliberately avoids full geopolitical alignment with 

any single major power, maintaining a middle path between the European Union (EU), 

Russia, and China, Jović-Lazić identifies as ‘Strategic Ambiguity’. She describes it as 

a deliberate posture designed to neutralise Western conditionality whilst preserving 
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optionality with Moscow and Beijing (Jović-Lazić, 2026, p. 4). In this framework, 

Belgrade has successfully positioned itself as indispensable to regional peace while, 

at the same time, remaining a source of that instability. 

 

‘Serbia's stance has undermined EU unity and the credibility of its enlargement policy, 

and EU leaders are increasingly intolerant of a candidate aligning with EU foreign 

policy only 45% of the time’ (Jović-Lazić, 2026, p. 89). 

 

The numbers for 2024 are staggering, since more than two-thirds of Serbian citizens 

express positive views of Russia. Natasya Styczyńska argues that ‘Serbo-Russian 

friendship’ is not an organic cultural phenomenon but a politically constructed myth that 

emerged in the Milošević era as a product of state-influenced media and political 

rhetoric, sealed in with Serbia's anti-NATO and anti-Western rhetoric, caused mainly 

by the 1999 NATO bombings and the activities of the Hague Tribunal (Styczyńska, 

2024, p. 9). This opened the window for renewed Russian influence in the region, which 

Western institutions have consistently misread as authentic popular preference rather 

than elite driven narrative construction. 

 

The question guiding this paper is, to what extent does Serbia's deliberate strategic 

ambiguity function as an enabling regional hub for Russian and Chinese influence in 

the Western Balkans, and what are the implications for NATO's and the EU's policy 

coherence? But first, how has Serbia's policy of strategic ambiguity evolved since 2014 

as a mode of balancing between domestic and foreign policy related to the EU, NATO, 

Russia, and China? Serbia's strategic ambiguity requires infrastructure and economic 

dependencies, institutional arrangements and political networks that make balancing 

between East and West profitable. Serbia is not only a subject of Russian and Chinese 

influence in the Western Balkans. It serves as an enabler to Russian political and 

security influence, as well as to Chinese geoeconomic and technological influence 

across the Western Balkans. 

 

Belgrade's strategy of deliberate strategic ambiguity, balancing EU aspirations, NATO 

cooperation, Russian ties, and Chinese investment, emphasises Serbia's ability to 

extract political, economic, and security benefits from competing powers. This 

ambiguity weakens Western leverage, as Russian links and Chinese technology 
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projects create dependencies that the EU struggles to address. The result is not only 

that Serbia is not being aligned with the West, but also that a coordinated EU-NATO 

policy is being developed to address the challenge of Serbia's role as an active 

strategic balancer rather than a passive arena of external influence.  

 

Figure 1: A geopolitical mapping of the Western Balkans. (Zweers, W. and Kelečević, I. 2025). 

 

2. The Strategic Ecosystem: Serbia, Russia and China 

 

Understanding this ecosystem requires abandoning the assumption that external 

influence operates primarily through direct bilateral pressure. In the case of Serbia, we 

can see something more sophisticated. A layered architecture where energy and 

technological dependencies, intelligence networks, and transnational business 

channels represent constraints on policy autonomy. Russian disruption and Chinese 

construction operate within Serbia itself, but their effects radiate outward through the 

strategic ecosystem, extending beyond Serbia's borders through ‘Srpski svet’ 

mobilisation in neighbouring states; a transmission channel that carries influence into 

the European Union. Serbia is not merely a recipient of external influence; it functions 

as a hub within a regional architecture of controlled instability. 

 

The development of the ‘Srpski svet’ (Serbian World) project, a smaller counterpart to 

the ‘Russkiy mir’ (Russian World), exemplifies how Russian ideas have been adapted 

for local purposes. In 2021, Serbian Interior Minister Aleksandar Vulin, a veteran 



192 
 

politician from the Milošević era, was put in charge of promoting this new concept. The 

Serbian World aims to create a ‘United Serbian World’ (Ujedinjenii Srpski Svet), 

advocating for the unification of Serbs in the region to protect their identity, language, 

culture, and history, with Belgrade as the central decision-making capital (Styczyńska, 

2024, p. 2). This idea serves as the ideological glue that holds the ecosystem together 

by framing regional integration as a matter of cultural and national survival. For 

example, this cultural narrative provides the necessary public support to sustain the 

‘strategic ambiguity’ toward Russia and China, while simultaneously weakening the 

institutional role of NATO's 4,500 Kosovo Force (KFOR) troops. 

 

2.1. The Balancing Act - Strategic balancing as an institutional practice 
 

How has Serbia's policy of strategic ambiguity evolved since Russia annexed Crimea 

(2014) and after the ‘shock’ of 2022? As a means of balancing between domestic and 

foreign policy-related geostrategic players, 

Serbia's strategic ambiguity requires 

dependencies, arrangements, and networks that 

make balancing between East and West 

profitable. This chapter focuses on the two main 

subjects of the ‘Balancing Act’. The Chinese 

economic penetration and the Russian political 

influence, both representing the precondition 

under which Belgrade can sustain its ‘Strategic 

Ambiguity’.  

 

The Russian invasion of Ukraine in 2022 proved 

a watershed moment for Serbia's foreign policy, stress-testing its strategy of strategic 

ambiguity. On one hand, Serbia surprised some observers by joining the UN General 

Assembly votes condemning Russia's violation of Ukraine's territorial integrity. This 

represented perhaps the maximal anti-Russian step Serbia felt it could take, a largely 

symbolic act, given that the UNGA resolution carried no enforcement power, which 

signalled to the EU that Serbia was not fully endorsing the invasion (Jović-Lazić, 2026, 

p.87). 

 

Figure 2: President Vučić’s Strategic Balancing. 

Image created with ChatGPT 5.4. 
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Belgrade has increasingly adopted a posture of strategic ambiguity, a foreign policy of 

‘not choosing sides’, as President Aleksandar Vučić himself stated when pressed 

about aligning with Western sanctions on Russia. This approach has seen Serbia 

endorse EU integration in principle while pragmatically hedging its bets: refusing to join 

Western sanctions on Russia, embracing Chinese investment, and declaring military 

neutrality even as it conducts joint drills with NATO and receives arms from Russia 

(Jović-Lazić, 2026, p.79). 

 

This analysis identifies a connective tissue between Chinese investment and Serbian 

domestic politics, defined as ‘corrosive capital’. Such capital operates through 

distinctive legal and regulatory instruments also known as ‘lex specialis’, where 

corrosive practices are assessed across rule-making, rule implementation, and 

accountability suppression, showing how repeated elite actions have manipulated 

environmental assessments, media capture, and the amplification of polarising 

narratives (Prelec, 2025, p.34). 

 

These are not incidental features of foreign investment. They are structural 

requirements for maintaining the political economy of strategic balancing. In 2025, 

Serbian president Aleksander Vučić discovered that domestic audiences may prove 

harder to balance than foreign ministries. In late 2024, a student-led protest marked 

one of the largest civic mobilisations that occurred in Serbia following the Novi Sad 

station tragedy, where the canopy of the newly renovated station collapsed and killed 

16 people. Instead of responding with immediate actions and empathy toward the 

victims, the ruling party launched a coordinated disinformation campaign (Prelec, 

2025, p. 58). 

 

Framing the protests as a Western-backed colour revolution contributed to weakening 

already low public support for EU integration in Serbia. Although the European 

Commission later voiced support for student demands, the government worked to 

downplay this support and prevent it from resonating with the wider public. In aftermath, 

a public opinion survey, showed that many Serbs believe their country has other 

alternatives instead of joining the EU; 30% favour cooperation with non-EU countries, 

while 51 percent prefer pursuing neutrality (Prelec, 2025, p. 44). Their perception is 

that the US (12%) is the greatest threat to Serbia's national security, followed by 
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Albania (9%) and England (8%) and EU member states such as Croatia (6%) and 

Germany (5%) (Prelec, 2025, p. 46). Another indicative result is the Serbian disposition 

toward Russia, with 36 percent of the citizens identifying with common values and 

ideas, compared to only 18 percent of the population oriented towards EU values and 

ideology and only two percent feeling close to the US in terms of values and ideas 

(Prelec, 2025, p.58). 

 

Serbia's geopolitical ambivalence is part of the regime's foreign policy but also deeply 

embedded domestically. Since Vučić came to power, the government-controlled media 

have deliberately promoted an anti-Western narrative, with Russia and China 

appearing in an overwhelmingly positive light. At the same time, the tabloid media often 

points fingers at neighbouring states and the West as potential threats. 

 

Serbia's selective compliance is not random. It reflects a calculated assessment of 

which EU positions can be endorsed without jeopardising Chinese economic 

relationships or Russian political support. Strategic ambiguity is often seen as a short-

term adjustment by smaller states facing great-power rivalry. In Serbia, however, it has 

evolved into a stable governing strategy within the framework of European Union 

accession (Jović-Lazić, 2026, p.79). 

 

2.2. China: The economic anchor and ‘corrosive capital’ 

 

How is China using its geoeconomic and technological influence in Serbia, and how 

does this differ from Russian influence? Serbia's development model is heavily reliant 

on foreign direct investment (FDI), which hit $6.6 billion in 2024. Serbia continues to 

declare its commitment to European Integration, yet its growing dependency on 

Chinese capital suggests an alternative path, one less anchored in institutional reform 

and democratic norms (Vladisavljev, 2025, p. 6). 

 

Macroeconomically, a valid question would be, how much money has China actually 

given to Serbia? In her 2025 article for the Serbian Monitor titled How much does 

Serbia owe China, Rakić (2025) used data from the Serbian Chamber of Commerce 

and stated that Chinese investment in Serbia has reached approximately 10,3 billion 

euros, representing 22% of national GDP. This figure alone shows the strategic 
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significance of Chinese capital in extractive industries, heavy manufacturing, and 

critical infrastructure, creating Serbian dependence. When a single foreign actor 

controls such a substantial portion of copper production, steel manufacturing, and 

railway construction, the relationship transcends commerce. It becomes structural and 

strategic (Rakić, 2025, p. 5). Until 2022, China was Serbia's second largest 

development partner. Between 2000 and 2022, China's official sector lenders and 

donors provided grant and loan commitments worth $7.7 billion across 121 projects 

and activities in Serbia. As shown in Figure 1, Serbia's portfolio is overwhelmingly 

dominated by non-concessional loan commitments, with very little aid such as grants, 

concessional loans, or in-kind donations committed from China over this period 

(Sickell, 2025, p.5). 

 

In 2018, Zijin Mining acquired a majority stake (63%) in the RTB Bor copper complex, 

while Shandong Linglong invested approximately $1 billion in a new tyre manufacturing 

plant in Zrenjanin. Through the ‘lex specialis’ legislation, Zijin operations are exempt 

from standard environmental impact assessments and local planning approvals. 

Copper exports, largely driven by the activities of the Bor and Majdanpek complexes, 

account for more than half of Serbia's exports to China, pointing to a dependency in 

which Serbian exports are tied to Chinese invested assets in Serbia. (Vladisavljev, 

2025, p.10). The consequences for local communities have been severe. 

Environmental protests in Bor and surrounding villages documented elevated pollution 

levels, water contamination, and respiratory health impacts, but with little media or 

political attention. The Hesteel acquisition of Smederevo steelworks follows a similar 

pattern. The 2016 purchase was framed as saving 5,000 jobs in a politically sensitive 

region. The regulatory arrangements accompanying the deal, however, established 

precedents that subsequent Chinese investments would exploit. (Vladisavljev, 2025, 

p.8). 

 

In 2023, Serbia exported goods worth roughly $1.1 billion to China, while imports from 

China reached nearly $5 billion. Industrial machinery, electronics, telecommunications 

equipment, motor vehicles, and consumer goods dominate exports to Serbia. 

Conversely, Serbia's exports to China are primarily copper and related mineral 

products, agricultural goods such as frozen fruits and cereals, and, to a lesser extent, 

timber (Vladisavljev, 2025, p. 10). 
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‘Corrosive capital’ does not merely weaken institutions; it restructures local political 

economies to make opposition costly and compliance rewarding. In the case of Zijin 

Mining operating in Serbia, a single employer dominates the local labour market and 

operates under Serbian political protection. The result is a community unable to resist 

the economic hegemon. The Serbian ‘corrosive capital’ model can also be seen in 

other Chinese investments in Serbia, such as the Belgrade-Budapest railway. A 

practice that contradicts EU norms, influencing Serbia's process of joining the EU, 

particularly by closing Chapter 23 on Judiciary and Fundamental Rights and Chapter 

24 on Justice, Freedom, and Security. The EU accession process requires candidate 

countries to demonstrate commitment to the Copenhagen Criteria, which emphasise 

democratic governance, transparency, and the rule of law. Serbia's deepening 

relations with China, particularly in infrastructure projects financed through ‘corrosive 

capital’, raise questions about Serbia's economic transparency, rule of law, and 

corruption levels (Vladisavljev, 2025, p. 15). 

 

Serbia is maintaining a strong Yugoslav defence industry complex. This complex 

enables the Serbian Armed Forces to continue to operate former Yugoslav National 

Army-inherited legacy weapons systems and also supports the Serbian Military's 

transition to Western Military standards. In the last five years, we have witnessed the 

Serbian MoD defence procurement focusing on the technological dimension, 

bolstering its precision-strike capacities, drones, air defence systems and sensor 

technology. In 2022-2023, Serbia took delivery of the FK-3 surface-to-air missile 

system and acquired the HQ 17AE Air defence missile system, designed for medium 

to short-range engagement (Vladisavljev, 2025, p.18). CH-92A unmanned combat 

aerial vehicles (UCAV) add a further layer of complexity. These systems provide Serbia 

with strike capabilities previously absent from its inventory. Their deployment near 

Kosovo creates surveillance and potential strike options that KFOR planning must now 

accommodate. These are not neutral purchases. These procurements have created a 

technological dependency, where NATO interoperability seems structurally 

impossible, with core systems operating on Chinese technical standards, requiring 

Chinese maintenance support and dependent on Chinese supply chains for spare 

parts and upgrades. This is how the Chinese military creates an interoperability issue 

with NATO. The choice is not accidental. Seeking technological modernisation for 
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Serbian defence and security, Serbia-China cooperation has expanded to include arms 

sales, defence training, strategic agreements, and the adoption of Chinese 

surveillance technology in Serbian cities (Vladisavljev, 2025, p.17). 

 

Another major dimension of Serbia–China security cooperation is the deployment of 

Chinese surveillance and ‘Smart-City’ technology in Serbia. Through the ‘Smart-City’ 

surveillance project, Chinese companies are deeply involved in Serbia's 

telecommunications and digital infrastructure, which presents both opportunities and 

cybersecurity risks. Telekom Srbija relies on Huawei equipment for Serbia's 3G/4G 

mobile network hardware and is integral to Serbia's fibre optic broadband network. This 

extensive Chinese role in digital infrastructure means that a significant portion of 

Serbia's communications backbone is running on Chinese technology. From cellular 

networks to surveillance systems to data centres, Chinese tech is deeply integrated 

into Serbia's digital ecosystem, serving as a testament to the Digital Silk Road 

component (Vladisavljev, 2025, p. 19). Huawei systems utilise proprietary protocols for 

data transmission and storage. This creates potential intelligence collection 

possibilities that extend well beyond stated public safety objectives. The integration of 

facial recognition, vehicle tracking, and communications monitoring, represent 

capabilities that authoritarian governance finds useful and acceptable, democratic 

governments, on the other hand, find them challenging. When such systems are 

provided by a state, that explicitly rejects Western conceptions of privacy and civil 

liberties. Concerns regarding this topic were raised not only in Serbia but also in the 

EU. Since Serbia is a candidate for accession to the EU, the ‘Safe City’ project raised 

national security concerns in the European Parliament about ‘China's penetration into 

Europe’, in a project where Huawei actively participates in more than 120 cities and 

more than 40 countries in the process of developing ‘Smart Cities’. Although Huawei 

is a private company, the Chinese Communist Party has selected it as a national 

champion for developing homegrown telecom equipment. The US government has 

blocklisted the company over its ties to the Chinese military and concerns that its 

equipment could be used for espionage (Tal, 2025, p. 74). 

 

Belt and Road Initiative projects in the infrastructure and technology sectors reinforce 

Serbia’s dependence through financial mechanisms. The Budapest-Belgrade railway 

exemplifies a debt trap dynamic. This is reflected in the approach of loan conditionality 
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favouring Chinese contractors, limiting transparency regarding terms, and imposing 

long repayment periods. The absence of European standard conditionality makes 

Chinese capital attractive to Serbian elites. Corrosive capital flows precisely because 

it corrodes the institutional requirements that democratic governance demands. 

 

2.3. Russia: Political destabilisation  

 

To answer the question of how Russia is exercising its political and security influence 

in and through Serbia, we need to understand that Russia's strategic objective in the 

Western Balkans is not territorial acquisition. Russia pursues its objectives through 

energy dependency, intelligence penetration, and the mobilisation of the Serbian 

diaspora across the region. 

 

Energy dependency and strategic capture are Russia's primary structural leverage, 

and it has no issue weaponising them to ensure Serbia's strategic loyalty. The 

relationship based on energy sources constitutes Russia's strongest strategic 

influence. The 2008 sale of Naftna Industrija Srbije (NIS) to Gazprom Neft established 

a dependency relationship through a 56.15% majority stake, which controls the 

country's only oil refinery. On 19 January 2026, the Hungarian Oil Company MOL 

announced that it had signed a binding Heads of Agreement to acquire Gazprom Neft’s 

56.15% stake, but the transaction remained subject to regulatory and sanctions-related 

approvals. This reduction of Russia's direct leverage raises a new question: to what 

extent will Hungarian commercial interests substitute for Russian political ones? 

 

Serbia's political landscape is notably marked by the enduring allegiance towards 

Russia, spearheaded by the nation's President Aleksandar Vučić. The depth of this 

political camaraderie can be seen in the case of the former pro-Russian head of the 

Serbian Security and Intelligence Agency, BIA (Bezbednosno informativna agencija), 

Mr Aleksandar Vulin.  

 

Vulin: ‘Unification of Serbs is the Path to Peace in the Balkans’ 

(Petrović, 2024, p.14)  
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The Serbian World is a concept that has been present among political and cultural 

elites, as well as nationalist circles, in Serbia since the mid–19th century. However, 

this term only began to attract attention from the domestic and regional public in 2020 

when Aleksandar Vulin, the then Minister of Defence, began using it regularly during 

public appearances. 

 

In recognition of his significant personal contribution to strengthening cooperation 

between BIA and Russian security intelligence services in protecting the national 

interests of Serbia and Russia, Vulin was awarded honours by both the FSB and SVR. 

The second honour, the Order of Friendship, was presented to Vulin by President Putin 

himself (Petrović, 2024, p.25).  

 

From 24 February 2022, ‘Serbia has become a fertile ground for the Russian state 

presence and the spread of the Russian war propaganda. Serbia's refusal to join the 

EU sanctions against Russia enabled it to remain a safe destination for Russian 

diplomats expelled or blacklisted by EU member states for espionage’ (Cvijić, 2025, p. 

11). By the end of December 2024, the Serbian Foreigners Administration, the primary 

authority for legalising stay and processing formal applications, had received 73,197 

applications for temporary residency from Russian immigrants, of which 67,236 were 

granted (Cvijić, 2025, p. 13). 

 

Russian influence in Serbia operates through channels designed not to build but to 

disrupt, not to integrate but to fragment. The Orthodox Church serves as one such 

channel; the other is the Serbian diaspora throughout Europe. Russia's relationship 

with Serbia provides the Kremlin with an instrument of regional strategic influence 

through the Serbian diaspora communities distributed across the Western Balkans, 

which Moscow can mobilise to destabilise Kosovo, Bosnia and Herzegovina, 

Montenegro, as well as countries in the EU and NATO with significant Serbian 

populations. This influence is most operationally obvious in Russia's relationship with 

Republika Srpska in Bosnia and Herzegovina. Bosnian Serb leader Željka Cvijanović 

and, previously, Milorad Dodik, have systematically obstructed state institutions and 

the authorities set by the framework agreement for peace in Bosnia and Herzegovina, 

signed in Dayton, Ohio (Dayton Accords). Threatening secession and refusing 

implementation of Constitutional Court decisions are just a few actions that serve 
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Russian interests. The September 2023 Banjska incident could have led to a larger 

armed conflict between Serbia and Kosovo. At that time, around 30 armed and 

uniformed Serbs from northern Kosovo set up barricades to launch an armed uprising. 

A conflict soon ensued between the group and the Kosovo police, resulting in the death 

of one Kosovar police officer and three Serbs. Kosovo authorities claimed that this was 

an attempt by Serbia, backed by Russia, to destabilise the region by trying to annex 

North Kosovo, like Russia's actions in Crimea. (Petrović, 2024, p.11).  

 

The ‘Srpski svet’ (Serbian World) concept illustrates its disruptive potential. Vučić has 

instrumentalised this ethno-nationalist framework to justify interference in Montenegro 

and Bosnia-Herzegovina, framing Serbian minorities abroad as populations requiring 

Belgrade's protection (Styczyńska, 2024, p. 18). The parallels with Russian 

‘compatriot’ policies are not coincidental. They represent ideological alignment that 

serves Moscow's broader objective of fragmenting Western Balkan cohesion. When 

Serbian nationalist mobilisation destabilises neighbouring contexts through ethnic 

mobilisation, it accomplishes Russian strategic goals without requiring direct Russian 

intervention. The Serbian government employs this narrative for two main purposes. 

First, they impose certain values through the school curriculum, promote special 

relations in culture and sports, and foster a 

clerical society that views the Orthodox churches 

in Belgrade and Moscow as the only ‘pure’ 

institutions. This strategy promotes ‘traditional 

values and culture’ aligned with Putin's Russia 

while condemning the liberal West (Styczyńska, 

2024, p.6). This is influence laundered through 

spirituality, rendered resistant to counter 

messaging precisely because it operates in 

affective rather than cognitive registers.  

 

3. EU and NATO - Security, technology and the limits of Integration 

 

This chapter examines the security and technological dimension, focusing on the 

intersection of intelligence networks, Russian and Chinese military systems, and 

surveillance infrastructure. 

Figure 3: The ideological map representing 
the territory covering the idea of “Srpski 
Svet”. 
 https://www.koreni.rs/srbska-zemlja-ili-
srpski-svet/ 
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The EU is Serbia's primary trading partner, accounting for 54% of Serbia's overall trade 

in 2022 and remaining stable over the years. Serbia's exports to the EU grew from 

EUR 3.2 billion in 2009 to almost EUR 18 billion in 2022. In comparison, total trade 

with China, Russia, and the United States in 2022 amounted to EUR 5.8 billion 

(imports: 4.7 billion, exports: 1.1 billion), EUR 4.03 billion (imports: 2.9 billion, exports: 

1.13 billion), and EUR 1.19 billion (imports: 0.68 billion, exports: 0.51 billion), 

respectively. Between 2010 and 2022, over 59% of Serbia's foreign direct investment 

(FDI) originated in the EU, totalling EUR 20.3 billion. By contrast, China, Russia, and 

the United States accounted for 9 % (EUR 3.1 billion), 7 % (EUR 2.6 billion), and 2 % 

(EUR 0.84 billion) of FDI. (Weissmann, 2023, p. 19). 

 

Figure 4: STRÖHM, 2025: Exports of goods, Serbia (2019-2024, in EUR million) 

 

Despite the high level of economic cooperation and the EU's messaging on the region's 

future, the situation is not as positive as it is often depicted. To quote Dr Tzifakis, 

‘Russia and China largely outpace the EU across almost all indicators of influence and 

appreciation. Worryingly, Serbia has attempted to extend its influence through most of 

the region and with it, there is a risk that external orientation towards China and Russia, 

coupled with its critical views of EU policies, may present a paradigm for other Western 

Balkan countries’ (Tzifakis, 2021, p.3). 

 

The reliance on Chinese weaponry, such as the FK-3 and HQ-17AE systems, 

complicates NATO interoperability objectives that NATO seeks to promote through the 

Partnership for Peace program. Serbia considers the RS entity in BiH as a bargaining 

chip in its relations with Kosovo and external powers. That is, if Kosovo could secede 
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from Serbia, Serbia would ipso facto consider BiH's territorial arrangements a 

reopened question despite Belgrade having signed the Dayton Peace Accord (Jusić, 

2024, p. 7). 

 

Vulin’s trajectory through Serbian institutions reveals the pattern. The ecosystem 

extends beyond individual actors. Russia is approached as being a ‘network state’, in 

which the duality of weak formal and powerful informal institutions coexist and where 

the borders between what is public and what is private are blurred (Secrieru, 2019, 

p.5). The concept of the ‘network state’ captures how Russian influence operates 

through distributed nodes rather than hierarchical command structures. In Serbia, 

these nodes include the Orthodox Church, the energy sector management within NIS, 

media outlets dependent on state advertising, and parliamentary groupings 

maintaining informal channels with Moscow.  

 

Figure 5: NATO and EU peacekeepers in the Western Balkans. (MIA, 2024. P.91) The Western Balkans 

Controlled Inst 
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3.1. Stabilitocracy and the absence of the EU 

 

Based on the use of the term in earlier BiEPAG studies describing semi-authoritarian 

regimes in the Western Balkans that receive external support from EU member states, 

for the sake of the (false) promise of stability. Stabilitocracy is a regime that suffers 

from significant shortcomings in democratic governance and derives external 

legitimacy from offering a supposed sense of stability (Bieber, 2017). 

 

Stabilitocracy in the Western Balkans describes the current state of democracy in the 

region. Its distinctive features include strong leadership and external legitimisation 

(primarily from the EU). Serbia saw the emergence of stabilitocracy with the rise to 

power of Aleksandar Vučić and his Serbian Progressive Party in 2012. The term 

distinguishes the pattern in the Western Balkans from similar yet distinct forms of 

illiberal democracies inside the EU (Hungary and Poland, for instance), as well as 

authoritarianism in countries like Turkey and Russia. (Bieber, 2017). 

 

While focused on economic dimensions, Brussels has shown tolerance for democratic 

backsliding in exchange for superficial cooperation on migration and regional stability. 

The cost of this bargain becomes apparent in the gap between EU rhetoric on values 

and EU practice on conditionality.  

 

The 2023 and 2024 European Parliament reports acknowledge Serbia's good progress 

in macroeconomic stability and fiscal discipline, but voice concern that there has been 

limited or no overall progress in meeting the benchmarks for EU membership across 

the negotiating chapters. Shortcomings identified included the rule of law, media 

freedom, public administration reform, and alignment with EU policies, particularly the 

EU's foreign policy (European Parliament, 2025, p. 5). 

 

In the spirit of stabilitocracy, short-term stability over structural transformation, the EU 

permits a sophisticated embedding of Russian and Chinese influence within Serbian 

institutions. With each year without action from the EU, the potential for influence 

becomes increasingly ineffective. 

 

  



204 
 

4. Strategic Implications and Recommendations 

 

4.1. The Erosion of Euro-Atlantic Unity 

 

Belgrade's balancing act has not merely delayed integration; it has also undermined it. 

It has created institutional architectures that actively impede future alignment, even if 

a strong political will were to emerge. The intelligence networks, technological 

dependencies and financial flows all have implications for Serbia's Euro-Atlantic 

ambition. Limited cooperation with NATO and persistent media and public scepticism 

toward the Alliance erode NATO's strategic role in the Western Balkans. This ambiguity 

creates structural openings that both Russia and China actively exploit. Russia 

leverages historical, energy, and security ties to maintain political influence and disrupt 

Western alignment. On the other hand, China expands its footprint through 

infrastructure investment and economic diplomacy, reinforcing Serbia's strategic 

autonomy from Western institutions. 

 

Serbia's military neutrality, strategic posture, and multidirectional diplomacy illustrate 

its function as a conduit for external influence that challenges Euro-Atlantic cohesion. 

Though clearly condemning the Russian aggression against Ukraine and voting 

alongside the EU in the UN, Serbia has not imposed sanctions against Russia. ‘Serbia 

has mostly continued its alignment patterns with the Common Foreign and Security 

Policy (CFSP) in 2024, similar to 2022 and 2023, when Serbia had alignment rates of 

48 percent and 54 percent, respectively. In 2024, Serbia’s alignment rate reached 59 

percent, what represents an improvement. However, its rate remains to be the lowest 

among EU candidate countries from the Western Balkans’ (Novaković, 2025, p. 1). 

The implications for EU and NATO policy are significant. Serbia's position weakens the 

credibility of EU enlargement conditionality and complicates NATO's efforts to 

consolidate regional security. Addressing this requires a recalibrated strategy that 

strengthens conditional engagement. Serbia's trajectory indicates a risk of accelerated 

strategic ambiguity and a fragmentation of Euro-Atlantic unity over member state 

policies toward the Western Balkans. 
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4.2. Differentiated policy recommendations 

An effective Western response requires recognising that Serbia is not simply a passive 

recipient of external influence, but an active strategic actor leveraging competing 

powers. Whatever the EU and NATO policy response will be, it must be coordinated 

and targeted across security, economic, and political elements of power.  

 

4.2.1. Security services 

NATO should enhance its intelligence posture in the Western Balkans by establishing 

a dedicated coordination mechanism focused specifically on hybrid influence networks 

operating through Serbia. This could be achieved within existing structures, such as 

expanding the role of the NATO Intelligence Fusion Centre (NIFC). The priority should 

be the systematic mapping of influence networks linked to Serbian actors operating 

across the region. 

 

4.2.2. EU integration and diplomacy strategy 

The EU must recalibrate its enlargement strategy by moving from declaratory 

conditionality to enforceable benchmarks, more precisely, Chapters 23 (Judiciary) and 

31 (Foreign Policy). They should be treated as core political criteria rather than 

technical negotiation chapters. Progress in other areas should be explicitly conditioned 

on measurable improvements in the rule of law and foreign policy alignment. 

 

To restore credibility, the EU should introduce automatic consequences for sustained 

non-alignment with CFSP positions. The EU should also clearly communicate that 

integration into European security structures is incompatible with long-term reliance on 

non-interoperable military systems, regardless of the individual benefits. This approach 

would shift the calculation of strategic ambiguity to responsible Serbian decision-

making in line with EU policies. 

 

5. Conclusion 

 

To what extent does Serbia's deliberate strategic ambiguity function as an enabling 

regional hub for Russian and Chinese influence in the Western Balkans, and what are 

the implications for NATO and EU policy coherence? The analysis demonstrates that 

Serbia's position as a strategic hub for Chinese and Russian influence in the Western 
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Balkans is a deliberate choice by a government that has identified strategic ambiguity 

as a governing strategy. Serbia's balancing between the EU, NATO, Russia, and China 

enables it to extract political and economic benefits while simultaneously facilitating 

the projection of Russian and Chinese influence across the region. 

 

The implications for NATO and the EU are significant. Serbia's position undermines 

the credibility of EU enlargement and complicates NATO's efforts to ensure 

interoperability and regional stability. Serbia's role as a transponder of influence into 

neighbouring countries amplifies the strategic impact beyond its national borders, 

affecting the broader Western Balkans and, indirectly, the European security 

environment. EU's prioritisation of short-term stability over democratic reform, 

combined with inconsistent conditionality, has enabled the consolidation of 

‘stabilitocratic’ governance structures. Reversing this trajectory will require stronger 

policies and a coherent strategic approach that recognises Serbia's agency and the 

systemic nature of the challenge. 

 

The window for effective policy intervention is narrowing. Chinese infrastructural and 

technological dependencies continue to deepen, while Russian political and 

intelligence networks remain embedded within Serbian institutions and regional 

linkages. Ultimately, the success of Euro-Atlantic policy in the Western Balkans will 

depend on restoring credibility. This requires demonstrating that alignment with EU 

and NATO structures delivers tangible political, economic, and security benefits, while 

also making clear that strategic ambiguity carries measurable costs. 
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Introduction 

 

We cannot solve our problems with the same thinking 
 we used when we created them. – 

 Albert Einstein 
 

There is only one thing worse than fighting with allies,  
and that is fighting without them. – 

 Winston Churchill 
 

NATO has a key role in supporting Allies as they build and modernise their military 

capabilities, including the acquisition of new weapon systems, vehicles and other major 

equipment. While capability development remains the responsibility of individual NATO 

member states, NATO coordination helps them identify, prioritise and procure the 

capabilities required to defend both themselves and the Alliance. This cooperation can 

also create economies of scale and improve cost-effectiveness. In addition, NATO 

helps ensure that national systems are interoperable and can operate together 

effectively when required. Close cooperation with the defence industry is essential to 

achieve these objectives (NATO’s role in defence industry production, 2025a). 

 

Despite a strong message from the NATO political level to strengthen defence 

capability development through joint procurement (Washington Summit Declaration, 

2024), Allies commit to allocating 5% of GDP each year by 2035 to core defence 

needs, as well as broader defence- and security-related expenditure, to meet both 

national and collective obligations (NATO, 2025c). There is still no defined procedure, 

centralised procurement authority, or official NATO definition for the extensive 

multinational joint procurement process for member states' military equipment. 

Therefore, the joint procurement process is fragmented, which can create the risk of 

slowing down capability delivery, hamper interoperability and call into question NATO's 

credibility in responding to threats. At the same time, NATO defines the capabilities for 

NATO member states through the NATO Defence Planning Process (NDPP). 
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Therefore, this research paper addresses problematic areas of the joint procurement 

process, provides a definition of the joint procurement process and examines how an 

enhanced joint procurement process affects future capability development. 

 

Moreover, fragmented decision-making and divergent national interests hinder NATO 

joint procurement and a more coherent, centralised approach is needed to accelerate 

capability development. 

 

The research paper is divided into three chapters. The first chapter maps and analyses 

NATO, as an organisation and its member states, procurement organisations and the 

factors and limitations that will impact the joint procurement process. The second 

chapter analyses how an enhanced joint procurement process can improve member 

states' defence capability development. Recommendations for future solution options 

are offered in the third chapter. The author provides conclusions at the end of the 

research paper.  

 

2. Factor analysis of actors and joint procurement limitations in NATO 

 

First of all, what is the NATO joint procurement process? There is no proper definition 

for that process. Therefore, the proposed definition will be as follows: NATO Joint 

Procurement is the consolidation of requirements from multiple member states to 

acquire equipment, systems or services through a single multinational procurement 

process to achieve economies of scale, cost-efficiency, interoperability, innovation and 

improved supply chain and delivery times. Moreover, in cooperation with partners and 

established international institutions and in support of existing NATO and EU initiatives, 

the mechanism should aim to reinforce collective deterrence, enlarge defence-

industrial capacity and improve defence capabilities through joint procurement. 

(Reeves, 2026).  

 

2.1. NATO Procurement organisations 

 

NAC approved a new 2025 NATO procurement policy, whose purpose is to make the 

procurement mechanism of NATO common-funded goods and services faster and 
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more flexible, but within the scope of NATO-owned or NATO-managed capabilities 

(procurement-policy_en.pdf, no date). 

 

NATO procurement is carried out by several different bodies, including NATO 

agencies, acting on the Alliance’s behalf. However, there is no single central 

organisation responsible for all NATO procurement activity. Funding also comes from 

various NATO sources, depending on the type of project. However, most capital 

investment projects delivered by NATO are financed through the NATO Security 

Investment Programme (NSIP) (GOV.UK, 2026). Procurement is a hybrid system that 

combines national independent procurement decisions with shared NATO 

mechanisms.  

 

2.1.1. NATO Support and Procurement Agency 

 

The NATO Support and Procurement Agency (NSPA) combine acquisition, logistics, 

medical support, infrastructure, operational support, systems support and related 

services within one organisation. It provides these services to NATO member states, 

NATO Military Authorities and partner nations. As NATO's main support and 

procurement enabler, NSPA's role is to deliver effective, cost-efficient multinational 

solutions for the Alliance, its 32 member states and partners. 

 

NSPA operates on a ‘no profit, no loss’ basis. As one of NATO’s three agencies, it 

functions under charters approved by the North Atlantic Council (NAC). The Agency 

serves as the executive body of the NATO Support and Procurement Organisation 

(NSPO), which comprises all 32 NATO nations. Strategic direction, guidance, 

oversight and performance monitoring are provided by the NSPO Agency 

Supervisory Board, whose members are represented by the member nations (NSPA, 

2026a).  

 

This support covers a wide spectrum of activities, from multinational procurement of 

advanced platforms such as aircraft, helicopters and unmanned systems, to the 

delivery of essential supplies including fuel, spare parts and ammunition, as well as 

services such as air-defence radar maintenance, deployable infrastructure, transport, 

medical support and catering. Cooperation with industry is one of NSPA's key 
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strengths, allowing the Alliance to develop cutting-edge solutions and access the 

newest technologies. To provide NATO and Partner Nations with both current and 

future capabilities and to keep pace with the latest innovations, NSPA works with 

industry across the acquisition and sustainment processes. Its goal is to secure the 

best possible services or equipment at the most favourable price for customers by 

combining requirements from multiple nations and delivering them efficiently through 

its turnkey multinational acquisition framework. (NSPA, 2026b). 

 

The NSPO Support Partnership (SP) is a multinational cooperation arrangement 

created when two or more NATO nations decide to organise shared support and 

service activities. This model is one of NSPA’s distinctive features. Participating 

nations provide governance and strategic guidance, while NSPA develops the 

necessary capabilities and manages national requirements. 

 

By consolidating requirements, the Support Partnership model creates economies of 

scale, lowers costs and reduces the logistics footprint. Its legal framework also 

provides a common and efficient basis for delivering support. In addition, the format 

encourages participating nations to discuss their logistics challenges together, helping 

them identify and address both shared and national requirements (NSPA, 2026c). 

 

2.1.2. NATO member states procurement organisations 

 

Russia’s full-scale invasion of Ukraine in February 2022 and its continuing war of 

aggression have severely destabilised European peace and underscored the 

importance of NATO maintaining a robust and credible deterrence and defence stance. 

In response, Allied countries have increased investment in defence production to 

strengthen their own military capabilities and restore stockpiles reduced by assistance 

provided to Ukraine. (NATO’s role in defence industry production, 2025b). 

 

The 32 NATO member states have organised their procurement systems in 

accordance with nationally agreed-upon arrangements: major powers (the U.S., 

France, Germany, the U.K. and Italy) operate highly institutionalised defence 

procurement agencies, while smaller countries often handle procurement within their 

respective Ministries of Defence. 
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For example, in Estonia, the Estonian Centre for Defence Investments (ECDI) provides 

centralised procurement management services for organisations operating under the 

Ministry of Defence. Its role includes organising centralised procurements to secure 

the goods and services required across the Ministry’s area of responsibility. The ECDI 

also conducts joint procurements with other countries and organisations to combine 

requirements and achieve cost savings (RKIK, 2026). 

 

2.2. Political and legal constraints 

 

Defence remains primarily a national responsibility and most defence acquisitions are 

therefore conducted by governments to meet the needs of their own armed forces. 

There are several reasons why procurement is often carried out nationally. Equipment 

requirements are shaped by factors such as geography, strategic culture, military 

doctrine, domestic defence-industrial policy, international security commitments and 

available budgets. In some countries, legal restrictions also limit participation in 

international armaments cooperation (Friton, Wolters, Andree, 2020).  

 

Defence acquisition is the process of defining needs, securing military equipment and 

ensuring its delivery on schedule, within budget and in line with agreed requirements. 

While the terms defence acquisition and defence procurement are frequently used as 

if they mean the same thing, including in policy documents, it is helpful to separate 

them for analytical purposes. Acquisition is the broader concept, covering decisions 

about what to buy, how to buy and how to support systems and platforms throughout 

their lifecycle. Procurement, by contrast, refers more specifically to the negotiation and 

management of contracts. (Andersson, 2023). 

 

As agreed at the Hague Summit, the 5% target is primarily a political signal. Its purpose 

is to show Allied determination, unity, and a common willingness to bear the burden of 

defence and security, especially as a deterrent message to NATO's adversaries, with 

Russia as the principal concern (Tian, Scarazzato, Guiberteau Ricard, 2025). 

 

Previously, at the London Summit 2019, it was agreed through the Defence Investment 

Pledge that NATO will increase member states' defence investment, in line with the 
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20% guidelines, investing in new capabilities and contributing more forces to missions 

and operations (NATO, 2019). 

 

Each NATO member's political leadership is responsible for defining the state's 

strategic goals in accordance with a threat assessment (Retter et al., 2021). 

Procurement decisions will be influenced by independent decision-making policy, the 

domestic defence industrial base and domestic legal regulations (Hurt, Vargulis, 

Zdanavičius, Jermalavičius, 2023). This is a matter of policy and will, compounded by 

a gap between verbal ambition, actual investment interest, risk appetite and an 

understanding of the risks, both in terms of financial resources and procurement 

processes (Barry, 2025). Every ally wants jobs, supply security, and full control over 

the product lifecycle, resulting in highly inefficient resource use. Therefore, there is a 

need to decide which procurement processes truly require autonomy, which can be 

handled jointly, and which can be purchased on the market—only the latter two can 

generate scale and momentum. It is even noticed at highest level of NATO, by Tarja 

Jaakola, NATO's assistant secretary general for defence industry, innovation, and 

armaments, but not as positive notes: ‘[…] NATO members aren't regularly buying 

weapons together, limiting how quickly and cheaply they can build up stockpiles […] 

that allies can acquire weaponry most cost-effectively by jointly purchasing it [...]. 

Having multiple countries trying to independently develop similar weaponry means 

fewer resources per program and higher per-unit costs than working together [...]’ 

(Baker, 2026). 

 

On the other side, each NATO country has independent decision-making power over 

its defence spending:  

1. Countries decide for themselves the size of their budgets and how much of 

those budgets is allocated to the procurement of defence and non-defence 

equipment. 

2.  The equipment needed to be procured is determined by the armed forces of 

the member states, using the principle of minimum military requirements 

(MMR).  

3. Contracts are signed by the ministries of the member states or by the bodies 

responsible for the procurement process. 
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But at the same time, NATO member states' procurement processes are slow and 

bureaucratic, which is leading NATO to develop yesterday’s defence capabilities 

(Barry, 2025). Their defence institutions (Ministries of Defence, Defence Forces) must 

improve, adapt, turn lessons learned into practical lessons, and implement them as 

tangible progress. 

 

Moreover, failure to follow the standardisation process through STANAG can lead to 

the procurement of non-interoperable equipment and systems. The Unmanned Aerial 

Systems (UAS)/Counter-UAS (C-UAS) capability development identified a shortfall in 

the legal domain, requiring the implementation of a new legal process. Participating in 

the joint procurement process requires consensus-based decision-making, which can 

slow down or block the joint approach. Moreover, some nations will avoid the joint 

procurement process when there are indications that it could conflict with political 

ambitions, national security strategy, or the domestic defence industrial base. 

 

On 30 September 2025, European Commission President Ursula von der Leyen made 

a statement to NATO Secretary General Mark Rutte, ‘[…] we have a single set of 

forces, assigned to different missions – NATO, EU, UN or Coalitions of the Willing. 

Therefore, in close cooperation with NATO, we need capabilities that are interoperable. 

To achieve this, we need more joint procurement […]’ (von der Leyen, 2025).  

 

Despite supportive political language and formal commitments to EU–NATO 

complementarity, tangible progress in strengthening coherence and reducing 

duplication has been minimal. Implementing effective EU-NATO cooperation remains 

difficult, partly because tensions involving states that belong to one organisation but 

not the other restrict meaningful information sharing and joint planning (Retter et al., 

2021). Moreover, EU defence spending reached €381 billion in 2025; a proportional 

rise has not kept pace with this increase in joint acquisitions. EU institutions still point 

to persistent duplication, capability shortfalls and dependence on suppliers from 

outside the EU. In response, the EU has broadened its financial and regulatory tools. 

EDIRPA, EDIP and SAFE offer grants and loans designed to encourage joint 

procurement, while the Defence Readiness Roadmap 2030 sets a target of 40% joint 

procurement by 2027. Proposed changes to the Defence Procurement Directive are 

intended to reduce administrative obstacles and make multinational contracting easier 
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(Tothova, Clapp, 2026). There is no conflict between NATO and the EU; rather, the 

opposite is true—NATO needs capabilities and the EU helps member states achieve 

them. There is a need to work more closely together to achieve goals that are currently 

out of reach, to assess whether all existing weapon systems are necessary and to 

optimise them where possible. On the other hand, it is necessary to enhance the 

military mobility project, which is a key area of EU-NATO cooperation: the EU has the 

budget to help make the movement of troops in Europe—both in terms of infrastructure 

and processes—as swift as possible and in line with NATO's requirements. 

 

The main problem is structural, not accidental. The goal of NATO's joint procurement 

model is to coordinate sovereign countries, not to force them. All mechanisms — from 

the Defence Production Plan to NSPA framework agreements — ultimately depend on 

each country's voluntary participation decisions at each point of decision-making. This 

means that at any moment when the domestic industrial interests, electoral 

considerations, or strategic culture of a member state differ from the collective, the 

process comes to a halt. The result is a systemic gap between political declarations of 

solidarity and contractual obligations that would actually move the production line. 

 

Of the multiple constraints identified above, the binding constraint is political 

sovereignty: the voluntary nature of all NATO joint procurement mechanisms means 

that every single member state can opt out at any decision point based on domestic 

political, industrial or electoral considerations. Legal constraints, divergent threat 

perception and industrial base weaknesses are serious secondary factors, but they are 

ultimately resolvable through treaty revision, interoperability standards and investment. 

Sovereignty-driven fragmentation, by contrast, can’t be engineered away – it requires 

political will and trust building over time. This is why information asymmetry matters so 

much: if member states can’t see what their allies are procuring, when and at what 

cost, they have no rational basis for choosing joint over national procurement. 

Reducing information asymmetry is, therefore, the most actionable near-term lever for 

incrementally building the political confidence that joint procurement can work. 
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2.3. Strategic military leadership priorities 

 

Strategic military leadership priorities regarding capability caps are defined by nations 

through their national defence planning processes. At the same time, the NATO 

defence planning process identifies the capabilities listed in the NATO capability 

targets document (Tian et al., 2025). These two processes are linked to nations' 

defence budgets and the availability of funds for a specific planning timeframe. Most 

of the time, capability development, delivery, and budget allocations are not aligned 

with those of NATO member nations. The reason is quite simple: NATO member states 

have different threat perceptions and capability requirements, which underpin NATO's 

trustworthiness and resilience.  

 

Today, based on Ukraine's experience, the battlefield adaptation cycle lasts 2–6 

weeks; in other words, adaptation is not merely about developing new and innovative 

equipment, but also about using existing technology in new ways. Overall, this is a 

strategic decision by the defence leadership—reframing objectives, allowing for room 

for error and bringing the right parties together (end-users and procurers, government 

and industry). 

 

A decision must be made on how to reduce the gap between technology development 

and deployment, align the armed forces' interests with the technology itself rather than 

overall capability and share the risks between the private and public sectors. A 

prerequisite for this planning cycle is that the process culminates in a successful 

procurement, which should serve as a motivator, encouraging member states to jointly 

develop capabilities. Today's NATO capability planning process dictates that problems 

must be solved with current or past capabilities, which, in turn, creates an innovation 

problem—that is, planning should be adjusted to be forward-looking through an 

innovation matrix rather than repeating old mistakes. This would reduce bureaucracy 

and allow investment in more innovative, albeit higher-risk, technologies that support 

faster modernisation of overall defence capabilities. 

 

We must take into account the needs arising from our plans and the developments that 

will occur between now and 2035—that is, address today’s capability gaps while 

ensuring we remain up to the task in the future (in terms of innovative technological 
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development and advantages, as well as human resources). Capability planning must 

be realigned with operational needs, which will be very difficult to implement. Another 

problematic issue is the cost-effective use of the defence budget to develop the 

capabilities outlined in the Capability Targets 2025 document. A positive trend has 

been established with the decision adopted at the Hague Summit to allocate 5% of 

GDP to defence capabilities, as anything less would be insufficient to meet both 

operational and capability-planning needs. 

 

Rapid development of innovative technology - the UAS/C-UAS capability required by 

NATO requires new tactics, techniques and procedures (TTP) and technology (radars, 

acoustic detectors, Electronic Warfare, Artificial Intelligence), which changed the 

modern warfare dynamic. 

 

2.4. The defence industrial base 

 

Risk assessment is a combination of factors that have a critical impact on the NATO 

Capability delivery and interoperability. The defence industrial base was under-

resourced for decades, and investment was insufficient. It led NATO to low production 

capacity and supply chain bottlenecks. The conflict in Ukraine exposed a severe 

shortfall of critical stockpiles (ammunition, aid, defence and ISR systems) among the 

NATO member states.  

 

Historically, sharp rises in military spending have carried notable risks, including 

inefficient procurement, inflated prices, misuse of funds and the weakening or 

avoidance of oversight procedures. In addition, it remains unclear whether the defence 

industrial base can absorb large, sudden increases in expenditure. Since 2022, the 

industry, particularly in Europe, has faced difficulties expanding production quickly 

enough to meet growing demand (Eurasia, 2026).  

 

Defence-sector inflation, commonly known as ‘defence cost inflation’, often increases 

more rapidly than overall inflation. Consequently, even substantial nominal growth in 

defence budgets may translate into only modest real gains in military capability. Under 

such conditions, the added benefit from each new investment can diminish quickly, 

increasing the risk of inefficient or wasteful spending. Defence inflation can stem from 
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demand-pull pressures, where demand outstrips available supply, as well as cost-push 

pressures, as successive generations of equipment become more technologically 

advanced, complex and costly. Limited competition and inadequate economies of 

scale can also restrict market flexibility and push production costs and prices higher 

(Tian et al., 2025). 

 

The talent gap – a hidden obstacle to increasing production capacity in the defence 

industry, as production lines must be staffed in both peacetime and wartime, but the 

labour market currently suffers from a chronic shortage of critical skills, making it 

impossible to recruit them into the defence industry or armed forces when competing 

with technology companies. A fundamentally different approach is needed to find, 

develop and retain talent. For the past 20–30 years, the defence industry has not 

required the skills needed today in the necessary quantities; maintaining their quantity 

and quality is expensive and redeveloping them is even more so, given the lack of 

recruits. A new kind of integrated force is needed—distributing talent between the 

defence industry and the battlefield and making innovative use of reservists. 

 

3. How the improved joint procurement process will enhance defence 

capabilities 

 

In planning and developing forces and military capabilities suitable for fulfilling military 

defence objectives (e.g., defining the roles of service branches and developing specific 

capabilities), the primary focus is on the essential capabilities required for independent 

defence operations (including the needs of comprehensive national defence). Existing 

and future military capabilities form the basis for a successful independent defence, an 

integral part of which is participation in collective defence. Specific capabilities will not 

be developed if their full potential depends directly on other participants in collective 

defence or is related solely to collective defence needs. 

 

NATO must expand the capacity of its defence industrial base (DIB) while developing 

an acquisition strategy to meet the rising demand for weapons and ammunition. At the 

same time, these efforts need to be managed carefully in light of political sensitivities 

(Marcinek, 2024). Through joint procurement, all involved parties win – nations get 

capabilities more cheaply or, with the same amount of funds, more capabilities. 
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Innovation procurements contribute significantly to increasing NATO member nations' 

defence capabilities by developing new technologies for the defence forces and to local 

economic growth and competitiveness. Innovation procurement results in new, high-

quality and efficient solutions (e.g., better, faster, cheaper, more sustainable). This 

makes it possible to find innovative solutions to problems for which there is currently 

no suitable solution on the market. Through innovation procurement, NATO member 

states can learn about new approaches and solutions and contribute to innovation. 

This enables NATO member states and the defence industry to collaborate on 

developing and testing innovative products or services to address capability gaps. 

  

NATO's enhanced joint procurement approach allows multiple allied countries to 

combine needs, funding and demand with NATO member states' military strategic 

leadership directions and guidance, while relying on centralised institutions, standards 

and digital platforms to manage information, offers, contracts and lifecycle support. At 

the core of this system is NSPA, supported by tools such as the NSPA portal, CAPCAT 

(Capabilities Catalogue), NATO Codification System (NCS) and notifications of 

upcoming business opportunities. 

 

Improved joint procurement enhances defence capability development through four 

connected mechanisms through the High Visibility Projects (HVP). First, it accelerates 

capability delivery by aggregating national demand into larger and more predictable 

orders, which can help the industry plan production capacity and reduce duplication. 

NATO’s Land Battle Decisive Munitions (LBDM) project, involving 24 countries and first 

deliveries in January 2019, illustrates how joint procurement of munitions can translate 

shared requirements into actual military capability (Multinational capability 

cooperation, 2026). Second, it improves interoperability by aligning equipment, 

training, logistics and sustainment from the start to the end. The Multi-Role Tanker 

Transport Capability (MRTT-C) project shows this mechanism in practice: 6 NATO 

member nations jointly acquired a multinationally owned and operated Airbus A330 

tanker fleet, reached initial operational capability (IOC) in March 2023 and are 

scheduled to operate ten aircraft after final delivery in 2026 (Multinational capability 

cooperation, 2026). Third, joint procurement strengthens readiness by providing Allies 

assured access to capabilities that would be costly to maintain through national 

capacity; the Strategic Airlift Capability (SAC) jointly acquired three C-17 aircraft for 12 
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participating countries and shared costs, flight hours and sustainment through NSPA 

(SAC, 2026). Fourth, it strengthens deterrence by providing that political commitments 

can become usable stockpiles and air-defence capacity, as shown by NSPA – 

supported contracts for up to 1000 Patrion missiles (NATO, 2024b) and around 

220,000 rounds of 155mm artillery ammunition (NATO, 2024a). However, joint 

procurement is not automatically a success story: the A400M programme suffered 

delays and cost overruns, showing that pooled procurement requires unified, agreed 

requirements, disciplined governance, a project lead, realistic timelines and a balanced 

industrial workshare (Tothova, Clapp, 2026). 

 

It is important to acknowledge the strongest counterarguments to joint procurement, 

as they represent legitimate policy positions held by several NATO member states. 

First, joint procurement reduces national flexibility – a country that has pooled 

requirements with allies may find itself unable to accelerate, cancel or redirect a 

procurement in response to its own threat assessment without incurring political and 

financial costs. Second, for larger NATO members with established domestic defence 

industries – notably France, Germany and the United Kingdom – joint procurement 

risks undermining domestic industrial capacity, employment and sovereign technology 

development. These states have used national procurement as an industrial policy 

instrument for years and a shift toward multinational pooling requires compensating 

mechanisms to maintain political feasibility. Third, excessive centralisation of 

procurement creates single points of failure in the supply chain – if a joint procurement 

process is disrupted, all participating nations are simultaneously affected. These 

counterarguments do not invalidate the case for improved joint procurement. Still, they 

establish that any reform or change must preserve meaningful national opt-out rights, 

ensure equitable industrial participation and maintain supply chain redundancy. The 

Centralised Information Hub proposed in the recommendation chapter is designed 

precisely to enable informed, voluntary participation rather than compulsory pooling, 

which addresses the first and most fundamental of these objections. 

 

These mechanisms depend on earlier visibility of national procurement intentions, 

which is why the next section proposes a Single Centralised Information Hub as the 

practical enabler of voluntary procurement. 
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4. Recommendation - Single Centralised Information Hub 

 

The Single Centralised Information Hub under NSPA – the eProcurement portal 

(NSPA, 2026d) - addresses the information asymmetry problem but, in itself, doesn't 

resolve the deeper political and legal constraints on joint procurement. To make the 

reform or change actionable, three complementary measures are proposed alongside 

the hub. First, NSPA's mandate should be formally expanded, through a North Atlantic 

Council decision to include an early warning function: NATO member states would 

submit initial procurement intention notices (covering capability type, approximate 

timeline and budget range) at the capability planning stage, before national approval. 

This preserves sovereign decision-making while enabling other nations to express 

interest in joining before national positions harden. Second, the NDPP should be 

adjusted to include a joint procurement compatibility check. When a NATO member 

state's Capability Target can be met through an existing NSPA framework agreement 

or an active HVP, the NDPP staff should flag this formally in the capability review cycle, 

creating a structured decision point for joint procurement rather than national 

procurement. Third, the EU’s EDIRPA, EDIP and SAFE financial instruments could 

formally link to NATO’s NDPP capability targets through a jointly agreed mapping 

exercise, so that EU co-financing incentives reinforce NATO capability priorities rather 

than operating in parallel. These three measures together – the hub, NDPP 

compatibility check and the EU-NATO instrument alignment – constitute a reform 

package that addresses the information, process and financial dimensions of the joint 

procurement problem without requiring changes to national sovereignty over ultimate 

procurement decisions. 

 

5. Conclusions 

 

This research paper has argued that fragmented decision-making and divergent 

national interests are the primary structural constraints on NATO joint procurement and 

that a more coherent, centralised approach – built on voluntary participation, better 

information sharing and process alignment – is both necessary and achievable. The 

research paper is confirmed by the evidence reviewed – despite strong political 

declarations at the London (2019), Washington (2024) and The Hague (2025) 

Summits, the absence of a defined joint procurement procedure continues to produce 
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capability delivery delays, interoperability shortfalls and cost inefficiencies that directly 

affect NATO’s deterrence credibility (Lawrence, 2023). The structural nature of this 

problem means it will not be resolved by political rhetoric alone; it requires institutional 

reform or change at the NSPA level, process adjustments in the NDPP and alignment 

of financial incentives between NATO and EU instruments. 

 

The implications extend beyond procurement efficiency. NATO’s credibility as a 

collective defence organisation rests in part on its ability to field interoperable 

capabilities at scale and speed. If NATO member states continue to procure 

independently, they will inevitably produce non-interoperable equipment sets, 

duplicate development costs and undermine the very collective defence logic that 

justifies the Alliance's existence. The positive examples reviewed, including MRTT-C, 

LBDM, SAC and NSPA-supported ammunition and air-defence contracts, demonstrate 

that joint procurement works when political will, clear requirements and an enabling 

legal framework align. The A400M case, however, shows that multinational 

procurement can also lead to delays and cost overruns when requirements, 

governance and industrial workshare are not sufficiently disciplined. The task for NATO 

leadership is to make the alignment the rule rather than the exception. The EU, through 

EDIP, EDIRPA and SAFE, provides financial instruments that can accelerate this shift, 

provided NATO and the EU develop the institutional coordination needed to ensure 

their respective procurement incentives point in the same direction. 

 

Looking forward, the defence investment commitment agreed at the Hague Summit 

creates an unprecedented fiscal opportunity: 5% of GDP allocated to defence spending 

generates real collective capability only if it is spent efficiently and in ways that avoid 

duplication. Joint procurement is the most powerful tool available to convert that 

resource into credible deterrence.  

 

The recommendations in this research paper – a centralised information hub under 

NSPA, an NDPP joint procurement check and EU-NATO instrument alignment – are 

designed to be implementable within the current political and legal architecture of the 

Alliance, without requiring treaty revision or the creation of a new central procurement 

authority. They represent a pragmatic first step toward the more coherent joint 

procurement posture that the NATO security environment now demands.  
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Chapter 1 — Introduction 

 

The Czech Republic occupies an important position in NATO's logistical and industrial 

architecture in Central Europe (Ministry of Defence of the Czech Republic, 2023). Its 

ability to sustain military investment, meet Host Nation Support (HNS) requirements, 

and contribute credibly to Allied force posture depends not only on military capability 

but also on durable public consent for those commitments. That consent is under 

pressure from two directions. First, hostile Russian information operations target public 

support for defence and Alliance solidarity. Second, domestic scepticism that, 

regardless of intent, can weaken support for the same commitments. The 2023 Czech 

Defence Strategy recognises this challenge by adopting a whole-of-government and 

whole-of-society approach to societal resilience (Ministry of Defence of the Czech 

Republic, 2023). The question is whether the Czech Republic's strategic 

communication (STRATCOM) architecture is adequate for that task. 

 

This paper asks why Czech public consent for military investment and NATO 

commitments is vulnerable to hostile narrative pressure, and to what extent 

STRATCOM can mitigate that vulnerability. In this paper, public consent refers to 

sustained public support for three politically consequential commitments: (1) military 

investment, (2) NATO-centred defence policy including HNS, and (3) acceptance of 

the costs these commitments impose. 

 

The paper argues that the Czech Republic's STRATCOM framework is not configured 

to protect the public consent that military investment and NATO commitments require 

to remain politically sustainable. 

 

Three mutually reinforcing weaknesses create a vulnerability that targeted 

STRATCOM reform can reduce: (1) a gap between elite and public threat perception, 

(2) insufficient proactive defence communication, and (3) the functional convergence 

of Russian and domestic sceptic narratives. However, it cannot substitute for broader 

political leadership. 
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For the purposes of this analysis, STRATCOM is defined as the institutional capacity 

to build and protect public consent for national defence. This concept extends beyond 

counter-disinformation. Its core purpose is to sustain the political foundation on which 

military investment and Alliance commitments depend. This definition aligns with the 

evolving understanding of STRATCOM within NATO and Allied states as a defence-

enabling capability rather than a narrow messaging function (NATO, 2023a; Aday et 

al., 2019). 

 

The paper uses a four-step policy-oriented diagnostic analysis. First, it tests whether a 

defence-consent gap exists by cross-validating public opinion and expenditure data, 

primarily from the Public Opinion Research Centre (CVVM), the Institute for Empirical 

Research (STEM), and NATO data, on threat perception, defence spending, and 

NATO-related commitments. Second, it maps documented hostile narrative lines using 

open-source reporting from the Security Information Service (BIS), Centre Against 

Terrorism and Hybrid Threats (CTHH), the European External Action Service (EEAS), 

the European Values Center for Security Policy, and the Czech authorities' response 

to the Voice of Europe case, and assesses whether these narratives target the 

identified areas of consent fragility. Third, it evaluates the Czech STRATCOM 

institutional architecture against the vulnerabilities identified in the first two steps. 

Fourth, it distinguishes between vulnerabilities that STRATCOM reform can address 

and those requiring broader political action. Finland is used as a bounded benchmark: 

not as a transferable template, but as a democratic state with a mature whole-of-

society defence communication model sustained across decades and across changes 

of Government. 

 

The analysis is confined to the Czech Republic, to STRATCOM as a specific 

instrument, and to defence-consent vulnerability in particular. It does not attempt a 

comprehensive study of Russian information warfare, a comparative analysis of 

multiple NATO states, or a theory of populism. The institutional assessment relies on 

open-source indicators. Classified information on Czech STRATCOM capabilities is 

outside the scope of this paper. Electoral and opinion trends are treated as indicators 

of societal attitudes, not as objects of partisan evaluation. 
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The paper proceeds as follows. Chapter 2 diagnoses the structural roots of Czech 

defence-consent fragility through historical analysis and polling data. Chapter 3 maps 

documented hostile narrative lines and their convergence with domestic sceptic 

messaging. Chapter 4 assesses Czech STRATCOM capability against the identified 

vulnerability and threat, benchmarked against the Finnish model. Chapter 5 proposes 

targeted reforms linked to specific gaps while specifying the limits of what STRATCOM 

alone can achieve. Chapter 6 restates the findings and their implications for Czech 

defence policy. 

 

Chapter 2 — Why Public Consent Is Vulnerable: The Czech Defence Consensus 

Gap 

 

Czech public consent for defence commitments has not collapsed. The problem is that 

this consent appears broad in principle but shallow when translated into material costs, 

operational risk, and Alliance obligations. This chapter argues that the vulnerability has 

cumulative historical roots and remains politically relevant today. The claim is not that 

historical experience mechanically determines annual defence budgets or 

contemporary voting behaviour. Rather, earlier experiences helped shape an 

interpretive repertoire in which defence is symbolically endorsed but less consistently 

internalised as an obligation requiring sustained sacrifice and risk-sharing. 

 

Structural roots of Czech defence-consent fragility 

 

The first historical layer is the legacy of the 1938 Munich Agreement. The Franco-

British decision to cede the Sudetenland without Czechoslovak participation created a 

durable narrative that alliances betray small states at moments of greatest need. 

Zimmermanová and Kříž (2019) traced this narrative through Czech textbooks from 

1945 to 2015 and found that its core message, the message of Czech smallness, 

endured across seventy years and successive political regimes. This does not prove 

that present-day attitudes are determined by one historical memory. It suggests that 

doubts about the reliability of alliances and the limited agency of small states remain a 

culturally available frame when questions of external guarantees and national defence 

arise. 
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The second layer is the legacy of the 1968 Warsaw Pact invasion and the period of 

normalisation that followed. Gabal, Helšusová and Szayna (2002, p. 29) found that the 

post-1968 era left the Czech public particularly sensitive to the presence of foreign 

troops on national territory. The same study argues that unlike in Poland or Hungary, 

the hard orthodoxy that followed 1968 in Czechoslovakia prevented the development 

of even a minimal community of independent civilian security experts capable of 

preparing society for alliance membership after 1989 (Gabal, Helšusová and Szayna, 

2002, p. 3). As a result, the Czech Republic entered the 1990s with limited civilian 

capacity to explain defence policy, Alliance obligations, and military reform to a wider 

public. 

 

The third layer concerns the way NATO accession was domestically framed. Czech 

political elites presented NATO membership often in civilisational rather than military 

terms, keeping public debate closer to financial cost-benefit arguments rather than to 

the obligations membership entailed (Gabal, Helšusová and Szayna, 2002, p. 3). 

Then-Prime Minister Václav Klaus exemplified this framing when he told an American 

audience in 1997 that ‘NATO is about ideas, not about enemies’, defining it primarily 

as an alliance of democratic values (Klaus, 1997). The accession decision was taken 

without a referendum, despite 71% of respondents in a subsequent survey believing 

one should have been held (Gabal, Helšusová and Szayna, 2002, p. 23). The result 

was that many Czech citizens understood NATO membership more as a geopolitical 

shift toward the West than as accession to an organisation of collective military defence 

(Gabal, Helšusová and Szayna, 2002, p. 9). 

 

The measurable present condition 

 

These historical roots matter only if they remain visible in current attitudes. The March 

2025 survey by CVVM indicates that they do. The survey found that 89% of 

respondents agreed that state sovereignty must be defended at all costs (CVVM, 

2025). Yet 47% also agreed that defending the Czech Republic was not essential 

because it is a small country whose fate lies in the hands of superpowers (CVVM, 

2025), a finding that clearly echoes the ‘message of Czech smallness’ identified by 

Zimmermanová and Kříž. In the same survey, 39% regarded defence spending as an 
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unnecessary burden on the budget, and 63% doubted the country’s ability to defend 

itself if something were to happen (CVVM, 2025). 

 

At the same time, support for NATO membership remained comparatively high (CVVM, 

2025). CVVM found that 39% were definitely satisfied and a further 37% somewhat 

satisfied with Czech membership, while 65% judged NATO’s existence and actions to 

have a positive effect on the security of its members (CVVM, 2025). The key issue is 

therefore not that Czech society categorically rejects NATO or defence. It is that 

endorsement is uneven. Support is strong at the level of abstract principle, sovereignty, 

membership, and general security, but weaker when translated into spending, agency, 

and confidence in national defence capacity. This gap between symbolic approval and 

practical commitment is the chapter's central indicator of fragility. 

 

Why is the fragility politically relevant 

 

The political relevance of this fragility is visible first in the budgetary record. NATO data 

show that Czech defence spending, measured as a share of GDP at constant 2021 

prices, remained between 0.94% and 1.35% throughout 2014–2023 (NATO, 2025). 

The 2024 and 2025 figures in the same source are NATO estimates and are therefore 

not used here. The point is not that the Czech Republic was uniquely low within NATO, 

but that defence was not treated as a consistently protected political priority over a 

prolonged period. For a small Allied state whose defence ultimately depends on 

credibility within a collective system, this pattern is politically significant even if it does 

not explain any single annual budget decision.  

 

That under-prioritisation coincided with capability deficiencies acknowledged in official 

Czech defence planning documents. The Czech Armed Forces Development Concept 

2030 identifies incomplete modernisation, equipment obsolescence, low manning 

levels, and insufficient materiel and ammunition stocks as persistent shortcomings 

(Ministry of Defence of the Czech Republic, 2019). Independent analysis estimates the 

Czech Republic’s defence-related internal debt at between CZK 265 billion and CZK 

562 billion (Bahenský et al., 2025, p. 11), while former Defence Minister Jana 

Černochová has cited estimates ranging from CZK 600 billion to CZK 1 trillion when 

inflation is accounted for (Chamber of Deputies of the Parliament of the Czech 
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Republic, 2025). The precise figure is contestable, but the broader conclusion is harder 

to dispute: long-term underinvestment left a substantial backlog in armament, 

equipment, materials, and infrastructure. This does not show that public attitudes 

directly determined budget outcomes. Coalition politics, fiscal choices, and 

procurement cycles also mattered. This pattern may have reduced the political 

pressure for sustained defence prioritisation. 

 

Conditional solidarity towards Allies points in the same direction. STEM found that 82% 

of respondents would support sending Czech troops to help neighbouring Poland if 

attacked, but only 65% would support doing so for the Baltic states (STEM, 2024). 

 

These data indicate that Alliance solidarity is not absent in principle, but that its stability 

appears conditioned by proximity and relevance. Support is stronger where obligations 

feel immediate and intuitively connected to Czech security, and weaker where they 

appear more distant or abstract. 

 

The argument of this chapter is therefore limited but important. Historical legacies are 

not presented here as a one-sided explanation for any single policy. Rather, they help 

explain why present-day Czech defence consent remains vulnerable. Support for 

defence and NATO exists, but it is more robust in principle than in sustained spending, 

risk-sharing, and distant Alliance obligations.  

 

That condition does not, by itself, produce hostile-narrative success, but it creates 

conditions in which such narratives can work more effectively. Chapter 3 turns directly 

to that mechanism. 

 

Chapter 3 — How Hostile Narratives Exploit the Vulnerability 

Documented Russian narratives targeting the Czech defence consent 

 

BIS assessed 2024 as one of the most demanding recent years for Czech security, 

describing a Russian information environment that relied less on open propaganda and 

more on manipulation channelled through local intermediaries and domestically 

understandable themes (BIS, 2025). This shift matters analytically because the most 
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effective hostile messages are not necessarily presented as foreign messages. They 

are embedded in claims that can circulate as ordinary domestic arguments. 

 

Open-source monitoring points to three recurring narrative lines relevant to Czech 

defence consent. BIS documents Russian use of local proxies and anti-NATO or anti-

Western narratives in the Czech information environment (BIS, 2024; BIS, 2025). 

EEAS reporting identifies Russian Foreign Information Manipulation and Interference 

(FIMI) themes aimed at Alliance division, war fatigue, and reduced support for Ukraine 

(European External Action Service, 2024). European Values Center for Security Policy 

monitoring shows similar themes circulating in Czech-language disinformation 

ecosystems (European Values Center for Security Policy, 2023). The first line frames 

NATO and the wider West as escalatory actors whose policies increase rather than 

reduce the risk of conflict. The second presents defence spending and military support 

for Ukraine as wasteful burdens that divert resources from domestic social needs. The 

third portrays neutrality, restraint, or distance from Alliance commitments as safer than 

sustained military and political engagement. The pressure mechanism is therefore 

threefold: (1) anti-NATO narratives target Alliance trust, (2) cost narratives target 

support for military investment, and (3) neutrality narratives target willingness to accept 

risk-sharing obligations. 

 

The most concrete attributable case is the Voice of Europe network, a Prague-based 

Russian influence operation exposed by Czech authorities in 2024. BIS linked the 

network to Russian influence activity, and the Ministry of Foreign Affairs subsequently 

announced that the European Union had placed Voice of Europe, Viktor Medvedchuk, 

and Artem Marchevskyi on the sanctions list following a Czech proposal (BIS, 2024; 

Ministry of Foreign Affairs of the Czech Republic, 2024). The case supports three 

points relevant to this analysis. First, Russian information operations in the Czech 

Republic are operational and attributable. Second, they are designed to work through 

localised, politically resonant messaging rather than easily identifiable foreign 

propaganda. Third, the Czech state itself has formally identified and acted against 

them, making the threat assessment presented here consistent with official Czech 

findings rather than external speculation. 
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Functional convergence with domestic sceptic messaging 

 

The analytically decisive point is not whether Russian operations directly control 

domestic political messaging. Such a claim cannot be methodologically proven from 

open sources and is not made here. The point is that narratives consistent with 

documented Russian information objectives can receive domestic support through 

channels that operate independently. The relevant framework is the convergence of 

effect, not the attribution of intent. The argument is not that domestic scepticism is 

illegitimate or externally directed; it is that analytically similar claims can, irrespective 

of origin, have similar erosive effects on defence consent. 

 

Czech analytical monitoring indicates that themes matching the three narrative lines 

identified above recur in domestic political discourse, media commentary, and public 

debate on defence decisions (European Values Center for Security Policy, 2023). 

When a Czech citizen encounters the claim that NATO provokes Russia, that defence 

spending is a burden, or that neutrality would be safer, the erosive effect on defence 

consent may be similar even though the origin, intent, and legitimacy of the sources 

differ. The structural vulnerability diagnosed in Chapter 2, broad but shallow Alliance 

support, historically rooted scepticism of foreign military commitments, and support 

that weakens when translated into material cost or distant obligations, creates an 

environment in which adversarial and domestically generated scepticism can reinforce 

one another. The EEAS has documented this pattern across multiple EU member 

states, noting that hostile foreign information manipulation is most effective where it 

amplifies existing divisions rather than introducing completely foreign narratives into a 

target society (European External Action Service, 2024). 

 

The cumulative effect on the political base for defence 

 

The strategic significance of narrative pressure is not that it changes individual minds 

overnight. It is that repeated exposure to convergent messages may make support for 

defence spending, military assistance, and Alliance obligations more politically 

questionable over time. In a society where support already appears stronger in 

principle than in material commitment, narratives that stress provocation, cost, or the 
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appeal of neutrality can reinforce hesitation and make politically challenging defence 

decisions harder to sustain. 

 

The Czech case does not allow for a direct causal claim linking hostile narratives to 

any single budgetary or institutional decision, and this chapter does not make one. The 

more limited conclusion is that documented hostile narrative lines, one attributable 

influence case, and evidence of convergence with domestically circulating sceptical 

claims together indicate a plausible, persistent, and strategically relevant pressure 

mechanism. The vulnerability identified in Chapter 2 does not, by itself, cause the 

success of hostile narratives, but it helps explain why such narratives can gain leverage 

in the Czech case. Chapter 4, therefore, turns from the pressure mechanism to the 

institutional question: whether Czech STRATCOM capability is set to protect public 

consent against this convergent pressure, or whether the institutional response 

remains oriented toward a different and narrower task. 

 

Chapter 4 — Czech STRATCOM Capability: A Gap Analysis 

 

Chapters 2 and 3 established that Czech public consent for defence is structurally 

vulnerable and under active pressure from convergent narratives. This chapter 

examines whether the Czech state’s STRATCOM architecture is configured to protect 

that consent. The focus is on institutional arrangements, mandates, and continuity. It 

does not measure operational effectiveness, which would require classified material 

outside the scope of this paper. Finland serves as a bounded benchmark, not as a 

transferable template. As a democratic state that has maintained a whole-of-society 

defence communication architecture across decades and across changes of 

Government (Raitasalo, 2023), it offers concrete institutional referents against which 

gaps in the Czech system can be evaluated. 

 

The current Czech STRATCOM institutional landscape 

 

The Czech framework is not empty. At the policy level, it is explicit. The National 

Strategy for Countering Hybrid Interference, approved by the Government in April 

2021, frames the response as a whole-of-society task and envisages the development 

of a national STRATCOM system (Ministry of Defence of the Czech Republic, 2021). 
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The Action Plan for 2025 defines three pillars: (1) systemic and holistic approach, (2) 

resilience of society and critical infrastructure, and (3) adequate response capability 

(Ministry of Defence of the Czech Republic, 2025a). The 2023 Defence Strategy 

reinforces this framework by adopting a whole-of-government and whole-of-society 

approach and by tasking the education system to promote security-relevant knowledge 

and willingness to participate in defence (Ministry of Defence of the Czech Republic, 

2023, para. 48). The POKOS 2025–2030 concept, approved on 8 January 2025, 

explicitly acknowledges previous fragmentation, broadens preparation beyond the 

Ministry of Defence alone, and defines four pillars including STRATCOM (Ministry of 

Defence of the Czech Republic, 2025b). 

 

Implementation at the level of standing institutions is narrower. The CTHH, operating 

within the Ministry of Interior since 1 January 2017, is a permanent unit monitoring 

terrorism, extremism, and disinformation campaigns related to internal security. Its 

mandate has not been extended to proactive defence communication aimed at 

sustaining consent for military investment and Alliance commitments (Ministry of the 

Interior of the Czech Republic, 2017). Two successive central coordinating functions 

have not survived. The position of Government Commissioner for Media and 

Disinformation, established in March 2022, was abolished in February 2023, with 

coordination shifted to the National Security Adviser (Government of the Czech 

Republic, 2023). The STRATCOM Department at the Office of the Government, which 

had been the closest institutional equivalent to a central STRATCOM coordinating 

function, was dissolved with effect from 1 January 2026 (Office of the Government of 

the Czech Republic, 2026). Relevant central coordinating arrangements have 

therefore been created, transferred, or abolished in short succession. Meanwhile, the 

standing CTHH remains in place, but with a mandate limited to internal security 

analysis rather than proactive defence communication. 

 

Capability gaps against the three vulnerabilities 

 

When assessed against the identified vulnerabilities, three gaps remain visible. Each 

gap is assessed by comparing the institutional requirements stemming from Chapters 

2 and 3 with the mandates, continuity, and target groups of the mechanisms that 

currently exist.  
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First, a defence literacy gap persists at the level of societal leadership. Closing the gap 

between the threat assumptions embedded in Czech defence policy and the depth of 

public consent needed to sustain them politically requires repeated, nonpartisan, 

cross-sector exposure of senior civilian and military actors to a shared framework for 

understanding defence obligations, Alliance commitments, and national resilience. 

POKOS 2025–2030 broadens the target audience beyond schools to include public 

administration and other groups relevant to defence, an advance over the previous 

narrower focus. It does not, however, establish a standing mechanism to regularly 

integrate politicians, senior civil servants, business leaders, journalists, and civil 

society actors into a common defence literacy framework. What exists is a broadened 

citizen-preparation policy, not a resilient institution for integrating societal leadership. 

 

Second, the system lacks coordination for proactive defence communication protected 

from political turmoil. The 2021 Strategy and the Action Plan both identified the need 

for a national STRATCOM system, but the coordinating architecture intended to carry 

that agenda has not survived. The Commissioner's role was short-lived, and the Office 

of the Government's STRATCOM Department has been dissolved. Distributed 

responsibility across several bodies is not necessarily a weakness, but in the Czech 

case, the evidence shows that policy ambition exceeds the durability of coordinating 

arrangements across political cycles. 

 

Third, a functional mismatch remains between counter-disinformation and proactive 

defence communication. The Czech architecture contains monitoring, hybrid-

awareness, and resilience functions through the CTHH, intelligence services, the 

Security Council of the State, and the Ministry of Defence policy documents. Open 

sources do not identify a standing institutional mechanism tasked specifically with 

explaining why defence investment, Alliance commitments, and societal preparedness 

are politically necessary over time. This task includes sustaining the case for those 

measures when they become costly or controversial. 
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Finland as a bounded benchmark 

 

Finland is used as a benchmark not because its historical experience parallels that of 

the Czech Republic, it does not, but because it demonstrates how a democratic state 

can institutionalise defence communication as resilient state architecture rather than 

temporary policy preference. The Finnish Security Strategy for Society defines 

comprehensive security (kokonaisturvallisuus) as collaboration among authorities, 

business, organisations, and citizens, built around seven vital functions of society, 

including defence capability and psychological resilience (Security Committee of 

Finland, 2025a). Its implementation is monitored annually through a Security Report 

for Society. The Security Committee provides a permanent, broad-based cooperation 

body for comprehensive security preparedness and assists the Government and 

ministries in coordinating proactive preparedness. Its continuity is reinforced by the 

stated aim that the general principles of Finland’s Security Strategy for Society should 

last across different government terms (Security Committee of Finland, 2025b).  

 

The mechanism most directly relevant to the Czech gap analysis is the system of 

National Defence Courses (maanpuolustuskurssit), organised by the Finnish National 

Defence University since 1961, with regional defence courses following shortly 

thereafter. The national courses are held four times per year. Participants are selected 

by a cross-sector advisory board and drawn from senior civilian and military actors, 

including politicians, civil servants, business leaders, media figures, academics, and 

civil society leaders. More than 10,000 influential members of Finnish society have 

attended the courses over the years, and the programme has continued through every 

change of Finnish Government since 1961 (Finnish National Defence University, 

2025). The Advisory Board for Defence Information (ABDI), a parliamentary forum 

under the Ministry of Defence, complements this ecosystem by commissioning regular 

public-opinion surveys and sustaining dialogue on security policy, national defence, 

and preparedness communication (Advisory Board for Defence Information, 2025). 

These mechanisms are not directly transferable as a whole. However, they identify 

what the Czech system currently lacks: a permanent coordination core, a recurring 

mechanism of leadership literacy across sectors, and institutional continuity across 

political cycles. 
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Synthesis 

 

The Czech STRATCOM framework is better understood as partially configured than 

as absent. It includes explicit policy recognition of whole-of-society resilience, a 

standing internal security capability in the CTHH, and a broadened citizen-preparation 

concept in POKOS 2025–2030. These are meaningful components. They do not, 

however, close the three capability gaps central to this paper’s research question. 

Open sources do not show a continuity-protected central coordinating function for 

STRATCOM, a standing mechanism for cross-sector defence literacy at societal-

leadership level, or a resilient institutional answer to the need for proactive defence 

communication to the convergence problem described in Chapter 3. The Czech 

system recognises the problem and has assembled relevant pieces. It has not yet 

institutionalised them into a sufficiently stable architecture for protecting public consent 

over time. Chapter 5, therefore, turns from diagnosis to the question of what 

STRATCOM can, and cannot, realistically improve. 

 

Chapter 5 — Recommendations: What STRATCOM Can and Cannot Fix 

 

Chapter 4 identified three specific capability gaps in the Czech STRATCOM 

architecture: (1) the lack of a resilient, recurring mechanism for cross-sector defence 

literacy at the societal-leadership level, (2) the lack of continuity-protected central 

coordination for proactive defence communication, and (3) the orientation of existing 

institutional capability toward reactive counter-disinformation rather than sustained 

proactive communication. This chapter proposes targeted reforms linked directly to 

each gap, then specifies the limits of what STRATCOM alone can achieve. The 

delineation is important because the paper has insisted on rejecting causal claims that 

lack supporting evidence. The same approach applies to its own recommendations. 

 

Three targeted reforms 

 

First: Establish a standing leadership defence-literacy mechanism.  

 

The Czech Republic should establish a standing Czech Defence and Security Course 

for senior civilian and military leadership, modelled on the principles of the Finnish 
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National Defence Courses but adapted to Czech conditions. The course should begin 

at an annual or semi-annual pace, following the Finnish principle of sustained, 

nonpartisan, cross-sector participation rather than trying to replicate Finnish design 

parameters that evolved over six decades. Participant selection should be conducted 

by a nonpartisan advisory board composed of representatives from state institutions, 

professional associations, and academia. A university-based host, most plausibly the 

University of Defence, would combine academic standing, security-clearance capacity, 

and relative insulation from short political cycles. Such a course would not shift public 

attitudes directly. However, over time, it would build a network of senior societal figures 

with a common framework for defence obligations, Alliance commitments, and national 

resilience. The POKOS 2025–2030 concept already envisages broader engagement 

with public administration and selected target groups (Ministry of Defence of the Czech 

Republic, 2025b). A standing leadership course would give that broader engagement 

a resilient institutional form. 

 

Second: Anchor STRATCOM coordination above the routine executive level. 

 

The central coordinating function for STRATCOM should be anchored in a way that is 

institutionally resilient across changes of Government. The preferred option is a 

formalised coordinating secretariat under the Security Council of the State, with cross-

government backing and a level of institutional anchoring that protects it from the 

executive reorganisations that abolished the Government Commissioner and the 

Strategic Communication Department. That option is preferable to another temporary 

office because it better fits the Czech constitutional-administrative structure, links 

STRATCOM to an existing security decision-making body, and offers a better chance 

of survival across changes of Government. The 2021 National Strategy for Countering 

Hybrid Interference envisaged the development of a national STRATCOM system 

(Ministry of Defence of the Czech Republic, 2021), but the principal coordination 

arrangements intended to carry that agenda have failed to prove durable. A more firmly 

anchored coordinating function would create the continuity protection that the 

Government Commissioner for Media and Disinformation and the Office of the 

Government STRATCOM Department lacked. The Finnish Security Committee, whose 

secretariat sits at the Ministry of Defence and has operated across changes of 
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Government (Security Committee of Finland, 2025b), offers a concrete illustration of 

what such continuity can look like in practice. 

 

Third: Reposition POKOS STRATCOM toward sustained proactive defence 

communication. 

 

The STRATCOM pillar of POKOS 2025–2030 should be repositioned from general 

awareness-building to sustained proactive defence communication, with clearly 

defined institutional ownership, a dedicated budgetary line, and explicit performance 

indicators. Ownership should sit with the central coordinating body recommended 

above, while implementation should remain distributed across the relevant ministries 

and institutions. Performance indicators should include at least (1) public awareness 

and trust metrics gained from regular surveys, (2) elite-participation metrics measuring 

reach of proactive communication across Government and non-government 

leadership, and (3) continuity metrics tracking institutional stability across government 

changes. Building on POKOS rather than displacing it preserves the policy continuity 

that the Czech system has struggled to sustain. This reform would complement rather 

than replace the monitoring and counter-disinformation work of the CTHH, which would 

continue in its existing internal security area. 

 

The limits of STRATCOM 

 

STRATCOM cannot substitute for broader political leadership and should not be 

expected to do so. Three specific limits are worth naming.  

 

First, STRATCOM cannot determine the underlying political economy of Czech 

defence commitments, which is shaped by coalition bargaining, fiscal constraints, 

procurement cycles, and competing social priorities, including healthcare, pensions, 

and education. Better institutionalised STRATCOM would change the conditions of 

public debate; it would not guarantee budget outcomes.  

 

Second, the historical interpretive repertoire documented in Chapter 2 has 

generational depth. Institutional communication can reduce the political resonance of 

specific narratives and strengthen the public's capacity to evaluate defence 
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commitments on their merits over time. However, the Munich legacy, the memory of 

1968, and the civilisational framing of accession will not be dissolved by any reform 

deliverable within the time horizon of a ten-year concept.  

 

Third, and most importantly, partisan contestation over defence is a legitimate feature 

of democratic politics, not an object of counter-narrative work. Citizens are entitled to 

debate defence spending, Alliance commitments, and burden-sharing, and a healthy 

democracy requires that they do. The purpose of STRATCOM is to ensure that such 

debate takes place based on accurate information and a shared understanding of what 

defence commitments entail, not to suppress disagreement or pre-determine its 

outcome. The reforms proposed above are designed to strengthen the institutional 

conditions for informed public deliberation, not to engineer any particular political 

outcome. 

 

The appropriate formulation is therefore bounded. STRATCOM can mitigate this 

vulnerability by improving defence literacy, coordination, and sustained proactive 

explanation of defence commitments. It cannot resolve fiscal trade-offs, historical 

scepticism, partisan contestation, or the absence of sustained political leadership. 

Well-institutionalised STRATCOM can reduce the conditions under which hostile 

narratives gain leverage and provide proactive defence communication with the 

continuity it currently lacks. It can improve the quality of the national conversation about 

defence, but it cannot guarantee consensus, fiscal prioritisation, or strategic clarity 

from elected leaders. Chapter 6 draws the overall conclusions of the paper. 

 

Chapter 6 — Conclusion 

 

This paper asked why the Czech public's consent for military investment and NATO 

commitments is vulnerable to hostile narrative pressure. Its central argument has been 

that the Czech Republic's STRATCOM framework is not configured to protect the 

public consent on which those commitments depend. The problem is not the absence 

of public support for defence as such. It is that support remains broader at the level of 

principle than at the level of sustained spending, practical risk-sharing, and sustainable 

acceptance of the obligations that collective defence entails.  
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The analysis was carried out in four steps. Chapter 2 showed that this vulnerability is 

rooted in a cumulative historical and political context: the legacy of Munich, the memory 

of 1968, and the public framing of NATO accession all helped sustain an interpretive 

repertoire in which defence and alliance commitments are endorsed symbolically but 

less consistently internalised as obligations requiring sacrifice. Current polling 

indicates that this pattern remains visible. Chapter 3 then showed that hostile Russian 

narratives do not need to construct this vulnerability from nothing. They are most 

effective when they amplify existing doubts through narrative lines that resonate with 

domestic scepticism and reinforce the same erosive effects, even without implying 

common intent or direct control. Chapter 4 demonstrated that the Czech STRATCOM 

framework is only partially configured to respond to this condition. Policy recognition 

of whole-of-society resilience exists, and the state has assembled relevant elements 

through a hybrid-threat strategy, internal security monitoring, and broader citizen-

preparation concepts. Yet the institutional architecture remains fragmented and 

insufficiently resilient. Chapter 5, therefore, argued that STRATCOM reform can still 

matter, but only in a bounded sense, by improving leadership-level defence literacy, 

protecting coordination from repeated institutional changes, and shifting 

communication from reactive counter-disinformation toward sustained proactive 

explanation of why defence commitments are politically necessary. 

 

The broader conclusion is therefore straightforward. Czech STRATCOM is better 

understood not as a peripheral messaging function, but as part of the state architecture 

required to keep defence policy politically sustainable under pressure. It can mitigate 

vulnerability by improving defence literacy, resilient coordination, and proactive 

explanation of defence commitments. It cannot substitute for political leadership 

exercised consistently across governments nor can it eliminate legitimate democratic 

disagreement. Those limits are not a weakness of the argument; they are a condition 

of its credibility. 

 

For the Czech Republic, the strategic issue is whether the state can sustain public 

consent for defence despite hostile narrative pressure. The analysis in this paper 

suggests that, at present, the answer is only partial. If Czech defence policy is to 

remain credible, resilient, and politically sustainable over time, the protection of public 

consent must be treated as one of the enabling conditions of national defence itself. 



247 
 

 

 

Abbreviation Meaning 

ABDI Advisory Board for Defence Information 

BIS Security Information Service 

CTHH Centre Against Terrorism and Hybrid Threats 

CVVM Public Opinion Research Centre 

EEAS European External Action Service 

FIMI Foreign Information Manipulation and Interference 

HNS Host Nation Support 

NATO North Atlantic Treaty Organization 

POKOS Preparation of Citizens for National Defence 

STEM Institute for Empirical Research 

STRATCOM Strategic Communication 
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In April 2007, Estonian authorities removed the Bronze Soldier monument from 

Tallinn’s Tõnismägi Square. For many Russian-speaking Estonians, the monument 

had served as a focal point for commemorations on 9 May, coinciding with Russia’s 

Victory Day celebration. Its relocation to a military cemetery elsewhere in the city 

provoked significant civil unrest and riots, later termed the Bronze Night (Monument of 

contention). At the time of its removal, Estonia had been a member of the European 

Union (EU) for three years, and the move was interpreted in different ways. For some, 

it symbolised Estonia’s attempt to distance itself from its Soviet past and to consolidate 

a coherent Estonian national identity. However, many Russian speakers perceived it 

as an assault on their collective memory and cultural identity (Davydova, 2008, p.393). 

Other commentators (Saarts, 2008) and academics (Juurvee & Mattiisen 2020, p.11-

13 & Ehala, 2009, p.143) did not see the riots as orchestrated from Moscow alone, but 

argue they were the result of long-standing issues of inequality, political exclusion, 

unbalanced representation, and majoritarian governance. This suggests that the 

removal of the statue tapped into deeper grievances about status, recognition and 

exclusion in Estonian society. 

 

Whilst many Russian speakers hold Estonian citizenship, they also maintain cultural 

ties to Russia through language, memory, and cultural practices. This dynamic reflects 

a broader challenge common to post-Soviet societies, where national loyalty is 

intertwined with historical narratives and ethnic heritage. The civil unrest of the Bronze 

Night illustrated deep tension in cultural and national identification among Estonia’s 

Russophone population, but a divergence in thinking exists in theories as to the source 

of the unrest. Whilst the monument relocation and Russian information operations 

were triggers, could the socio-economic marginalisation of the Russian-speaking 

minority have helped create a domestic demographic prone to civic mobilisation and 

vulnerable to manipulation from foreign powers, namely Russia? 

 

This essay will explore Estonia’s delicate balance between safeguarding national 

security and adhering to the liberal democratic norms expected by its Western 

European partners. It will posit that liberal inclusion and national security, often 

portrayed as opposing forces, have instead evolved interdependently. In its 
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generational path toward integrating its Russian-speaking minority, each dynamic has 

shaped the other, with Estonia regulating its policies against the backdrop of an 

enduring threat of Russian aggression and the demands of European integration. 

Central to this thesis is the change in policy after the Bronze Night, where historical 

reconciliation was melded with economic inclusion and political agency. Issues that, if 

neglected, risked reinforcing divisions that Russia could readily exploit for geopolitical 

leverage. 

 

It will start by outlining the historical context and identity formation of Estonia’s Russian-

speaking population, tracing how Soviet-era russification and post-Soviet demographic 

shifts shaped current dynamics. This setting will provide the backdrop for an analysis 

of Estonian citizenship and integration policies, assessing how Estonia’s legal 

framework and post-independence reforms affected inclusion and political 

participation. From here, it will segue into an exploration of external influences, 

primarily Russia’s compatriot and passportisation policy and the role of Russian-

language media. Finally, it considers security, cohesion, and nation-building, 

evaluating Estonia’s efforts to balance liberal freedoms with national security in a 

hostile geopolitical environment. 

 

Estonia’s Russian-speaking population emerged as a direct result of Soviet 

russification policies, which aimed to alter the demographic balance of satellite states 

and strengthen Moscow’s control. This policy had deep historical roots in the Russian 

Empire’s westward expansion and its self-conception as a European power 

(Brüggemann & Kasekamp, 2008, p.428). During the Soviet period, organised 

population transfers into Estonia served to ensure that no non-Russian majority region 

could challenge central authority while providing labour for industrialisation and 

infrastructure projects (Hirsch, 2005, p.62-98). 

 

The industrialisation of northeastern Estonia, particularly in Ida-Virumaa, attracted 

thousands of migrants. Between the 1960s and 1980s, many Russian speakers from 

across the Soviet Union moved to Estonia, drawn by higher living standards and better 

housing than elsewhere in the Soviet Union (ibid). These migrations established 

enduring Russian-speaking communities that maintained strong familial and cultural 

ties to Russia through shared language, Soviet-era education, and historical memory. 
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The collapse of the Soviet Union in 1991 abruptly ended this system. The newly 

restored Estonian state adopted a restorationist citizenship model, automatically 

granting citizenship only to those who had held it before Soviet annexation in 1940 and 

their descendants (Galbreath, 2005, p.35). Ethnic Russians who had migrated during 

Soviet rule were excluded. The Aliens Act (Välismaalaste seadus) of 8 July 1993 

designated these Russian-speakers as ‘foreigners’, requiring residence permits 

(Aliens Act of the Republic of Estonia, 1993). In 1995, Estonia passed the Citizenship 

Act, introducing a path to naturalisation that included language and civics tests. 

However, many Russian-speakers saw these conditions as exclusionary and as 

favouring Estonian linguistic identity while disregarding their Soviet past. Those who 

did not or could not naturalise became ‘non-citizens’ or ‘stateless aliens’, lacking 

national voting rights and occupying a legally marginal position. These exclusionary 

laws framed Russian-speakers as ‘occupiers’ or potential ‘fifth column’ actors with 

political and cultural discourse in the 1990s, often portraying them as security risks or 

remnants of Soviet colonisation (Schulze & Pupcenoks, 2024, p.1039). 

 

Human Rights Watch (Human Rights Watch, 1993, Online) reported that such policies 

deepened civic mistrust throughout the 1990s, even as Estonia pursued membership 

of international institutions such as the EU and North Atlantic Treaty Organisation 

(NATO). Liberal reforms, designed to meet EU and NATO accession standards, 

required the demonstration of democratic values and minority rights. Yet the underlying 

security logic of its citizenship model persisted. While Estonia liberalised its market 

economy and legal institutions, its approach to citizenship remained cautious, with 

inclusion often subordinated to security. EU accession in 2004 prompted partial 

liberalisation, but some scholars argue that inclusion was securitised and adopted 

primarily to satisfy Western expectations while preserving domestic control (Schulze & 

Pupcenoks, 2024, p.1039-1041). A report by the International Centre for Defence and 

Security (ICDS) emphasised that socio-economic marginalisation and limited political 

avenues for Russian-speakers helped create a domestic environment where there was 

an increasing potential for civil unrest amongst Russian-speakers (Juurvee & 

Mattiisen, 2020, p.11). Further qualitative evidence argues that economic 

discrimination and perceptions of political ostracism helped consolidate a distinct 

Russian-speaking identity (Cheskin, 2015, p.84). 
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The education system illustrates the duality between both ethnic groups. Estonia 

maintained a dual network of Estonian and Russian language schools, often with 

minimal interaction between linguistic communities (Council of Europe, 2022). This 

separation produced different outcomes with second-generation Russian youth 

lagging behind their Estonian peers in higher education transitions and civic 

participation. These divisions persisted well into the 2010s and are visible in 

employment and incarceration data. For example, in 2021 ‘stateless aliens’ made up 

5% of the Estonian general population but represented 24% of the prison population 

(Norberg & Norberg, 2024). The EU and the Organisation for Economic Co-operation 

and Development (OECD) criticised the marginalisation of Russian-speakers’ political 

rights (Kondan et al., 2021), with studies as recent as 2019 (Musset et al., 2019, p.27-

47) highlighting that socio-economic divides between ethnic Estonians and Russian-

speaking minorities remain pervasive. A more recent study from 2021 argues that 

among Russian-speakers, unemployment and the risk of poverty is significantly higher, 

the share of Russian-speakers in lower-skilled jobs is disproportionately large and 

those with Russian citizenship or undetermined status are faring worse in income and 

job security (Kondan et al., 2021). These metrics demonstrate a significant void in 

Russian-speakers' capacity to determine their own agency. Structural limitations, 

implemented in the decade after Estonia’s independence, continue to hinder certain 

demographics within the Russian-speaking diaspora. This in turn, erodes their trust in 

domestic political structures and further hinders civic integration. 

 

In the immediate post-Cold War years, Estonia’s citizenship and language laws 

reflected an acute desire to restore a cohesive, ethnically Estonian national identity 

after decades of Soviet occupation. These measures, often characterised by critics as 

exclusionary or illiberal, were nevertheless defended by Estonian policymakers as 

essential to consolidating state sovereignty and protecting against potential external 

subversion. Brubaker’s triadic nexus helps explain this dynamic. In his model, the 

nationalising state, an external homeland, and a transnational minority form a triangle 

of pressures that drive exclusionary politics (Fedorenko & Umland, 2021, p.60). 

 

The policies Estonia has established, attempting to balance the tension between 

domestic cohesion, liberal inclusivity and national security have been crafted in the 

persistent shadow of Russian hybrid influence. The Kremlin’s perception of the 
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Russian diaspora as part of the ‘Russian World’ (Russkii Mir) compounds these 

internal divisions. Since the 2000s, this concept, endorsed by the Russian state, has 

sought to unite all ethnic Russians and Russian-speakers globally around shared 

culture, history, and faith (Orzechowski, 2024, p.22-23). This worldview underpins 

policies such as passportisation, through which Russia confers citizenship upon ethnic 

Russians abroad to justify political or military interventions. As the Royal United 

Services Institute (Melvin, 2020, Online) explains, passportisation functions as a hybrid 

tool blending soft power with coercion. By granting passports in places like Abkhazia, 

South Ossetia, and Transnistria, Russia constructs legal grounds for ‘protecting’ its 

compatriots (Toal & O’Loughlin, 2013, p.240-241). The 2014 annexation of Crimea and 

subsequent expansion of Russian nationality into Donetsk and Luhansk represent 

clear extensions of this strategy. 

 

These hybrid tactics erode host states’ sovereignty and are conducted alongside 

media influence, economic coercion, and proxy operations. Russian-language media 

remains central in shaping diaspora perceptions of politics and history. In Estonia, 92% 

of Russian-speakers report daily consumption of Russian television channels 

(Coolican, 2021, p.14). Such outlets often frame the Soviet Union as a liberator from 

Nazism, in contrast to the Estonian national narrative of Soviet occupation (Polynin 

2023, p.5). These conflicting historical memories foster divergent senses of belonging 

and political orientation. 

 

During World War II, the Baltic states experienced two occupations. First by the Soviet 

Union (1940–1941), then by Nazi Germany (1941–1944), and again by the Soviets 

until 1991. The Baltic narrative views these occupations as illegal and oppressive, 

marked by deportations and cultural suppression. In contrast, the Soviet perspective 

framed the annexation as voluntary and the post-war period as liberation from fascism. 

In Estonia, the dual occupation narrative strengthens national identity and pride, 

emphasising resistance to foreign rule. Conversely, it can alienate Russian-speaking 

minorities who may view the Soviet era more positively. These divisions are deepened 

by the differing media outlets consumed by ethnic Estonians and Russian-speakers. 

These conflicting perceptions continue to shape historical interpretation and fuel 

diplomatic tensions with Russia. 
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Estonian security authorities consistently identify Russia as the principal external 

threat. The Estonian Internal Security Service (KAPO) reports repeated cases of 

espionage, sabotage, and information operations targeting Russian-speaking 

communities (kapo.ee, 2025). Given repeated incidents and credible reporting from 

security services, it is reasonable to treat the threat as plausible rather than purely 

hypothetical. Viewing Estonian measures to integrate the Russian minority should not 

be viewed in isolation. Given this persistent threat environment, Estonia’s restrictive 

integration policies can be interpreted as proportionate security measures rather than 

purely illiberal acts. Whilst restricting certain elements of civil society based on 

language or origin can appear illiberal to external bodies, such as the United Nations 

(OHCHR, 2023), the infringement of its human-rights obligations was seen as a 

necessary measure given both the historical and contemporary international context, 

with the Estonian government arguing they are essential for national cohesion and 

resilience. Through this lens, the risk to Estonia’s international reputation was viewed 

as morally justifiable. As Kallas (2016, p.11) argued, automatic inclusion of Russian-

speakers could weaken statehood and democratic integrity by diluting loyalty. Seen 

through a realist lens / security-oriented perspective, these restrictive measures served 

as pre-emptive resilience tools rather than purely discriminatory and were not designed 

to exclude but to prevent exploitation of internal divides by hostile powers. 

 

However, one must caution against over-simplification. Estonia’s efforts to balance 

liberal freedoms with state security generated an inadvertent paradox. Kadri Liik 

argues that a direct link exists between domestic inequalities and grievances among 

Russian-speakers, which provided fertile ground for protest that Moscow could amplify 

(Liik, 2007, p.73). Hard-line, often illiberal, policies aimed at Estonian nation-building 

and forced assimilation were seen through a prism of securitirisation. And yet it is 

feasible to suggest that their effect was contradictory and perhaps aided the narrative 

promulgated from Moscow.  

 

In the years after the Bronze Night, Estonian policymakers have sought to manage 

historical memory more carefully with an emphasis on civic patriotism over ethnic 

nationalism, framing integration as a collective security imperative rather than an 

assimilationist project. Over time, Estonia has implemented targeted reforms to reduce 

statelessness. The government now grants automatic citizenship to children born in 
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Estonia to parents of undetermined nationality if they have resided in the country for at 

least five years and are not citizens elsewhere (OHCHR, 2023). 

 

A calibrated approach that couples short-term security vigilance with long-term 

inclusion offers the most sustainable path. Whilst research indicates that Russian-

language media reinforces Moscow’s geopolitical narratives, the picture is not uniform. 

Many Russian-speakers in Estonia consume a mix of Russian and Western media, 

and local Russian-language outlets have countered disinformation with credible 

reporting (Coolican, 2021, p.14–15). Reactions to Russia’s 2022 invasion of Ukraine 

reveal this complexity. While some expressed solidarity with Russians in Ukraine, 

many publicly opposed the war and affirmed loyalty to Estonia (Fukuhara, 2023, p.79-

80). 

 

This reassertion of control over the media narrative is a defensive tool that counters 

disinformation and is an absolute necessity in the near term. But genuine enduring 

security will depend on policymakers' ability to widen access to Estonian-language 

education, promote independent local media in Russian, and address socio-economic 

inequities to prevent alienation. This approach gained urgency after 2014 and the 

Russian annexation of Crimea and was reinforced by the 2022 full-scale invasion of 

Ukraine, which confirmed the risks of identity-based manipulation. In December 2022, 

amendments to the Basic Schools and Upper Secondary Schools Act mandated a 

phased transition to Estonian-language instruction for most subjects by 2030–33 

(Riigikogu p.9, Para 21). 

 

This shift represents a generational watershed. While older cohorts remain more 

sceptical as persistent disparities remain, younger Russian-speakers, already more 

fluent in Estonian, largely support these measures with surveys showing a steady rise 

in language proficiency and civic identification among the youth (Harrik, 2025, Online). 

These incremental measures demonstrate an evolving balance between national 

cohesion and human rights obligations. Integration policies now emphasise language 

training, civic education, and community initiatives to foster contact between Estonian 

and Russian speakers (Kunitsõn & Kalev, 2021, p.2). 
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Recent sociological studies support this growing heterogeneity among Russian-

speaking Estonians. A 2023 study by Andu Rämmer et al. in Narva found that young 

people with higher Estonian proficiency were more engaged with Estonian society and 

media. The ‘Feeling Cornered’ survey (Krum et al., 2023, p.7-10) similarly showed 

increasing disillusionment with Russian propaganda and growing alignment with 

Estonian civic values. Earlier research by Gerli Nimmerfeldt (2012) demonstrated that 

many second-generation Russian-speakers possess dual or layered identities, 

identifying both ethnically with Russia and civically with Estonia. 

 

These findings highlight a pragmatic shift: younger Russian-speakers emphasise 

education, employment, and social participation over ethnocultural boundaries. They 

consume more Estonian media, use multiple languages daily, and express hybrid or 

civic identities. This enhanced assimilation model combines language acquisition with 

civic inclusion and suggests that integration, while incomplete, is deepening organically 

through generational change. 

 

In conclusion, Estonia’s post-1991 trajectory reveals the difficult balance between 

liberalism and security. The state’s restorationist citizenship policy and language laws 

reflected an existential need to safeguard sovereignty but also produced exclusionary 

effects. EU and NATO accession compelled liberalisation, yet reforms remained 

filtered through a security lens. Over time, successive governments have attempted to 

calibrate their integration policies between the twin imperatives of nation-building and 

social inclusion. On one hand, the pursuit of a culturally homogeneous Estonian 

identity has driven policies promoting the Estonian language and civic loyalty. On the 

other hand, there has been a cautious effort to avoid alienating Russian-speaking 

communities to the point of unrest or political radicalisation. 

 

The 2007 Bronze Night remains a vivid reminder of the fragility of Estonia’s identity 

politics. For the Estonian state, it represented de-Sovietisation and national 

sovereignty. And yet, it serves as a powerful example of how both historical grievance 

and accumulated social frustration among Estonia’s Russian-speaking minority can 

manifest. Whilst for many Russian speakers the decision symbolised an official denial 

of their historical narrative and collective memory, beneath the symbolic tensions lay 

deeper structural grievances rooted in persistent socio-economic marginalisation. 
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Whilst the unrest was in part a reaction to the perceived historical erasure of the 

Russian diaspora, the exclusionary policies and perceived marginalisation imposed on 

Russian-speakers created the environment where this anger was able to manifest. 

 

Russia’s ongoing interference, from soft-power cultural diplomacy to hybrid warfare, 

continues to shape Estonia’s calculus. Since 2022, reforms have accelerated, 

reflecting both external threat perception and internal generational change. Younger 

Russian-speakers’ increasing integration has made more assertive policies politically 

feasible, while also softening the long-term need for securitisation. The evidence 

suggests that Estonia’s identity politics are gradually stabilising with linguistic 

convergence, civic inclusion, and shared democratic values replacing older binaries of 

occupation and exclusion. 

 

Ultimately, Estonia’s success depends on transforming security-driven integration into 

civic inclusion. Liberal ideals and national security need not be contradictory as they 

were in the 1990s through the 2000s. When combined through inclusive education, 

equitable citizenship, and cultural recognition, they reinforce one another and remove 

a weapon from Russia’s hybrid warfare playbook. Estonia’s generational transition 

shows that resilience arises not from rigid boundaries but from a shared sense of 

belonging, one capable of withstanding external pressure while deepening democratic 

cohesion at home. 
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Introduction 

 

The Arctic is a strategically significant region, vital for natural resources and climate 

regulation, playing a critical role in the planet's environmental and geopolitical future 

(Nesheiwat, 2021). Recognising this, China perceives the Arctic as both an opportunity 

and a testing ground for its advancing great-power ambitions. This perspective has 

prompted Beijing to adapt specific strategies from its South China Sea (SCS) playbook 

for application in the Arctic, also known as the High North.  

 

In this essay, the author will argue that China’s Arctic approach is best understood as 

an adaptation of its SCS playbook, rather than a replication per se of its behaviours in 

the SCS. To contextualise his work, the author will begin by providing a quick summary 

of China’s SCS playbook. Once the SCS playbook is explained, the author will propose 

five main arguments to support his thesis.  

 

First, the author will illustrate how China pushes the boundaries of judicial and 

procedural legitimacy by strategically deploying international law. Second, the author 

will demonstrate how Beijing continues to utilise coercive-diplomatic strategies, albeit 

in a more measured fashion, through its narrative surrounding the Polar Silk Road 

(PSR). Third, the author will show how financial control and infrastructure development 

are incorporating the Arctic region into wider Chinese policies and logistics ambitions, 

in line with China’s future needs. Fourth, the author will demonstrate how 

environmental interdependence and the associated scientific capabilities provide both 

justification and capacity for China’s sustained Arctic involvement.  

 

Finally, the author will demonstrate how China employs technology as an instrument 

of influence to shape norms and standards that embed its presence in regional 

governance. The author will then introduce a few counterarguments, outline 

implications for NATO and regional actors, and conclude with a short conclusion. 
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China’s South China Sea playbook 

 

Fravel (2011) describes China’s SCS strategy as one of delay and consolidation, 

intending to postpone resolution while building facts that deepen control. To do so, 

China’s South China Sea (SCS) playbook consists of a set of policies and plans. This 

hybrid strategy combines military, diplomatic, economic, and legal instruments to 

consolidate national influence over a highly contested maritime domain. The crux of 

this tactic is Beijing’s affirmation of sovereignty over the Nine-Dash Line, which claims 

China’s maritime territories overlapping with those of various Southeast Asian states, 

including Vietnam, the Philippines, and Malaysia (Djelantik, 2021).  

 

China’s recent military modernisation plays a distinct role in this strategy. With a steady 

increase in defence expenditure, China has enhanced its maritime capabilities and 

reinforced its ability to project power across the SCS (Perwita, 2018). Military activities 

are then combined with soft power diplomacy and economic partnerships, in which 

development and support are aimed at cultivating regional interdependence and 

demonstrating goodwill (Djuyandi et al., 2025; Pitra, 2019). 

 

In the SCS strategy, China’s energy diplomacy is also intricately linked to its military 

efforts and aims to secure offshore resources and sustain long-term economic growth 

(Badaruddin and Zulham, 2020). To achieve this, China has developed dual-use 

technological innovation, specifically in offshore extraction, through joint programs with 

other states, thereby promoting bilateral resource-sharing arrangements that also 

reinforce territorial control and mitigate international obstruction (Tian et al., 2022; 

Pitra, 2019).  

 

To summarise, China’s SCS strategy has evolved from maintaining regional stability 

to actively asserting sovereignty claims, with China often escalating over incidents at 

sea prompted by perceived challenges from the United States and other regional 

actors (Zhou, 2024).  
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China: a maritime power with Arctic legitimacy 

 

The analogy between the SCS and Arctic playbook is not perfect: the SCS is a partly 

enclosed sea marked by overlapping sovereignty claims, with a dense history of 

incidents and extensive island-building aimed at expanding China’s territorial 

boundaries. In contrast, the High North, or Arctic, is a global maritime and land (and 

ice) region governed by the intricacies of international law, regional institutions, and 

growing great-power scrutiny. However, patterns familiar from the SCS do appear in 

China’s Arctic posture: a sustained legal-normative narrative under the United Nations 

Convention on the Law of the Sea (UNCLOS), infrastructure and scientific investments 

and partnerships that double as governance tools and strategic signalling that 

communicates resolve while preserving diplomatic manoeuvrability (Cassota et al., 

2015). 

 

China’s broader historical maritime posture alternates between triumphalism and 

accommodation, a pendulum that can swing quickly in response to geopolitical context 

(Sen, 2018). Under Chinese President Xi Jinping, military and economic strategies are 

synchronised across maritime theatres. However, the Arctic’s institutional density, the 

salience of U.S.–NATO relations, and Russia's importance as a partner incentivise 

China’s caution (Lokman, 2022). 

  

To do so, China’s Arctic strategy is adjusted to a quite different strategic environment, 

where China’s balance remains tilted more towards accommodating. While the 

underlying mechanics of strategic signalling persist, public references to navigational 

freedoms, the emphasis on scientific legitimacy, and visible yet non-provocative 

deployments such as northern expeditions, icebreaker operations, and data 

collaborations aim to normalise China’s presence and deter exclusion from the region. 

In contrast to the SCS, China pursues a calibrated mix of presence and partnership in 

the Arctic, rather than overt power projection, while investing in scientific, commercial, 

and technological capabilities. However, these investments could be quickly redirected 

to military use if the geopolitical context intensifies.  
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Seeking judicial recognition 

 

A recurring feature of China’s maritime strategy is the search for judicial and procedural 

legitimacy while pushing the boundaries of legal interpretation. In their research, 

Cassotta et al. (2015) conceptualised China as an ‘emerging regulatory sea power’ 

whose engagement tests the jurisdictional edges of existing frameworks, as climate 

change reshapes opportunities in the Arctic Ocean. The argument is not that Beijing 

completely rejects international law, but that it works through it by foregrounding 

UNCLOS freedoms of navigation, scientific research, and high-seas rights, while 

concurrently advocating for legal interpretations amenable to its long-term access and 

accrued influence. 

 

In January 2018, China issued its first Arctic white paper: China’s Arctic Policy, 

positioning itself as a near-Arctic State and emphasising its role as an essential 

stakeholder in Arctic affairs (State Council of China, 2018). This self-designation based 

on geographical proximity to the Arctic Circle was strongly criticised by the United 

States, which argued that ‘there are only Arctic and non-Arctic states’, with ‘no third 

category’ (Pompeo, 2019). China has defended its terminology by noting that other 

non-Arctic countries, such as the United Kingdom, have used similar language and 

referred to themselves as the Arctic’s nearest neighbour in their own Arctic policy paper 

(UK Government, 2018). 

 

China’s dispute management reveals a stable pattern in which law functions as a 

political instrument and ambiguity to turn legal claims into negotiating power (Gupta 

2005). In the SCS, this manifested in arguments about historical rights and selective 

readings of UNCLOS; in the Arctic, the emphasis shifts toward universalist principles 

such as stewardship, commons governance, impact of climate change supported by 

science, and maritime safety standards that legitimise its participation without overt 

challenges to other nations (Cassotta et al., 2015).  

 

The use of Soft Power 

 

China’s White Papers described above also emphasise its scientific rights in the 

region. It states that while non-Arctic states may lack sovereignty, they retain rights to 
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scientific research, navigation, overflight, fishing, and resource exploration in 

international Arctic waters (State Council of China, 2018). It also underscores China’s 

intention to contribute to Arctic governance through established rules and mechanisms 

(Swanström and Månsson, 2025).  

 

As an example, China’s Arctic Council observer status serves as a pathway to voice 

its preferences without openly challenging the primacy of Arctic states (Gayazova, 

2013). Indeed, observer status enables China’s active participation in information-

sharing and working-group activities, thereby allowing It to normalise its increased 

presence as a provider of scientific and public information and as a key stakeholder in 

global maritime governance. This participation offers key advantages by allowing 

China to present its contributions as benefiting collective goods, demonstrating Its 

Status as a trusted partner, and deepening its operations within that legal grey zone—

a textbook SCS play.  

 

Enhancing economic governance: replicating the SCS playbook with a different tone. 

 

As we have seen above in its SCS playbook, China’s use of signalling its narrative by 

combining diplomatic, economic, and operational indicators has been extensively 

documented. This often encompasses military patrol activities, movements of 

considerable resources between hubs, and island-building. Tensions or crisis 

bargaining involves calibrated escalation and rhetorical ambiguity intended to deter 

rivals and consistently test the thresholds (Fravel 2011; Ramadhani 2014). In the 

Arctic, China’s signalling technique must operate differently, where enhancing its 

economic governance, deploying finance, increasing trade, and infrastructure to shape 

strategic space, sits at the centre of China’s Arctic adaptation, aiming to position itself 

as an indispensable connectivity and economic partner.  

 

Biedermann (2021) and Zhang, Ding and Ding (2024) present the Polar Silk Road 

(PSR) as establishing a narrative that links China’s Belt and Road Initiative (BRI) to 

the High North Sea lanes, thus showcasing Beijing’s long-term intent to embed the 

Arctic into its International trade, specifically with its European partners. The PSR also 

frames the Northern Sea Route (NSR) and connections as competitive alternatives to 

the Suez Canal, potentially shortening Asia–Europe transit and diversifying between 
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chokepoint risk (Biedermann 2021). Chinese state-linked firms are experimenting with 

seasonal voyages, while energy moguls are co-developing Arctic resource projects in 

Russia, providing Beijing with both learning opportunities and stakes in route reliability. 

 

Du (2021) introduces an additional regional layer of cooperation with Japan and South 

Korea in Arctic science and technology, which can expand capacity and reduce 

political friction. That trilateral emphasis on research or exploration sailings, 

observation networks, and maritime technology mirrors the joint development rhetoric 

once prevalent in the SCS. Collaborative bilateral partnerships with Iceland, Norway, 

or Sweden on Arctic energy and health systems offer additional models of joint Arctic 

research initiatives that support China’s Arctic expertise development (Tulopov, 2013).  

 

A friend is one who has the same enemies as you have (Abraham Lincoln) 

 

Another significant aspect of China’s Arctic strategy is its close relationship with 

Russia. While both countries have forged a strategic, albeit cautious, partnership in the 

Arctic, it is still mainly grounded in shared economic interests and geopolitical 

necessity for now. China has invested heavily in Russian energy projects such as 

Yamal LNG and Arctic LNG-2 to secure long-term access to Arctic hydrocarbons, while 

also helping Russia offset Western Sanctions (Thingstad et al., 2023). Sino-Russian 

cooperation also extends to the NSR and China’s PSR, with China financially 

supporting infrastructure development in the High North and Russia exercising control 

over access and navigation (Kobzeva, 2021). Both countries also engage in scientific 

collaboration and joint coast guard operations, introducing an area of increased military 

cooperation (Strelnikov and Kharina, 2024).  

 

Technological innovation as the backbone of China’s Arctic access 

 

For China, technology is both an enabler and an argument for its Arctic presence. Zhan 

et al. (2020) highlight China’s innovations in ship design, ice navigation, and 

environmental safeguards as a key pathway to sustainable Arctic shipping. For China, 

these developments are part of a broader, comprehensive national security framework 

that integrates civil and military innovation (Puranen et al., 2023). Dual-use 

technologies, including satellite communications, remote sensing and newly acquired 
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autonomous platforms capable of under-ice operations, support China’s scientific 

missions and maritime presence while also enhancing situational awareness that could 

pivot into strategic or military utility if needed.  

 

Technical competence, coupled with modern practices, also bolsters safety, lowers 

insurance and operational risk, and reduces costs for shippers and investors. This, 

again, aligns China’s activities with international good practice and presents appealing 

economic opportunities. As in the SCS, where dredging, construction, and surveillance 

systems amplified presence, technology in the Arctic amplifies legitimacy: those who 

can operate safely and transparently in extreme conditions gain influence over how 

operations are governed.  

 

Indeed, for China, operating infrastructure such as ports, logistics hubs, digital 

platforms, and ice-navigation systems does more than move goods; it also embeds 

standards, practices, and data flows that can become de facto rules (Fravel, 2011). 

While development logics often advanced geographic depth in the SCS, in the Arctic, 

infrastructure-led initiatives bolster influence without true militarisation, anchoring 

China further in the region’s political economy, thus making its interests harder to 

exclude. Where SCS signalling aimed to consolidate claims and deter rivals from 

resource activities, Arctic signalling seeks to secure a recognised place in governance, 

enhanced logistics, and standard-setting without triggering or threatening the regional 

balance, thereby enhancing China’s ability to shape regional practices in subtle ways 

that endure (Kuus, 2020). 

 

Counterarguments 

 

As mentioned earlier, the analogy between China’s SCS and Arctic strategies is not 

perfect, and several counterarguments could explain why the adaptive playbook 

comparison may tend to overstate China’s coercive intent in the region.  

 

First, the Arctic’s institutions and legal framework, anchored in UNCLOS and the Arctic 

Council, create a far stronger rules-based environment than in the SCS region, thus 

limiting any unilateral actions (Koivurova, 2010). Unlike the fragmented sovereignty 

disputes in the SCS, Arctic institutions impose legitimacy costs that restrain behaviour 
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(Jakobson, 2019). The U.S., Canada, Nordic, and NATO attentiveness to dual-use 

infrastructure results in greater scrutiny than in the SCS. 

 

Second, China’s Arctic posture could be guided by environmental or climate change 

impacts rather than geopolitics, in which its emphasis on scientific research and 

climate observation is not a coercive practice but rather a form of national resilience 

planning (Yang et al., 2022). In fact, China’s participation in the Arctic Council as an 

observer may reflect a desire for enhanced cooperation rather than manipulation, and 

China’s main objective could indeed be to contribute to public goods, thereby 

legitimising its presence through transparency rather than dominance (Zhang et al., 

2020).  

 

Finally, despite the Sino-Russian alliance, Russia’s strategic role in the Arctic limits 

Beijing’s freedom of action, as China’s dependence on Russian infrastructure and joint 

ventures restricts its operational reach. While cooperation with Russia facilitates 

access, Moscow’s control over the NSR and the politicisation of Arctic energy projects 

keep China dependent on Russia rather than being a true dominant player yet 

(Biedermann, 2021). One can also argue that China’s polar expeditions are mainly 

symbolic, lack a sustained strategic campaign, and demonstrate no significant Arctic 

capability.  

 

Collectively, these arguments may suggest that China’s Arctic posturing reflects a 

pragmatic adaptation to geographical constraints rather than the beginning of assertive 

maritime tactics, thereby distinguishing it sharply from the coercive dynamics of the 

SCS. 

 

Implications for Arctic and allied actors 

 

China’s SCS playbook has proven to be adaptable. To avoid similar tensions in the 

Arctic, NATO and regional Allies must maintain awareness of legal issues and scientific 

developments, treating them as strategic terrain. Since China’s strategy proceeds 

through legal-scientific legitimacy, investing in open, high-integrity science 

frameworks, transparent data standards, and clear interpretations of navigational rights 

will help shape the rules of practice that govern future traffic. Continued engagement 
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with China in these areas can both harness its capabilities and discipline behaviour 

within multilateral norms, including with Russia (Gayazova 2013; Cassotta et al., 

2015). 

 

NATO and its Allies should also assess how infrastructure projects might create 

unintended governance or security consequences: logistics hubs, cables, data 

networks, digital systems, transport routes and ice-navigation services can create 

dependencies, potentially giving China (and Russia) excessive influence or control 

over regional decision-making and operations. NATO and its Allies should develop 

resilience mechanisms that distinguish beneficial interdependency from coercive 

control, including interoperability standards, diversified routing, and transparent public-

private governance (Kuus 2020; Biedermann 2021).  

 

The impact of climate change can create shared incentives for collective observation 

and forecasting. Joint projects that prioritise safety at sea and environmental protection 

can channel strategic competition into constructive outcomes while preserving 

oversight of dual-use capabilities (Yang et al., 2022). By collaborating on issues such 

as these, NATO and Arctic nations can foster trust and reduce regional tensions, 

potentially also isolating Russia. 

 

Conclusion 

 

The Arctic is strategically vital but still poorly understood. It is a region still marked by 

governance gaps and mounting geopolitical complexity. China’s Arctic strategy, or 

playbook, exhibits an unmistakable resemblance to its SCS behaviour, but noting the 

differences and its evolution is helpful. In the High North, Beijing advances its maritime 

interests by focusing on law, science, and infrastructure, rather than engaging in 

sovereignty contests. The result is an adaptive approach that seeks to shape regional 

order from within: making its activities and narratives compatible with UNCLOS, 

embedding itself in the political and economic order of Arctic logistics and energy 

pathways, and positioning scientific contributions as public goods that justify its 

presence. 
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While the variables are less about the movement of grey hulls for now and more about 

the movement of data, standards, capital, and routings, China’s Strategy is not frozen 

in time, and the SCS playbook has demonstrated China’s agility and adaptation. The 

strategic challenge is to manage China’s integration into Arctic governance in ways 

that capture authentic public goods — safety, environmental stewardship, and 

scientific knowledge — without creating asymmetric dependencies or eroding 

transparency. Clarity on legal interpretations, vigilance over dual-use infrastructures, 

and investment in shared scientific capacity offer a clear and balanced path.  

 

The Arctic is where China refines a method of influence appropriate to a densely 

institutionalised and environmentally fragile space. It is a method that elevates the 

politics of legitimacy, the power of connectivity, and the quiet of the Soft Powers. 

Appreciating that method while also monitoring its continuities and similarities with the 

SCS may be essential for anticipating how China may seek to shape the world’s 

newest roads and the norms that will govern them.’ 
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Introduction 

 

Over the past decades, cyberspace has irreversibly revolutionized the methods used 

by states to pursue their national interests. Through its direct impact on the 

fundamental structures of state security and the lives of its citizens, it has become an 

essential pillar of political, military, and social activities. Cyberspace is no longer just 

an arena for the exchange of information but also an operational domain in which 

military activities, sabotage of critical infrastructure, and advanced information 

operations carried out by specialized groups sponsored by governments are 

conducted. The result is an ever-increasing number of attacks targeting IT 

infrastructure, the energy sector, the finance sector, and communication systems. 

Their effects can be destabilising for entire countries and regions. Therefore, 

developing extensive defensive and offensive cyber capabilities has become a 

strategic imperative for modern nation-states. As cyberspace evolves into a new 

battlefield, are small states proficient at developing cyber capabilities not just for 

defence but also to shape global events and safeguard their interests? If a single 

cyberattack can disrupt the infrastructure of a worldwide superpower, what might 

happen if small nations mastered such digital weapons for their own defence and 

influence? 

 

In contrast to larger states, smaller states generally exhibit a more pragmatic approach 

to international relations. Their limited military power against bigger states often leads 

them to steer clear of direct conflicts and motivates them to seek compromise (Areng, 

2014). Offensive cyber capabilities enable smaller nations to offset the conventional 

military advantages of larger adversaries by providing an asymmetric means of 

deterrence and counteraction.  

 

To substantiate this thesis, this essay will proceed in four main parts. First, it will 

examine the low barriers to entry in cyberspace, demonstrating how small states can 

acquire offensive cyber capabilities without the massive financial investments required 

for conventional military forces. Second, it will analyse the asymmetric nature of 

cyberspace and how this operational environment favours smaller actors who can 
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exploit vulnerabilities in larger adversaries' systems. Third, it will explore the critical 

role of human capital, focusing on how small states can develop and retain qualified 

cyber specialists despite competition from the private sector. Finally, the essay will 

address the necessary infrastructure, procedures, and normative frameworks that 

enable small states to conduct effective and sustainable offensive cyber operations. 

Through this analysis, the essay will demonstrate that small states can achieve 

strategic advantages in cyberspace that would be unattainable through conventional 

military means. 

 

Conceptual Framework: Small States and Cyber Domain Asymmetry 

 

The authors of the publication ‘Small States and International Security: Europe and 

Beyond’ define a small state not only by its population or territory but, above all, as an 

entity that is the weaker party in an asymmetrical relationship, unable to independently 

change the nature or functioning of that relationship without the involvement of a larger 

partner (Archer et al., 2014). The material resources and the economic, military, and 

political potential of these states are also significant. Small states are, in addition, 

characterized by limited ability to influence the international environment, which, from 

a security perspective, often means they pursue their goals through cooperation.  

 

According to research conducted by Harvard Kennedy School, cyberspace has 

emerged as a domain where small states can surmount the constraints of their 

traditional capabilities (Nye, 2010). Crucially, the threshold for entering competition in 

this domain is significantly lower than in classic military operations. Moreover, Lina 

Areng presents that specialist expertise, international cooperation, and technological 

innovation play a significant role in this process. Thanks to their smaller and more 

flexible structure, small countries can develop efficient mechanisms for managing and 

responding quickly to threats in cyberspace (Areng, 2014).  

 

Governments and the private sector must take comprehensive measures to improve 

cybersecurity. According to the content of this year's World Economic Forum report, 

the evolving sophistication of cyberattacks, characterized by cascading effects across 

multiple domains, requires states to develop adaptive operational strategies, doctrines, 

and international cooperation frameworks (WEF, 2025). For small states, this 
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complexity presents both challenges and opportunities for strategic niche 

development. That is why cyberspace is now seen as a key arena in the fight for 

broadly understood national security, economic stability, and the preservation of state 

sovereignty.  

 

Low entry, cost-effectiveness balance 

 

A fundamental aspect supporting the argument of a low threshold for entering 

cyberspace operations is undoubtedly the favourable cost-to-effect ratio. It is estimated 

that even the most advanced offensive tools enabling operations in cyberspace cost 

significantly less than the purchase and maintenance of conventional weapons, such 

as air defence systems, ships, or aircraft (Ottis, 2009). 

 

According to SOCRadar's ‘2024 Dark Web Report’, the average prices for basic 

offensive cyber tools are as follows:  

• Remote Access Trojan - $2,171 

• Loaders - $3,566 

• Mid-tier 0-day - $10,000 

• Mailing and Spam Services - $100 

• DDoS Services - $20 

• Malware Encryption Services - $484 

 

Combining these tools allows for advanced offensive operations to be carried out for 

less than $15,000 (SOCRadar, 2024). This amount usually covers the tool price, 

infrastructure leasing, and the service provider. The data presented by the TECHx 

report on the cost of cyber tools available on the Dark Web is particularly telling. On 

the one hand, the infostealer family of tools, which are very popular nowadays and 

designed to steal data from devices connected to the Internet, costs $400. On the other 

hand, basic tools for creating and running phishing campaigns cost a few dozen 

dollars. The most expensive tools on this list are ransomware and exploits, which can 

cost up to several million dollars. However, these are the most advanced tools, the use 

of which can cause complete paralysis and irreversible damage to the attacked 

organisations or critical infrastructure (TECHx, 2025).  
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The ratio of these costs to the potential effect of operational activities stands in sharp 

contrast to the costs of conventional weapons. For comparison, the cost of purchasing 

a single F-35 fighter jet is around $100 million (SimpleFlying, 2023). The high costs of 

crew training, maintenance, logistics, and infrastructure further increase its price. For 

most countries, especially those with limited defence budgets, such high barriers limit 

their access to powerful military capabilities. 

 

However, cyber operations fundamentally change this dynamic. Countries with 

relatively modest resources can develop real operational capabilities without incurring 

the enormous costs associated with traditional weaponry. An example of this paradigm 

is Estonia, which, despite its limited financial and military resources, has achieved a 

global position in cybersecurity. 

 

Estonia as an example and its contribution to the development of NATO 

cybersecurity 

 

A particularly salient example of a nation with limited military and financial resources 

yet considerable operational capabilities in cyberspace is Estonia. When massive 

cyberattacks paralyzed state and private infrastructure in 2007, Estonia took decisive 

action to secure its own systems. As a result, it has become one of the global centers 

of cybersecurity innovation. According to one of the leaders of Estonia's digital 

transformation, Jaan Priisalu, Estonia has evolved into a symbol and benchmark for 

the whole world in terms of technology development and cybersecurity strategy (ERR, 

2017).  

 

Its small military potential and limited resources have not prevented Estonia from 

making an unprecedented contribution to NATO and the international cybersecurity 

architecture. Established on Estonia's initiative in 2008, the NATO Cooperative Cyber 

Defence Centre of Excellence in Tallinn brings together 39 member states and is one 

of the key training, research, and defence institutes in the field of cybersecurity 

(CCDCOE, 2025). However, this is not Estonia's only contribution to the development 

of NATO's operational capabilities in cyberspace. 
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It played a key role in the creation of the Tallinn Manual, a document setting out the 

principles of international law in cyberspace. It identifies 154 principles governing cyber 

operations and provides extensive commentary on each of them. It also addresses 

topics such as state sovereignty and responsibility, human rights, and maritime, air, 

and space law in the context of cyberspace. The Tallinn Manual has become an 

essential normative act for legal advisors (CCDCOE, 2025). It also influences the 

cybersecurity policies and doctrines of other countries and organisations.  

 

Thanks to its involvement in global cybersecurity development, Estonia has built a 

broad competence base, enabling it to increase its influence on the international stage 

significantly. Indicators presented by e-Estonia  

• 99,6% of electronic bank transfers, 

• 98% of tax returns filed online,  

• and 99% of prescriptions issued electronically, 

make Estonia one of the most digitally advanced countries in the world (e-Estonia, 

2025).  

 

As a result, it significantly influences the setting of normative standards and solutions 

in cyberspace. Estonia has evolved into a model that shows that even small countries 

with the right strategies can become key players in the international cybersecurity 

arena. However, it must be noted that Estonia's international prominence stems 

primarily from defensive and normative contributions rather than documented offensive 

cyber operations, which, if they exist, remain classified or deliberately obscured from 

public view. The country's strategic influence derives from setting international 

standards and providing collective defence infrastructure, which may constitute an 

alternative form of 'soft power advantage' in cyberspace rather than kinetic offensive 

superiority. 

 

Asymmetry and anonymity in cyberspace 

 

The asymmetric nature of cyberspace distinguishes the digital domain from traditional 

theaters of conflict, making it one of the most important phenomena in contemporary 

international security. The advantages usually associated with a larger armed force or 

a more powerful economy do not apply in cyberspace. Therefore, in the digital 
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environment, even a single actor with the appropriate technical knowledge, creativity, 

and ability to quickly adapt to changing conditions can gain an advantage over a world 

power state (Areng, 2014).  

 

A key feature of asymmetry in cyberspace is the disproportion between the effort 

required to carry out an attack and its potential impact. The 2007 cyberattacks on 

Estonia demonstrate how relatively simple DDoS attacks, launched by non-state 

actors, can paralyze an entire nation's digital infrastructure, affecting banking, media, 

and government services (Li, 2024). Moreover, cyberattacks are often nonlinear, 

meaning that an attack on one segment of the network infrastructure can escalate its 

effects. This effect results from the interconnections between systems, which are often 

interdependent. The failure of one system can trigger a cascading effect, causing other 

systems to fail, thereby increasing the attack's overall impact. 

 

Asymmetry in the cyber domain also manifests itself in temporal dynamics. While large 

states need time to make decisions due to complex bureaucratic processes, small 

actors can quickly change tactics, thus adapting to the situation (Li, 2024). The 

advantage in decision-making speed allows them to effectively circumvent traditional 

defence mechanisms and exploit security gaps before they are fixed. However, to 

achieve this advantage, coordination among the state's internal organisational 

structures is required.  

 

Cyberspace also opens new opportunities to circumvent traditional geographical and 

physical limitations. Unlike kinetic operations, where operational range is limited by 

terrain and distance, such physical constraints are irrelevant in cyber attacks (Akdağ, 

2025) This characteristic allows small states to access neutral or enemy systems 

regardless of their location. Taking control of such a system is referred to as proxy and 

is synonymous with gaining ground in kinetic operations. It allows the attack to be 

transferred to an environment that is not attributed to the state conducting the 

operations. Acquiring this capability provides for the anonymization of operations, 

making the attack very difficult to attribute (Prasad et al., 2025). 

 

One of the most interesting aspects of cyberspace from an attacker's perspective is 

the ability to maintain anonymity. It allows small countries to conduct offensive 
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operations without revealing their identity. Cloud infrastructure, VPNs, and 

anonymizing communication protocols enable attackers to hide their identities and 

locations, making it much more difficult to defend against and respond to their actions. 

As a result, small countries can conduct long-term campaigns without the risk of direct 

confrontation. Cyberspace provides anonymity unavailable in other operational 

domains. 

 

Rain Ottis, in ‘Theoretical Model for Creating a Nation-State Level Offensive Cyber 

Capability’ argues that the challenges associated with attribution are critical to the 

operational advantage that small states can achieve. He notes that in the case of 

Estonia’s attack in 2007, the attackers remained anonymous, and none of their 

campaigns proved to have direct state support (Ottis, 2009). These attacks appeared 

to be carried out by individuals or hacktivist groups acting at random.  

 

Thus, through technical means, small states can conceal their actions, lower the risks 

of retaliation, and conduct ongoing campaigns beyond the reach of traditional detection 

and deterrence mechanisms. This degree of anonymity, unavailable in land, sea, air, 

or space domains, fundamentally alters the cost-benefit calculus for small actors, 

reinforcing cyber as an arena of unique asymmetric potential. 

 

Human capital and talent management 

 

Strategic investments in recruitment, development, and, above all, the retention of 

qualified personnel are key to enabling small countries to gain an advantage in 

offensive cyberspace capabilities. Due to their limited populations, they are often 

forced to maintain compulsory military service, which can significantly improve the 

process of recruiting qualified specialists. 

 

Estonia and Finland have adopted models based on mandatory military service with a 

cyber component. In Estonia, compulsory military service lasts 11 months and includes 

basic and specialized training. One of the many specialized training areas is 

cybersecurity, which focuses, among other things, on offensive capabilities. (Hurt, 

2021). The Finnish armed forces have developed an even more advanced system in 

which candidates for cyber soldiers must, after completing compulsory basic training, 
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pass a cybersecurity test. On this basis, they are assigned to serve in the Finnish 

Defense Forces C5 Agency (Hurt, 2021). Thanks to this selection process, these 

countries can implement a talent management system as early as the stage of 

qualifying candidates for compulsory military service.  

 

However, this is not the only way to identify young talent. Many governments have 

implemented extensive programs for developing cybersecurity in elementary and 

secondary schools. Singapore has developed SG Cyber Youth, a national program led 

by the Cyber Security Agency of Singapore that systematically reaches out to 

secondary school students. The CSA plans to reach 10,000 young people in just three 

years through training boot camps and competitions. The best students have the 

opportunity to participate in the central Capture the Flag competition, which serves as 

a talent selection mechanism (Singapore CSA, 2025). Estonia's Centre for Digital 

Forensics and Cyber Security has created a system of interlinked competitions for 

different school levels. Between 2017 and 2021, over 150,000 students aged seven 

and above participated in this program (e-Estonia, 2022). 

 

A fundamental challenge for all military organisations, especially in the face of 

competition from the private sector offering significantly higher salaries, is retaining 

qualified specialists. Small countries such as Estonia focus on creating a ‘win-win’ 

model that benefits both the Armed Forces and volunteers. This system allows cyber 

conscripts to earn certificates or university ECTS points through military service. A 

similar solution is also used in Sweden (Hurt, 2021). 

 

Countries seeking to improve their offensive capabilities in cyberspace can also 

strategically build a reserve of cyber specialists. This system enables the development 

of a large pool of experts at a significantly lower cost than professional military 

personnel, which is particularly important for countries with limited financial resources. 

Moreover, reservists who work as cybersecurity specialists in the private sector daily 

bring up-to-date knowledge of the latest techniques, tools, and procedures used in the 

civilian environment to the armed forces, enabling a two-way transfer of knowledge 

and experience, which increases the armed forces' awareness of technical innovations 

in the private sector while strengthening the state's operational capabilities in the cyber 

domain (Baezner, 2020). The reserve model also addresses personnel shortages by 
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providing experts with flexible terms of service that are an attractive alternative to full-

time military service, with its financial and organisational constraints. 

 

The key to success for small countries is to ensure that military service adds value to 

a specialist's professional career. Combining compulsory military service with a cyber 

component, practical training in offensive operations, cooperation with the academic 

and private sectors, and the creation of flexible reserve structures can effectively build 

and maintain a highly qualified specialist workforce. 

 

Possible hazards and risks 

 

Despite many favorable factors that enable small states to gain an advantage through 

offensive cyberspace capabilities, several critical counterarguments must be 

addressed. One of these is the growing reliance on digital infrastructure and private-

sector service providers. As Tan (2019) observes in ‘A Small State Perspective on the 

Evolving Nature of Cyber Conflict’, the interconnection of critical infrastructure systems 

increases the potential for attacks on supply chains and infrastructure sabotage, which, 

in turn, can significantly limit both offensive and defensive operations. Structural 

dependence on private companies managing critical state infrastructure creates the 

risk of fragmentation and conflicting priorities. Etzioni argues that excessive delegation 

of key cybersecurity functions to the private sector may simultaneously weaken state 

control and responsibility over the operation of these systems (Etzioni, 2011).  

 

A key threat to the attainment of offensive cyberspace capabilities is the exodus of 

skilled workers to the private sector. The World Economic Forum reports that the global 

cybersecurity industry urgently needs 4 million additional specialists to fill the talent 

gap, with only 15% of companies expecting a significant increase in cyber 

competencies by 2026 (WEF, 2024). ISC2 data further reveals that despite growing 

cyber threats, the global active workforce in the cyber sector has stalled at 5.5 million 

people, leaving a gap of 4.8 million workers, 19% increase in the shortage year-on-

year (ISC2, 2024). This poses a massive challenge for small countries competing with 

lucrative private sector salaries. 
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Finally, there is the problem of false attribution and potential escalation of conflict. In 

his publication Escalation Dynamics and Conflict Termination in Cyberspace, Lin 

defines this phenomenon as catalytic escalation. It involves conducting a ‘false flag’ 

operation in which third parties, such as hostile states or APT groups sponsored by 

them, provoke conflict between two states (Lin, 2012). Research on attribution in 

cyberspace conducted by UNIDIR states that false attribution can result from hasty 

political decisions or technical fraud, such as spoofing. This threat can lead to a 

deterioration in relations or escalate into direct conflict between states (Kastelic, 2023).  

 

Conclusion 

 

This essay has demonstrated that small states have real capacity to achieve 

superiority in offensive cyberspace operations, despite the limitations imposed by their 

size and resources. The arguments presented in this paper demonstrate that the 

dynamic and asymmetric structure of cyberspace enables states with limited military 

capabilities to challenge traditional power hierarchies and pursue their interests in 

ways previously impossible. 

 

Thanks to low barriers to entry, even states with limited resources can develop effective 

offensive capabilities in cyberspace by leveraging the flexibility of their structures and 

speed of decision-making. Examples such as Estonia and Finland show how strategic 

investments in talent management, educational programs, and public-private sector 

cooperation transform limitations into strengths, enabling these countries to become 

key players in global cybersecurity. System integration and the ability to operate under 

anonymity further allow small countries to defend themselves effectively and conduct 

offensive operations regardless of geographical constraints. 

 

Despite this, several challenges are associated with the attainment and maintenance 

of cyberoperations capacity. The risks inherent in overreliance on infrastructure, the 

maintenance of skills, and the ambiguous nature of attribution and escalation in cyber 

wars underscore the need for holistic, adaptable approaches. These approaches are 

needed to balance innovation, adaptability, and cooperation with robust legal and 

procedural mechanisms. 
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In summary, examples from small nations such as Finland and Estonia show that, with 

conscious policy formulation, foresight, and cross-border collaboration, the constraints 

inherent to size and resources can not only be mitigated but also turned into 

sustainable pillars of digital capacity and security in cyberspace. The future course of 

global cybersecurity will increasingly depend on the ability of small nations to adapt, 

innovate, and utilize the asymmetrical advantage efficiently afforded by the digital 

environment. 
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