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Abstract. The Internet of Things (loT) suffer from lack otéroperability as data,
devices, and whole sub-systems are locked in *$ilsause of technical, but mostly
business reasons. Many new applications would abled and existing ones could
be implemented in a more cost-efficient way, if tis’ could be bridged in a
secure and privacy preserving manner. The SOFIEoapp provides an effective
way of accomplishing this by using interledger tembgies that leverage the
distributed trust enabled by distributed ledgetse Tederated approach of SOFIE
facilitates the creation of cross-organisationali@ations. This chapter presents the
SOFIE approach and details the benefits it providésur real-world pilots.
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1. Introduction

Fragmentation and lack of interoperability amorf§edént platforms is a major issue for
the Internet of Things (loT). Currently, 10T platfies and systems are vertically oriented
silos unable (or unwilling) to exchange data withperform actions across, each other.
This leads to multiple problems: reduced competitamd vendor lock-ins, as it is
difficult for customers to switch 10T providers oombine 10T devices and data from
multiple vendors in a single system, worse secluagywendors often use proprietary
security solutions that have not been properlytaddiworse privacy as vendors usually
force their customers to move at least some of tih&tia or metadata to the vendor’'s



cloud, and reduced functionality compared to whettds interoperability between

platforms would afford. As 10T systems are beconprgyvalent in everyday life, lack of

interoperability and the resultant reduced uselefsant data is growing into a significant
problem for the whole society.

0T systems face many important security and pyivdallenges. Since I0T systems
interact with the real world, security is extremeamportant as breaches can cause
significant physical damage and even loss of 8ieilarly, as using the 10T is becoming
a compulsory part of everyday life and IoT deviaesable to collect increasing amounts
of personal data, people should be able to cartythmir lives without compromising
their privacy. 0T systems usually contain largenbvers of devices, therefore manually
configuring and managing every IoT device is nafsfble. Hence, security and privacy
solutions for IoT must support high degrees of mattion.

Authorisation mechanisms are an integral part df $ecurity. The device owner
should be able tauthorise other parties to access the device or its dat $ecure,
flexible, and decentralised manner. Decentralisgtiaisation is important as it allows
authorisation without a central control point, whimmay become a bottleneck, an
increased failure risk or attack target, or requr@nual work. As there are numerous
loT devices interacting with each other, peopled éime rest of the world, strong
auditability is also a very important security feature for 1dhis is necessary for the
normal operation of the system (e.g., goods haea belivered, therefore the payment
should be made), troubleshooting in case of a proband dispute resolution between
the parties involved.

In addition to the above-mentioned challenges etlage security challenges which
will not be covered in this chapter. These inclloli€ device-level security, including
the secure firmware updates, and verifying that dlaifa is authentic and correct. The
latter problem is very difficult to resolve in pt&e: it is not enough that the device is
properly designed, implemented, calibrated, instafind certified, as it is easy to e.g.,
manipulate a thermometer by installing a heat sooext to it.

From the privacy point of view, it is importantit@nimise both thelata collection
and storage. Especially, long-term storage is dangerous, seroerypted data will be
revealed after the used encryption algorithm iskéng which will eventually happen.
Protection againstorrelation attacks should also be provided, as in many situations the
service should not be able to identify the usesvam be aware that the user has used the
service previously.

The EU H2020 project SOFlenables applications to link heterogeneous loT
platforms and autonomous things across technolbgicaganisational, and
administrative borders in an open and secure mathes simplifying the reuse of
existing infrastructure and data, and allowing ¢heation of open business platforms,
which in turn enable new kinds of services. Thislgis accomplished by using
Distributed Ledger Technologies (DLTs) [1] and itgdger techniques — without
requiring any modifications to the existing loT fidmms. Decentralised identifiers
(DIDs) [2] can be used to manage users’ identifiera privacy-preserving way. In the
long term this will also enable open data marketsere participants can buy and sell
IoT data and access to I0T actuation (or more gdligedictate rules for access to data
and actuation) in a decentralised and automatech@nan

1 Secure Open Federation for Internet Everywhere (BpFunded by EU’s Horizon 2020 Programme
under Grant 779984, 1.1.2018 — 31.12.202Ms://www.sofie-iot.eu



The contributions of this chapter include desooipsi of: 1) how DLTSs, interledger
techniques, and DIDs can be utilized to resolvélgmas with 10T security and privacy
2) how to realise a secure and open federation grheterogeneous loT platforms and
3) examples of how these techniques can be levériageomplex real-world systems,
namely: (a) food supply chain provenance and tramspnditions tracing, (b) electricity
distribution grid balancing through electrical wehi (EV) charging, (c) mixed reality
mobile gaming with interactions between real antuai worlds through IoT devices,
and (d) secure sharing of electricity smart mettad

This book chapter is organized as follows: Sectbrprovides background
information about DLTs and DIDs. The SOFIE pilote aresented in Section 3, while
Section 4 describes the SOFIE IoT federation amgro&ection 5 highlights benefits of
SOFIE from the pilot use cases point of view. Ralatvork is discussed in Section 6,
while Section 7 provides a discussion of relevastiés and Section 8 concludes the
chapter.

2. Background

This section describes key related technologieb siscdistributed ledgers, interledger
technologies, and decentralised identifiers.

2.1. Distributed Ledger and Interledger Technologies

Distributed Ledger Technologies (DLTs), such asckbhains, offer decentralised
solutions for collaboration and interoperabilityn®of the main features of DLTs is the
immutability of data: ledgers are append-only databases wheésting data cannot be
modified and only new data can be added. Anothgomfeature of DLTs is a distributed
consensus mechanism [3], which controls what and how data is addedhi® ledger.
Finally, DLTs alsoreplicate data to participating nodes thus improving avalitgb
Because of these three properties, DLTs avoid glesipoint of failure and offer
resilience against many attacks. It is relativebsye to determine if any of the
participating nodes in the DLT are misbehaving emen in an extreme case where an
attacker manages to control the majority of the BLfEsources, the attacker can only
control the addition of new data and in some extrerases modify the very latest
previously added data (but not the older data).

DLTs can be implemented with different levels oéopess. They can be fulbpen
(permissionless), which means that anyone cantl@rDLT and propose transactions;
most well-known DLTs such as Bitcdimand Ethereurhare based on this principle.
However, DLTs can also be permissioned, eitleaii-open, in which case read access
is open to everyone but write access is restrictedosed, in which case both read and
write access are restricted.

Overall, the main practical innovation of DLTsh&tenablement of distributed trust.
While there have been multiple proposals for distied databases in the past, they have
mostly concentrated on the distributed implemeatatiwhile the trust model has
remained firmly centralized. In contrast, DLTs allgarious entities, such as individuals,
organizations, and companies, which may not fullgtteach other, to collaborate in a

2 https://bitcoin.org/en/

8 https://www.ethereum.org/




safe and transparent manner, with only a low rfdéeing cheated by others. This makes
DLTs a natural approach for solving the (businasisar than technical) interoperability
problem among loT platforms.

Smart contracts [4] are another important feature provided by savBLTs: they
are distributed applications that are executechenddger. Whenever an entity interacts
with a smart contract, all operations are execbtedll (full) nodes in the DLT network
in a deterministic and reliable way; one of thesdes is selected to store the contract's
execution outcome (if any) in the ledger. Smarttiamis can verify DLT identities and
digital signatures, perform general purpose contfuuts, and invoke other smart
contracts. The code of the smart contract is imblatand cannot be modified even by
its owner. Moreover, since all transactions sera tontract are recorded in the DLT, it
is possible to obtain all historical values of ttmtract. Smart contracts typically refer
to code running on Ethereum (in which case theyTanéng-complete), but similar
functionality is available in other DLTs. In pauiar, in the permissioned Hyperledger
Fabric [5], similar functionality is hamechaincode, while simpler, more constrained
scripts can be run on Bitcoin. Smart contractsiomlar functionality is critical for
automating processes and will be exploited in dlodniques described later.

There exists a large number of DLTs, each offediifigrent trade-offs in terms of
latency, throughput, consensus algorithm, functibnaetc., thus rendering them
suitable for different types of applications. Foxample, a DLT can focus on
cryptocurrency payments, recording of 1oT eventsaeress authorisation. In complex
systems it is therefore often not feasible to udg a single DLT for everything, hence
theinterledger approach that allows different DLTs to exchange déth each other is
required in many situations. Using multiple ledgeralso beneficial for privacy reasons:
participants within a DLT need to be able to accalfslata stored in that DLT to
independently verify its integrity, which encouragthe participants to use private
ledgers, and store only a subset of the data tm#ie ledger used for collaboration with
others. Multiple ledgers are also necessary fgutoragility, as cryptographic algorithms
used by DLTs (such as SHA-256) will not stay safe¥er, thus it is necessary to have
a mechanism to transfer data from one ledger tthencSiris et al. [6] present a review
of interledger approaches, which differ in theipgart for transferring and/or trading
value between ledgers, whether they support thesfeea of information in addition to
payments across ledgers, the balance between daisatt trust and cost (which can
include both transaction cost and delay), the lefptivacy, and their overall scalability
and functionality that can facilitate the innovatiof the DLT ecosystem.

A concrete example of the use of interledger isftliewing: Some parties decide
to use the Hyperledger Fabric blockchain, whichvjates low-cost transactions and
chaincode for transaction automation, for recordiiigand authorisation-related events.
Parties also decide to use the Ethereum blockéhairder to make payments and fully
automate the whole process with smart contractsn#enledger mechanism can be used
to interconnect these two ledgers in a way thatirssatomic transactions, i.e., either
both the authorisation and payment related traimsecsucceed, or both fail.

2.2. Decentralised Identifiers (DIDs)
Currently, an identity technology receiving mucteation are decentralised identifiers

(DIDs). A key aspect of DIDs is that they are dasigjnot to be dependent on a central
issuing party (Identity Provider or IdP) that cesatand controls the identity. Instead,



DIDs are managed by the identity owner (or a gaerdin the owner’s behalf), an
approach known aslf-sovereign identity [7].

There are several different DID technologies inedepment [8], some of the most
prominent being SovrfnuPort, and Veres OrfeThese technologies started with similar
but distinct goals in mind, but lately many of theave adopted the approach and format
of the W3C DID specification [2], thus renderingeth more and more interoperable.
The specification defines a DID as a random straftgn derived from the public key
used with the identity. If a new DID is allocatecrf every party one
operates/communicates with, correlating one’s digs/with different parties would be
significantly harder to achieve. This property dam further enhanced by replacing
existing DIDs with new ones at suitable intervalsg,., even after just a single use.

Yet DIDs alone do not suffice, as some means dfibliging the related public keys,
any later changes to the keys, or other identitytee information is required. To this
end, many of the DID solutions rely on a DLT foibfia DIDs (used by parties that want
to be known publicly), whereas for private DIDsg(eused by individuals) application
specific channels are used to distribute the infdiom. Some DID technologies, e.g.,
Sovrin and Veres One, are launching their own pesiohed DLTs, while others rely on
existing blockchains (e.g., uPort is built on top Ethereum). All three example
technologies originally intended to use DLTs/bldekins for distributing information
about DIDs belonging to individuals and loT devigeaddition to organisations, but the
emergence of the General Data Protection Regulé@&@PR) [9] in the EU and other
similar requirements have made storing personditifiable information on a non-
mutable platform such as a DLT/blockchain probléemdtor this reason, Sovrin and
Veres One have already excluded individuals DIOsnfrthe ledger — and similar
treatment may face the DIDs of IoT devices if theyeal personal information.

In many cases, there is also a need to associateimaeaverifiable properties to the
identifier of an entity. This is accomplished witerifiable Credentials (VCs) [10],
which are analogous to traditional authorisatiortifieates. In a VC, the party issuing
the credential (i.e. thissuer) states that according to them, the party aboutwthe
credential is made, known as thever, has the stated properties. These could be e.g.,
the person’s name, date of birth etc. in the céskiger’s license issued by the police.
To rely on a credential to prove something, theveralso has to demonstrate that the
credential was issued to them. This can be doneleygoroving the possession of the
private key corresponding to the public key usethiécredential (if the credential format
supports such information), or with a separate phanlt onto the credential. With a
suitably created credential, a proof can also leel s only reveatome of the attributes
of the credential (known aslective disclosure) or even prove that e.g., one is over a
certain age without revealing the actual age atteib(a property known agero-
knowledge proof).

3. SOFIE Pilots

This section describes security and privacy chglerof four SOFIE real-life pilots
that rely heavily on 1oT: 1) agricultural/food supghain, where produce growth and

4 https://sovrin.org/

5 https://www.uport.me
6 https://veres.one/




transportation conditions are tracked from fieldftok, 2) power balancing of the
electrical grid by offering incentives to EV owneescharge their cars at certain times
and locations, 3) mixed reality mobile gaming, véhgamers can interact with the real
world through 10T devices, and 4) utilizing datarfr electricity smart meters to develop
various applications, e.g., to suggest the bestratity provider for a given user profile.

3.1. Tracking Food from Farmto Fork

The farm-to-fork pilot demonstrates a community{suped heterogeneous end-to-end
agricultural food chain scenario. The main go#bigrovide accountability, immutability,
and auditability for both I0oT data and transactibasveen different parties. As a result,
consumers can reliably verify the provenance gbecic product from farm to fork.
This gives consumers the ability to make decisabwut their food based on e.g., health
and ethical concerns, including environmental snatility, fair labour practices, the
use of fertilizers and pesticides, and other sini#aues. The producers will be able to
launch new products with a description, pricingamwfity and photos, while customers
may interact with the marketplace, looking for prots that fulfil certain requirements
or preferences. Enabling immutable transactions &lslps with dispute resolution
between all the parties involved, reducing the chanof fraud and cutting out
corresponding mediation expenses and transactits.co
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Figure 1. An overview of the SOFIE food-chain pilot, desandp how agricultural produce moves from the
farm to the supermarket through transporters asitiloliters

The path from farm to fork is split into 5 segmeats depicted in Figure 1, and
between segments the produce is handed over tpattg responsible of the next
segment. Each IoT platform uses its own data manageand storage infrastructure
(which can be either a database or a DLT).

Smart Farm (SF): In the farm, there are multiple sensor nodesloiapa measuring
e.g. temperature, humidity, wind speed/directiamfall, and soil moisture.

Transportation Routes A (TRA) and B (TRB): These segments cover the paths
from the SF to the Storage & Distribution Centr& (3, and from the SDC to the
Supermarket (SM). The vehicles are equipped wits @Rd temperature sensors.

Storage & Distribution Centre (SDC): SDC is where the smart boxes with farm
crops will be stored until they are transportedh® Supermarket. In SDC, a number of
sensors monitor, among other parameters, temperahat presence of the boxes.

Supermarket (SM): SM contains the storage area, where the boxekegteuntil
they are placed in the customer area, and the roestarea, where the products are
available for the customers. Before the produasamoved from the smart boxes to be
placed to the customers’ area, QR labels are cteatd applied on the crop packages,
enabling the retrieval of the relevant informatincustomers.



The security and privacy challenges of this pifaiude: how to accurately record
the loT data and handover events of the producedset different parties, how to
provide sufficient audit trail for dispute resotuis, and how to minimize the leakage of
private data (e.g., real identity of the workersuitl not be revealed to other party during
the handovers).

3.2. Grid Balancing with Scheduled Electrical Vehicles Charging

In a second pilot, the goal is to balance a load o®al electricity network, namely the
distribution grid of the city of Terni located iemtral Italy. There, a notable amount of
energy is produced locally by distributed photoaigitplants [11], which on occasion
can cause Reverse Power Flow, when unbalances dretleeally produced and
consumed electricity occur. To avoid this abnorropkration [12][13], electrical
vehicles (EVs) will be offered incentives to mattieir EV charging needs with the
distribution network’s requirements.
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Figure 2. An overview of the SOFIE energy pilot, describimgw DSO, EV fleet manager, and EV users
utilise a decentralised marketplace to optimizeldlhe on electrical grid

The actors in the pilot, as depicted in Figurerg,the Distribution System Operator
(DSO), who is responsible for grid managementctigrging station (CS) Owner, who
owns and manages the EV charging stations, the¢ Mlaeager, who represents EVs in
energy price negotiations, and the EV users, wbeive information and requests about
the optimal scheduling of the charging of their iegeh The main part of the pilot is a
decentralised marketplace enabling DSO and fleetager to negotiate on scheduled
electricity consumption (using EV charging) andoassted incentives, thus forming an
end-to-end scenario from production via distribatio storage and consumption.

Both the DSO and the fleet manager interact wigtsystem through their dedicated
dashboards that show near real-time data colldcted the two 10T subsystems (i.e.
smart meters for the DSO and EV sensors for thet fleanager). The actors create
requests and offers accordingly on the decentrhlisarketplace.

From the security point of view, it is importantathagreements made on the
marketplace cannot be tampered with, there is arsegay to verify that the terms of
the agreement have been carried out, and partiebenécompensated accordingly after



the agreement has been fulfilled. From the priyaant of view, it is important to protect
privacy of the electric vehicle users, therefore B50 or the CS Owner should not be
able to determine EV users’ real identities or elate their charging activities.

3.3. Context-aware Mobile Gaming

In-game assets are a large market, with rare assgtisng thousands of euros. However,
currently in-game asset market poses significakisrto the players, since the gaming
company can create unlimited instances of the sisaich in turn devaluates them, or
the assets can disappear completely if the ganongpany closes down. The goals of
this pilot are to 1) provide a mechanism for reaugoasset ownership and trades in a
secure and transparent manner, and 2) allow interscbetween the mobile games and
physical world through IoT devices.
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Figure 3. Overview of the SOFIE context-aware gaming pilot

An overview of the pilot is shown in Figure 3. Timain actors of pilot include Game
player, who can play any challenge, manage theiiles and assets, and claim reward
data, through a mobile application, Game compatmgliwis responsible for developing
and maintaining the game servers, Challenge desigi® can create new challenges,
assets, tasks, and puzzles using the existing gdrastructure, and the Asset designer,
who can also list their creation for the trade loan SOFIE platform.

Multiple use-cases will be studied throughout thietpin the first use case players
can collect and trade in-game content (e.g., cher®onveapons, equipment, parts, etc.).

The second use case will utilize a scavenger hagdtion-based game using IoT
beacons. The player needs to solve the riddleg ubi@ received clues to reveal the
location of the 10T beacon, which needs to be etbiby the player. The player must
perform some tasks (such as viewing an advertisgrteenollect the points, which can
be later redeemed for rewards.

The third use case allows generic trading betwegnrésources and gaming assets.
For example, as an extension of the 10T beacorncase, gamer who would perform
certain real world activity (physical exercise,\d80f puzzles, etc.) with 10T devices
could receive a gaming asset as a reward. The §8iseeor sale of gaming assets could



in turn enable the gamer to, for example, receidesaount from the vending machine,
temporary control of a robot in a mall, or someeotloT resource access.

There are several security and privacy issuesisnpitot. Securing access control
(for both 10T data and actuation) is very importastgamers are interacting with third-
party loT devices. The system should also offeraadit trail to help with dispute
resolution in case something goes wrong. Furthegnbe owner of 10T beacons or other
loT devices should not be able to track playerdeiermine their real identity. Finally,
when 1oT resources are exchanged with gaming asse#sties managing
abovementioned resources should not be able tondiet the other side of the trade.
For example, if a player uses the gaming assetiio gccess to an 10T resource, the
owner of the 10T resource should only see thatplager receives the access to the
resource, without being able to determine whetbeess has been granted with the help
of gaming assets or by other means (e.g., a mgnpgyment). In a similar way, if a
player receives a gaming asset as a reward foinggbhysical challenge, other parties
should not be able to determine how the gaming ags® received.

3.4. Decentralised Energy Data Exchange

The core idea of this pilot is to provide securadechange of smart meter data between
end users, infrastructure owners, and energy <seryimviders (intermediaries,
distributors, and brokers). This in turn enablegahservices such as fine-grained energy
trading and energy flexibility marketplace. The iew of the pilot is shown in Figure

4 where patrticipants, the SOFIE approach and tHeddalue are presented.
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Figure 4. An overview of the SOFIE decentralised energy éathange pilot

The key input for the pilot is the Estfeed opensafe platform (connecting 700
000 smart meters in Estonia). In order to demotesthe cross-border data exchange and
transfer of trust between network grid participattie Danish Datahub (Energinet) will
be the secondary input for the pilot. Besides matitiubs integration, the pilot will also
develop adapters and connection to two other iostra local IoT network (windfarm)
and a household metering point.

The main objective of the pilot is to enable trbstween parties who exchange
energy meter readings, which in turn creates ségexurity and privacy challenges.
From the data owner side, it is critical to guaeantontrol of the data (including the
ability to grant and revoke access to/from thirdipa), as well as to have access to audit



logs for transparent overview of to whom the dateas rights are given and how private
data are handled. From the smart meter systemtopside (transmission or distribution
system operator), there is a need for mechanisagrée on and prove the responsibility
of the smart meter data after the data exchange @msumers (brokers, aggregators,
and energy traders) need to access authentic sneder data and be able to reliably
verify the whole data provenance chain. The auslitequire access to audit logs and
tamper-proof evidence of the activities that haaleh place in data exchange process.
The pilot can be divided into the following two segios:
1. Data exchange - covering the full chain from idiésdtion, authorisation
to requesting and granting access and exchangingntiart meter data.
2. Data exchange verification - including audit lotgnper-proof evidence
in case of disputes, and verification of the initygef smart meter data.

4. The SOFI E Federation Approach

The main goal of SOFIE is to federate existing l&tforms in an open and secure
manner, in order to enable interoperability anchaitt making any internal changes to
the platforms themselves. Here, openness refets tbotechnical aspects (interfaces,
implementation, etc.) and to flexible and (at lgzestially) open business models. A key
benefit of SOFIE is that it allows the creationsofutions that connect many individual
systems to a whole that provides significant newcfionality. The approach also
preserves users' privacy and is compliant with Ei¢@ General Data Protection
Regulation (GDPR), which requires the minimisatidmpersonal data collection.
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Figure 5. SOFIE framework architecture

The SOFIE framework architecture is depicted inuFégs. The lowest level of the
architecture contains loT assets (or resources),nilude e.g., 10T sensors for sensing
the physical environment, actuators for acting e ghysical environment, and boxes
with RFID tags that are used to transport prodddis.|oT assets can be either connected
to or integrated in actual devices. loT platformdude platforms with data stores, where
the measurements from sensors are collected ané mallable to third parties, in
addition to servers providing IoT services. Theefation adapters are used to interface



the loT platforms with the SOFIE framework. Thitoals the 10T platforms to interact
with the SOFIE framework without requiring any ches to the IoT platforms
themselves. Moreover, different scenarios and ilcan utilize different types of
federation adapters, which implement only the nesgliparts of the SOFIE functionality.

The architecture emphasises the interledger fumality responsible for
interconnecting different types of DLTs, which chave quite diverse features and
functionality. The architecture also illustrates 8eparation of data transfer and control
message exchanges. Some loT data can be transdde@getly between the IoT platforms
and loT clients. Control messages related to aig#iion logs, events, payments, etc. go
through the SOFIE framework.

The other SOFIE framework components [14] ddentity, Authentication, and
Authorization (IAA), which provides identity management and supe multiple
authentication and authorisation techniquPsivacy and data sovereignty, which
provides mechanisms that enable data sharing imnaatled and privacy preserving
way; Semantic representation, which provides tools for describing services,ides, and
data in an interoperable walytarketplace, which allows participants to trade resources
by placing bids and offers in a secure, auditaduhe, decentralised way; amdscovery
and provisioning, which provides functionality for the discoverydabootstrapping of
services. Finally, in the upper part of the figare the application APIls, which provide
the interfaces for 0T clients and applicationgteract with the SOFIE framework. The
rest of this section describes the most importamigonents from privacy and security
perspective in more detail: interledger, I1AA, ari/&y and data sovereignty.

SOFIE results are open source and the source codbd SOFIE framework is
available fromhttps://github.com/SOFIE-project

4.1. Interledger

The main purpose of the SOFIE interledger compoisantenable transactions between
actors and devices belonging to different (isolpted platforms or silos. Each 10T silo
either utilizes or is connected to one or more DLTs

SOFIE’s pilots and evaluation scenarios will udlthe following ledgers: Ethereum
(both private deployments of the Ethereum cliemtecand public test networks such as
Rinkeby and Ropsten), Hyperledger Fabric, GuardimkSI| blockchain, and
Hyperledger Indy. If the federated loT silo religson a ledger, such a ledger can be
connected via SOFIE to the degree allowed by huthstlo owner and the connected
ledger governance or owner, provided that thelsl® been enabled to support SOFIE
federation.

Cross-chain transactions can take different forepedding on the specific scenario
and its requirements. For example, interactionsvbet a public and a permissioned
ledger can use hashed time-lock contracts (HTL&shyiptographically link transactions
and events on the two ledgers. In that scenaréptiblic ledger can record payments
while the permissioned ledger can record authdoisamnessage exchanges and loT
events. Alternatively, hashes of records storedthten permissioned ledger can be
periodically recorded on the public ledger in ortteprovide a timestamped anchoring
point. This approach exploits the wide-scale deaéised trust provided by the public
ledger, while keeping the actual records accessihlig by a permissioned set of nodes.
Finally, interactions between a public or permissid ledger and a ledger storing DID
documents can focus on the resolution of DIDs t® dbcuments. This allows the
interoperability between different DID implementats and different trust, privacy, and



cost tradeoffs with different selections of thedetb for storing the transactions and the
DID documents. The interledger functionality canifoplemented in different entities,
which include the entities that are interactindghied party, or multiple third parties. In
the case of third parties offering interledger &&s, such services can be provided for
some fee. Moreover, in the case where multipleltharties offer interledger services,
some coordination between the different partieeiessary.

4.2. |dentity, authentication, authorization (1AA)

The goal of the Identity, Authentication, Authotipa (IAA) component is to provide
mechanisms that can be used for entities’ andeEsVidentification and authentication,
and consumers’ authorisation. To this end, it sugspihe following Identification and
Authentication mechanisms: URIs (e.g., Web of ThibigrIs) for identification coupled
with digital certificates for authentication, usames for identifications bounded to
secret passwords used for authentication, and ttatised identifiers (DIDs) associated
with a DID documents used for authentication. A ydap DID implementation, also
considered by our component, is Hyperledger Ind@onsumers’ authorisation is
primarily implemented with the widely-used OAutt® Zrotocol. The IAA component
supports plain OAuth 2.0, OAuth 2.0 tailored fonstrained devices as defined by the
IETF’s Authentication and Authorization for Consired Environments (ACE) working
group, and OAuth 2.0 combined with DIDs. Furthereydtrsupports various token types
and encodings. In addition to OAuth 2.0, the IAAnamnent supports the UMA (User-
Managed Access) protocol. An example of utilisind® together with OAuth 2.0 is
presented in [15], while general authorisation sohs for |oT utilising DLTs and smart
contracts are presented in [16] and [17].

The IAA component can use smart contracts in aiménk authorisation decisions
with payments, as well as for logging transactipeesfic information that can be later
used for auditing and dispute resolution. Moreosathorisation decisions can be linked
to loT events that are recorded on the blockchain.

4.3. Privacy and Data sovereignty

The goal of the Privacy and Data sovereignty corepbis to enable data sharing in a
controlled and privacy preserving way. This compdremnsiders privacy preservation
as a two-dimensional problem. The first dimensionaerns the privacy of the data
provider, whereas the second dimension concernsivecy of the data consumer. Data
provider privacy is related to the amount and tbeueacy of information a third party
(including the consumer) can deduce about the gesvrom all the available data. This
can be achieved by reducing or obfuscating the stat@d in ledgers. A mechanism to
reduce the data is to store only hashes on a nceessible platform. Depending on the
use case it could mean storing data in private bdaes and storing hashes on
permissioned ledger, or storing data in permisgldedger and storing hashes on public
ledger. Mechanisms to obfuscate data include difféal privacy mechanisms. In
particular, data obfuscation can be provided bgdlg a special purpose node that acts
as a data accumulator and also adds noise tortbeyfeted) collected data. An alternative
can be adding noise directly at the sources; horvéwenrder to achieve the required
degree of privacy and accuracy of the results,apoach requires a large number of
sources. The coordination among the entities, nathel data provider, data consumer,
and data accumulator, can be achieved through & smatract. Consumer privacy is



related to the amount and the accuracy of informnatl third party (including the
provider) can deduce about the consumer duringutitieentication, authorisation, and
payment processes. To this end, this componenbstgpgitribute-based access control,
where consumers can attest some of their attrilusieg verifiable credentials and zero-
knowledge proofs. The underlying mechanisms supti@tminimum disclosure of
information necessary to obtain a service. Addaltyn multiple identifiers can be used
to further improve privacy.

Data sovereignty is achieved by supporting two sg@®ntrol mechanisms: access
control through delegation to an authorisation eerand cryptotoken-based access
control imposed by smart contracts. The first sehemables data owners to define an
authorisation server (AS), i.e., a special typenwddiator that vouches about the
eligibility and/or handles payments made by a coresuto access an loT resource. The
second scheme leverages blockchain-backed crygtosond enables owners to define
access control policies based on these tokenst@ojens can be granted only through
a blockchain transaction and blockchain-specificfions, such as transfer, aggregation,
etc. can be applied on these tokens.

5. SOFI E Benefits

This section describes how the SOFIE approach gesvbenefits for real-world pilot
use cases in terms of interoperability, securityg privacy.

From the interoperability and security point ofwjesmart contracts, immutability,
decentralisation, and other properties of DLTsvallogh-level of automation, low risk
of fraud, and efficient dispute resolution betwegarticipants. This enables
interoperability between multiple parties in a gecand transparent manner, without
requiring changes to the underlying 10T platfor@&Ts also allow maintaining non-
repudiation and transparency without compromisinigagy and business secrets by
keeping the critical data in private data stords]enstoring hashes of that data to DLTSs.
Only in case of a dispute the actual data will &eealed, and hashes stored in DLT
guarantee that the data has not been tamperednvtie meantime.

DIDs are used to enhance the privacy, since tHewdhe user to be in charge of
their digital identifiers and solely be in possesspf the associated private key (in
contrast to some schemes that rely on centralisgdnkanagement and distribution).
DIDs also allow identifiers to be changed frequgntihich offers protection against
correlation attacks. In most of use cases, it tsneoessary for third parties to know the
real identity of the user, or even be aware thatuger is the same who used the system
previously, it is enough to determine that the us#s a right to perform some action
(such as to deliver the package on behalf of thepamy or charge the electrical vehicle).

5.1. Tracking Food from Farmto Fork

This pilot utilises a Consortium Ledger (CL) (prig#aEthereum) with smart
contracts to record all the relevant data and rdata-related to the whole provenance
chain from the farm to the supermarket. The membgtise Consortium Ledger are the
participants of the provenance chain (this if, éoample, some of the produce is
transported by other companies, another CL is fdjraed a Legal Entity on a national
or European level (association or public authoritijost of the measurements
(temperature, soil conditions, humidity, etc.) atered in private databases of loT



platforms with hashes being frequently stored on 8dgregated data, such as average,
maximum, and minimum temperature during the stegalso stored on CL, along with
all handover events between the participants (edgen a package is delivered by the
transportation company to the warehouse). Fin#lilg, hashes of CL transactions and
data are periodically stored in public DLTs througkerledger operations for extra
accountability and transparency.

DIDs are used to protect the identities of the imed employees as, for example,
the warehouse accepting a package does not néawothe real identity of the truck
driver, or even whether the driver is the sameesseyday, it is enough to know that the
truck driver is authorised by the transportatiompany to deliver that package.

5.2. Grid Balancing with Electrical Vehicles

In this pilot, the marketplace matching energy ifdity bids and offers operates on a
private Ethereum blockchain, ensuring privacy J(idata cannot be read by external
parties) and reducing transactions costs and t{im@s mining is not required). Using
SOFIE’s interledger capabilities, this “first layexill be paired with a public DLT acting
as a “second layer”, where the status of the priN@bckchain will be periodically
synchronized, granting security and auditabilibyyg protecting the data stored in the
first layer DLT from any alterations. The busindsgic for the requests and offers
collection, and for the winning offer selection @lighm is coded in smart contracts,
ensuring transparency and auditability of the whpslcess.

In the current version of the marketplace, a sroantract implements an auction
mechanism, in which the best offer is selectedfuihg the “lowest bidder” rule. In the
upcoming versions of the marketplace, an upgragesion of the smart contract will
consider a different matchmaking algorithm, basedhe clearing price algorithm used
in commodity trades. In addition, the smart megésdings are stored on blockchain to
ensure transparency, and the blockchain will algntain data of electric vehicles,
charging stations, and charging events. Such difitbemused for payments by the DSO
to the fleet manager and for rewarding the usdmo(gh tokens or discounts) in an
automated manner.

The pilot can be easily extended to include a lestaictor in charge of accounting,
providing benefits to the two main actors involvite DSO benefits of the grid stability
provided and the fleet manager can reduce the Ibwdr@ging costs to be paid to the
retailer thanks to the incentives awarded by th©DS

The privacy of the electrical vehicle users canfuyéher enhanced with DIDs to
protect their privacy against the DSO or the CS éwwho do not need to know the
real identity of the user charging the vehicle [18].

5.3. Context-aware Mobile Gaming

The mobile gaming pilot utilises a permissioned DHlperledger Fabric) to store
ownership information and 'DNA’ of in-game assetmabling transparency and
consistency of asset attributes and ownership @warihis also enables verification of
the asset’s rarity, since new assets cannot beeckreasecret. For the actual asset trading,
this ledger would be interconnected with eitherptogurrencies (such as public
Ethereum), or other payment methods. The pilot @lflo use other DLTs to store
information and relevant transactions (such as aaig#tions for accessing loT



resources) related to advertisement views, |oT driegcand other 10T devices that
interact with the player.

DIDs are used to protect players’ privacy. For egemwhen the player needs to
perform some task near the loT beacon to collectr¢fward, the player registers with
the entity running the challenge (which can be migg company or other party) with
pseudonymous or anonymous identifi&randY. After the user completes the task, this
event is recorded to the “loT beacon ledger” ugtayer’s identifierX. An interledger
function written by the challenge designer is maoiiitg this ledger and when such event
occurs, it triggers (perhaps after some randonmydelgrevent correlation attacks) the
ownership change in the “Gaming asset ledger” grgrasset ownership to the identifier
Y. In this way parties monitoring the first ledgeitlwwot be able to know what kind of
reward the player has received for the completiothe task, while parties monitoring
the asset ledger wil not know which event triggaredownership change of the asset.

5.4. Decentralised Energy Data Exchange

As with the previous pilots, SOFIE enables stronditability while preserving user’s
privacy through usage of DLTs and DIDs. All autlsation related messages concerning
smart meter data are signed with the KSI blockcHdmsmart meter data is handled by
the SOFIE framework, the data is stored by the dataer or in the data hub. For the
actual data exchange, a secure communication chasnereated between the
participants. SOFIE’s semantic representation fonelity is used to describe available
datasets.

6. Related work

Some existing approaches for solving the 10T imerability problem rely on creating
a new interoperability layer, which is not feasilslenost cases, since it requires making
changes to the existing 10T platforms. Other apginea, including BIG 0T [20], aim to
allow interoperability between loT systems throwghAPI and Marketplace; however
the proposed marketplace is designed to be cergdaliimiting its applicability and
flexibility. WAVE [21] provides a decentralised &wtisation solution for 0T devices
using a private Ethereum blockchain and smart ectgr however it assumes that all loT
devices are able to interact with the blockchaihicW is not a feasible assumption for
many constrained devices.

There are also application-specific approachesziuty DLTs for, e.g., energy
trading [22][23][24]. They often utilise tokensigsd by a single party as currency, which
can lead to speculation and harm the actual ugateystem. While cryptocurrency
was the original use case of blockchains, it isartgnt to use separate DLTs for
payments and for other use cases, such as asdengrdogging, etc. In this way, price
fluctuations of the cryptocurrency will not affette cost of, e.g. recording asset
ownership changes. Furthermore, performance limitatand transaction cost issues
associated with public, permissionless DLTs typycased for cryptocurrencies will not
limit other uses of DLTs in loT systems, which néa8e responsive and highly scalable.

Therefore, the existing work does not fully addibesneed for an open, secure, and
decentralised solution for the IoT interoperabiptpblem, which supports existing 10T
platforms, enables new open business models, wdiiag security and privacy into
account.



7. Discussion

In order to enable real, efficient, and secure ilt€roperability, the SOFIE approach
relies on multiple, appropriate, distributed ledg@lued together using interledger
technologies, to provide openness, decentralizatiast, security, privacy, automation,
and auditability.

Openness may be undesirable for (myopic) indivislwal businesses, but when it
comes to the whole society, openness becomes biahétir even critical), especially
from an economic and business perspective. Opererases inclusion, preventing
powerful players from excluding new entrants (eit&ectly or by creating entrance
barriers that are hard to overcome). Two key inigrgd of openness are decentralization
and trust. DLTs are a successful example of a dedd@med system that is robust and
does not have a single (or few) point(s) of faillBeme DLTs even rely on distributed
governance, thus allowing the evolution of the sutem within the system. Similarly,
DIDs facilitate decentralized trust managementdegimg overlay applications more
secure and also more usable.

Security is of paramount importance for SOFIE dmdlbT. For this reason, SOFIE
does not focus only on security issues at the lefvebch individual 10T system (which
by itself is critical, since the 10T is bridgingetltyber with the physical world, therefore
security breaches can lead to major safety issuoes),t also considers end-to-end
security at the level of the whole system, inclgdthe interfacing mechanisms and
components, which may be even more susceptible ttacks. SOFIE defence
mechanisms consider both internal and externahtbreas well as threats originating
from interconnected systems, which need to be geavcontrolled access.

A federation system that includes various actodsesen expands across the borders
of a single country creates challenging privacyiéss since the privacy policies that
govern user data depend on many entities and pypssiny jurisdictions, legal systems,
and rules. Privacy preservation becomes even nt@keaging when public DLTs are
involved, since not only do all parties have acdesall information, but replication
makes information access easier, and immutabititylifates correlation. Moreover,
since data stored in public DLTs never disappdatsie advances in de-anonymisation
techniques could compromise currently anonymiséd. dan other hand, open systems
facilitate verifiability and auditability, hencedte is a critical trade-off. SOFIE tries to
get the best of the two worlds by leveraging pseydmus, self-sovereign identifiers,
such as DIDs, which can be frequently changed.

Automation in SOFIE is provided through smart caats, which enable automation
in a reliable, available, secure, and decentralisadner. For instance, in order to support
openness and privacy in access to data and actuatiautomatic process is required to
control the access, perhaps complemented by aniats=bpayment mechanism (which
can be provided by cryptocurrencies).

Using SOFIE’s Federation Adapters, diverse loTfptats can be integrated into
the SOFIE framework, without any modifications tuetplatforms. All integrated
systems can then benefit from the intriguing fesduof the federation approach,
including increased functionality and privacy. S@WBI federation approach enables
interesting extensions to its four real-life piloEor example, in-game assets could be
provided as a reward for providing energy consuomptneasurements and could be used
for paying for electrical vehicle charging. Similar “ethical” producers could be
rewarded with cheaper and cleaner energy. All pikoe currently being implemented
and tested and the results will be presented urdypublications.



8. Conclusions

This chapter described how SOFIE utilises interdgdgnd Distributed Ledger

Technologies (DLTs) for providing interoperabilityetween 10T platforms, while
providing strong security, auditability, and priyacThis work has shown that using
DLTs and interledger approaches allows more flexibb-operation among various
parties in multiple use cases, such as a food guhglin, electricity grid load balancing,
context-aware mobile gaming, and secure smart nodé exchange. The SOFIE
solution is tested in four real-life pilots, whicllso raise interesting cross-pilot
interactions. In the longer term, this approacH aiso enable open data markets and
allow the creation of new business models aroufiddiata.
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