
Indicators	   Evaluation Comments

1.	  	  	  	  	  	  	  	  	  An	  enabling	  environment	  for	  Internet	  freedom

1.1.	  	  	  	  	  	  	  The	  protection	  of	  human	  rights	  and	  fundamental	  freedoms	  
on	  the	  Internet	  is	  guaranteed	  in	  law,	  in	  full	  compliance	  with	  the	  
Convention.

1.2.	  	  	  	  	  	  	  Any	  State	  interference	  with	  the	  exercise	  of	  human	  rights	  
and	  fundamental	  freedoms	  on	  the	  Internet	  complies	  with	  the	  
Convention.

1.3.	  	  	  	  	  	  	  Laws	  and	  policies	  relating	  to	  the	  Internet	  are	  assessed,	  at	  
their	  drafting	  stage,	  with	  regard	  to	  the	  impact	  that	  their	  
implementation	  may	  have	  on	  the	  exercise	  of	  human	  rights	  and	  
fundamental	  freedoms.

1.4.	  	  	  	  	  	  	  Laws	  and	  policies	  relating	  to	  the	  Internet	  are	  developed	  by	  
State	  authorities	  in	  an	  inclusive	  and	  transparent	  process	  which	  
enables	  the	  participation	  of	  all	  stakeholders,	  including	  the	  private	  
sector,	  civil	  society,	  academia	  and	  the	  technical	  community.

1.5.	  	  	  	  	  	  	  Any	  State	  body	  which	  has	  regulatory	  or	  other	  competence	  
over	  Internet	  matters	  carries	  out	  its	  activities	  free	  from	  political	  or	  
commercial	  interference,	  in	  a	  transparent	  manner	  and	  protects	  and	  
promotes	  Internet	  freedom.
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1.6.	  	  	  	  	  	  	  The	  State	  protects	  individuals	  from	  cybercrime	  through	  
effective	  criminal	  justice	  or	  other	  measures.	  Where	  such	  measures	  
risk	  interference	  with	  the	  right	  to	  private	  life,	  the	  right	  to	  freedom	  
of	  expression	  or	  the	  right	  to	  freedom	  of	  peaceful	  assembly	  and	  
association,	  they	  are	  subject	  to	  conditions	  and	  safeguards	  against	  
abuse.	  These	  measures	  comply	  with	  Articles	  8,	  10	  and	  11	  of	  the	  
Convention.	  Notably	  they	  are	  prescribed	  by	  a	  law,	  which	  is	  
accessible,	  precise,	  clear	  and	  foreseeable;	  pursue	  a	  legitimate	  aim;	  
are	  necessary	  and	  proportionate	  in	  a	  democratic	  society	  and	  allow	  
for	  effective	  remedies.

1.7.	  	  	  	  	  	  	  The	  State	  formulates	  policies	  and	  takes	  measures	  to	  
implement	  the	  United	  Nations	  “Guiding	  Principles	  on	  Business	  and	  
Human	  Rights:	  Implementing	  the	  United	  Nations	  ‘Protect,	  Respect,	  
and	  Remedy’	  Framework”.

1.8.	  	  	  	  	  	  	  The	  State	  provides	  media	  and	  digital	  literacy	  programmes	  
for	  users	  to	  foster	  their	  ability	  to	  make	  informed	  decisions	  and	  to	  
respect	  the	  rights	  and	  freedoms	  of	  others.	  It	  promotes	  access	  to	  
and	  use	  of	  educational,	  cultural,	  scientific,	  scholarly	  and	  other	  
content.


