
 
Walter Willinger 

NIKSUN, Inc. 
 

wwillinger@niksun.com 

  Internet Research  
with “Big (Internet) Data” 

  
Part II (of III) 











The AS-level Internet 



The AS-level Internet 
 
}  The Internet as a logical/virtual construct 

}  Nodes: Autonomous systems/domains (ASes) 
}  Links: Logical (i.e., protocol-defined) connections between ASes 

}  AS-link: the two ASes exchange reachability information 
}  Reachability: “active” BGP session(s) between border routers 
}  AS-link is defined via a protocol: Border Gateway Protocol (BGP) 

 
}  AS-level topology of the Internet 

}  The Internet as a “network of networks”  



The AS-level Internet (since ~1995) 

}  Challenges (due to decommissioning of NSFNET) 
}  No one entity has a complete view of the network 
}  Networks come in many shapes and forms … 
}  What geography for networks? 

}  Popular “recipe” for studying the AS-level Internet 
}  Step 1: Use BGP measurements (routing tables, updates) 
}  Step 2: Obtain the data from multiple route monitors 
}  Step 3: Combine BGP-derived AS-level paths to obtain the 

Internet’s AS-level topology 



Step 1: BGP RIBs 
 

}  BGP RIBs (routing information base)  
}  RIBs contain routing information maintained by BGP-speaking 

routers 
}  Typical Routing table size:  ~200-300K entries 
}  Augment with constantly exchanged announcement/withdrawal 

messages 

 



Typical BGP RIB table entry 



Step 2: BGP data collections 

}  Commonly-used publicly available large BGP datasets 
}  RouteViews project (Univ. of Oregon, since ~1997) 

}  www.routeviews.org/   

}  RIPE RIS project (RIPE NCC, Netherlands,  since ~2000) 
}  www.ripe.net/data-tools/stats/ris/routing-information-service 

 



Step 3: Combine AS-level paths 

}  Another example of “big (Internet) data” 
}  Currently, there are some 14 RIS route collectors, and each one of 

them collects an entire BGP routing table every eight hours 
}  1 table (~ 200-400K RIB entries) is about 500MB (uncompressed) 
}  Some 4 billion BGP-derived AS-level paths (~ 7 PB of data) per year 

}  Working assumption 
}  With billions of BGP-derived AS paths, it is possible to recover the 

Internet’s AS-level topology 
}  The produced visualizations provide “insight” into the Internet’s 

router-level topology 



The “AS-level” Internet (caida.org) 



The “AS-level” Internet (Peer1.com) 

http://www.peer1.com/blog/2011/03/map-of-the-internet-2011 



R. D’Souza, C. Borgs, J. Chayes, N. Berger, and R. Kleinberg (PNAS 2007) 

 
The “AS-level” Internet (2007) 



 
The “AS-level” Internet (2007) 

S. Carmi, S. Havlin, S. Kirkpatrick, Y.Shavitt, and E. Shir (PNAS 2007) 



The “AS-level” Internet (2010) 

M. Boguna, F. Papadopoulos, and D. Krioukov (Nature Communications, 2010) 



The “AS-level” Internet (since ~2000) 
 

}  “Discoveries” and “insights” 

}  Random (e.g., scale-free) graphs appear to be suitable models 

}  There are ASes with high-degree nodes in the Internet 

}  Removal of these high-degree ASes destroys the Internet 

}  Discovery of an “Achilles’ heel” for the AS-level Internet 

 



… problem solved!?  

}  Solid? – Based on real data! 

}  Rigorous? – Scale-free network models! 

 
}  Relevant? – Discovery of another serious vulnerability! 



Back to basics (“engineer’s view”) … 

}  How did we get here (“physicist’s view”)? 
}  Available data is taken at face value (“don’t ask …”) 
}  No or only little domain knowledge is required 
}  The outcome often leaves little room for further efforts 

}  The “Engineer’s” perspective 
}  Available data tends to be scrutinized (not enough, though) 
}  Domain knowledge is “king” – details matter! 
}  The results often give rise to new questions/problems 



The Engineer’s view 

}  The inter-domain routing system 
}  The inter-domain routing protocol BGP 

}  BGP-based measurements 
}  BGP data collection projects for the public good 
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Engineer’s view – some details 

}  Basic problem re measuring AS-level connectivity 
}  Individual ASes know their (local) AS-level connections 
}  AS-specific connectivity data is considered proprietary 
}  AS-level connectivity cannot be measured directly 
}  No central agency exists that collects this data 

}  Practical solution 
}  Rely on BGP, the de facto inter-domain routing protocol  
}  Use BGP RIBs (routing information base)  
}  RIBs contain routing information maintained by the router 



Engineer’s view – some details (cont.) 

}  Inter-domain routing system 
}  Foundation for Internet wide-area communication 

}  Inter-Domain Routing Protocol BGP4  
}  De facto standard inter-domain routing protocol RFC 1771/4271 
}  Enables ASes to implement/realize their routing policies 

}  Scalable, expressive, flexible information-hiding protocol 
}  Exchange of routing information w/o revealing AS-internals 
}  Support for complex and evolving AS-specific business policies 
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Engineer’s view - some “details”  

}  Key observation 
}  BGP is not a mechanism by which ASes distribute connectivity 

information 
}  BGP is a protocol by which ASes distribute the reachability of 

their networks via a set of routing paths that have been chosen 
by other ASes in accordance with their policies. 

}  BGP-based measurements to map the AS-level Internet 
}  Engineering hack – BGP is an information-hiding and not an 

information-revealing  protocol 
}  An example of  “What we can measure is typically not what 

we want to measure!” 



Engineer’s view – some details (cont.) 
}  Use BGP RIBs (routing information base) and updates 

}  RIBs contain routing information maintained by the router 
}  Typical Routing table size:  ~200-300K entries 
}  Focus has been on AS_PATH attribute 

}  Typical BGP RIB table entry 



Engineer’s view – some details (cont.) 
}  Daily BGP table dumps and updates are collected from 

multiple monitors that are connected to numerous 
routers across the Internet 

}  RouteViews project (University of Oregon)  
}  Started ~1997 
}  Initially connected to large providers, recently also to IXPs  
}  http://www.routeviews.org/ 

}  RIPE RIS project (RIPE NCC, Netherlands) 
}  Started data collection around 2000 
}  Similar approach as RouteViews 
}  http://www.ripe.net/data-tools/stats/ris/routing-information-

service 



Engineer’s view – some details (cont.) 

}  RouteViews/RIPE RIS data were never meant to be used 
to infer the Internet’s AS-level connectivty 
 

}  BUT: value/benefit of the data for operators is huge! 



From RouteViews/RIPE RIS websites  

}  “The RouteViews project was originally conceived as a tool for 
Internet operators to (i) obtain real-time information about the 
global routing system from the perspectives of several different 
backbones and locations around the Internet, and (ii) determine 
how the global routing system viewed their prefixes and/or AS 
space.” 

}  “The goal of the Routing Information Service (RIS) is to collect 
routing information between ASes and their development over time 
from a number of vantage points in the Internet.  One important 
application for this data will be debugging.  For example, if a user 
complains that a certain site could not be reached earlier, the RIS 
will provide the necessary information to discover what caused the 
problem.” 
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Engineer’s view – some details (cont.) 

}  Basic problem #1: Incompleteness 
}  Many peering links/relationships are not visible from the current 

set of BGP monitors 
}  A well-known problem of vantage point locations 
 

}  Basic problem #2:  Ambiguity 
}  Need heuristics to infer “meaning” of AS links: customer-provider, 

peer-to-peer, sibling, and a few others 
}  Existing heuristics are known to be inaccurate 
}  Renewed recent efforts to develop better heuristics … 
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Engineer’s view – some details (cont.) 

}  The dilemma with current BGP measurements 
}  Parts of the available data seem accurate and solid (i.e., customer-

provider links, nodes) 
}  Parts of the available data are highly problematic and incomplete 

(i.e., peer-to-peer links) 

}  Bottom line 
}  (Current) BGP-based measurements are of questionable quality 

for accurately inferring AS-level connectivity 
}  It is expected that future BGP-based measurements will be more 

useful for the purpose of AS-level inference 
}  Very difficult to get to the “ground truth”   



But the issues with BGP data is not new!! 
}  R. Govindan and A. Reddy, 1997. An analysis of Internet 

inter-domain topology and route stability. IEEE 
INFOCOM. 

 
}  The Govindan & Reddy 1997 paper is an early textbook 

example for what information a measurement paper 
should provide. 

}  The Govindan & Reddy 1997 paper is now hardly cited 
and largely forgotten! 

}  An example of the influence that secondary citations can 
and do have … 



The missing link problem in BGP data 
 
}  Estimated size of the AS-level Internet (around 2010) 

}  # nodes: about 30,000 
}  # customer-provider links: about 60,000 
}  # peering links: about 20,000 

}  Estimated size of the AS-level Internet (around 2012) 
}  #nodes: about 40,000 
}  # customer-provider links: about 80,000 
}  # peering links: more than 200,000 



What happened between 2010-2012? 

}  We got lucky …! Anja Feldmann’s group (T-Labs/TU Berlin) 
obtained high-quality traffic data from one of the largest IXPs 
in Europe 

}  B. Ager, N. Chatzis, A. Feldmann, N. Sarrar, S. Uhlig, W.  Willinger 
Anatomy of a Large European IXP,  ACM Sigcomm 2012 

}  Internet eXchange Point (IXP): An IXP is a physical facility with 
a switching infrastructure for the primary purpose to enable 
networks to interconnect and exchange traffic directly (and 
essentially for free) rather than through one or more 3rd 
parties (and at a cost).  



 
Internet eXchange Points (IXPs) 

AS3 

AS4 AS5 

AS1 

AS2 Content  
Provider 2 

layer-2 switch 

Content  
Provider 1 



Key findings from mining the IXP data 

}  At this one IXP, there are more than twice as many peering 
links in use as compared to the most current estimate of 
the total number of peerings in the entire Internet 

}  The total number of peering links at the 300+ active IXPs 
worldwide is at least 200,000 

}  The vast majority of these 200,000 peerings are not visible 
to the commonly-used BGP measurements. 
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Discussion 
}  Details do matter! 

}  BGP data are not meant for mapping the AS-level 
Internet! 

}  Every networking student is assumed to know 
BGP, so why is this domain knowledge not used? 

}  Why has the 1997 Govindan & Reddy paper never 
been referenced in subsequent Internet topology 
papers? 



A fresh look at the AS-level Internet … 



Where AS- meets physical-level Internet 
 
}  The critical role of colocation facilities 

}  IXPs are housed in one or more colo facilities 
}  Routers of the different ASes are housed in colos/router hotels  
}  (Some US Tier-1s have separate facilities/buildings) 

}  Internet connectivity 
}  Who is connecting with whom in which colocation facility? 
}  Inter-AS links manifest themselves in different physical 

connections (between distinct border routers) 
}  Intra-AS connectivity is the router-level view of the AS 



DE-CIX: Colocation facilities in FRA 
}  Equinix, FR4, Lärchenstr. 110      
}  Equinix, FR5, Kleyerstr. 90      
}  Equinix, FR2, Kruppstr. 121-127    
}  e-shelter, Eschborner Landstr. 100    
}  I.T.E.N.O.S., Rebstöckerstr. 25-31   
}  Interxion, FRA1, Hanauer Landstr. 302   
}  Interxion, FRA2, Hanauer Landstr. 304A   
}  Interxion, FRA3, Weissmüller Str. 21   
}  Interxion, FRA4, Weissmüller Str. 19   
}  Interxion, FRA5, Hanauer Landstr. 308a   
}  Interxion, FRA6, Hanauer Landstr. 300a 
}  Interxion, FRA7, Hanauer Landstr. 296a 
}  KPN, Kleyerstr. 90 
}  Level3, Kleyerstr. 82 (Building A)   
}  Level3, Kleyerstr. 90 
}  NewTelco, Rebstöckerstr. 25-31 (Building B, Room B.1.10)    
}  TelecityGroup, Gutleutstr. 310 
}  Telehouse, Kleyerstr. 79 (Building K)    
}  Telehouse, Kleyerstr. 79 (Building I)    



An early attempt (D. Nicol et al. 2003) 
Liljenstam, Liu and Nicol

ure itself to simplify model building. However, for more
complex models, such as the one we consider here and mod-
els that require dynamic intra-domain routing, it is necessary
to manually configure certain aspects of the routing.) At this
point we lack two important pieces of information: realistic
BGP policies and realistic OSPF link weights. This will be
discussedmore in Section 4. Thus, aswe build the simulation
configuration script from our data sets we add keywords for
“default” configurations of OSPFv2 and BGP. For OSPFv2
this means that the whole AS will be one OSPF area and that
all the link weights are set to one. For BGP, we configure
each of the routers that has a connection to some other AS to
be a BGP speaker. Other routers run only OSPF. All BGP-
speakers within the AS form a full mesh of internal peering
relationships, and external peering sessions are configured
with the neighboring BGP speaker in the other AS. The ab-
sense of any policy settings in BGP means that the operation
essentially boils down to shortest AS path routing.

3 A STRAW-MANMODELOF THEU.S. INTERNET
BACKBONE

The end result of this process is a model of the Internet back-
bone covering the United States, consisting of 8 national-
level ISP networks. The total number of routers found in
the U.S. part of the networks is 44,824 and there are 68,656
links. Also of importance for the simulation model build-
ing process is the number of BGP speakers in the model. In
this model we found 1,185 routers that interconnect the ISPs,
hence there are as many BGP speaking routers in the model.
A break-down per AS is given in Table 4.
Using the heuristic router markings of ’distance to back-

bone’ we can pick a subset of the topology focusing on the
backbone structure. The resulting network sizes are also
shown in Table 4. This backbone subset is what we finally
use to model the U.S. Internet backbone. Figure 1 shows the
resulting network graph, where the geographical positions
are mapped to the X-Y plane and each AS (ISP network)
is given a different coordinate on the Z-axis. Thus, hori-
zonal links (at the same “height”) are internal links connect-
ing routers within an AS, and vertical links connect different
ASes. The network graph clearly shows certain exchange
links (betweenASes) spanning a great geographical distance.
We find this puzzling. ISPs are generally said to connect at
Network Access Points (NAPs) or Internet exchange points
(IXs). For instance, one provider (MCI) operates large In-
ternet exchange points, the “Metropolitan Area Exchange
points”: MAE West (San Jose, CA), MAE Central (Dal-
las, TX), MAE Chicago (Chicago, IL), and more. Lately, it
appears that private exchange points have becomemore pop-
ular between the largest ISPs, but even so, we would expect
to find that the links interconnecting different ISPs terminate
in the same physical location. In fact closer examination of
the data revealed that in the vast majority of cases, the ter-

Figure 1: Network Graph

mination points for exchange links were mapped to different
geographic locations. This is a matter of ongoing investiga-
tions.
One question this raises is the quality of the geographi-

cal location information. In general, the heuristics used by
RocketFuel for geographic locations appear to give reason-
able results, although in a few cases the location was not
provided. Indeed, the RocketFuel study verified the quality
of their maps with a few ISPs and received positive com-
ments. The results we got using other tools to add locations
to othermaps (Cable &Wireless andWorldCom/UUnet) and
fill in the gaps were more problematic.
In constructing the model we discarded less than 1.2% of

the total number of routers (not just backbone) because we
were unable to map them to a geographical location. Thus,
it seems that the geographical mapping facilities provide a
mapping in most cases. However, the quality of the map-
ping is harder to determine except in some obvious cases.
In a few cases it can easily be determined to be erroneous
and for some networks it will obviously tend to fall back to

http://users.cis.fiu.edu/~liux/research/papers/topo-wsc03.pdf 



Grand Challenge – What we have … 
}  Visualization of the Internet in 1994 (topology & traffic) 



Grand Challenge – What we want … 
}  Visualization of the Internet in 2015 (topology & traffic)?? 

  ? b 



Why is this (very) hard? 
}  What topology? 

}  AS-level Internet topology  
}  Physical Internet topology 
}  Main focus of some 15-20 years of Internet topology research 
}  We know much less about this than we thought we did … 

}  What traffic? 
}  Inter-domain traffic (AS traffic matrix) 
}  How much traffic is exchanged between any pair of ASes? 
}  We know next to nothing about this … 

}  What visualization? 
}  ???? 



An analog: Worldwide airline system ... 

http://www.northwestern.edu/newscenter/stories/2012/06/complex-networks-skeletons.html 



… or US airline traffic 

http://vis.stanford.edu/files/2011-DividedEdgeBundling-InfoVis.pdf 



Conclusion 
}  Past 15-20 years of research on the Internet’s AS-level (and 

router-level) topology 
}  Example of Grossman’s (mis)quote of H.L Mencken: 
    “Complex problems have simple, easy-to-understand  
     wrong answers.” 
 

}  The future of Internet research with “big (Internet) data” 
}  Learn form past mistakes! 
}  “What we want to measure is typically not what we can measure!” 
}  Details matter! 
}  Domain knowledge is critical! 
}  There is no “free lunch”! 
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